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SUBJECT:	New Apprenticeable Occupation:  Cyber Defense Analyst

1. Purpose. To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors, and other Registered Apprenticeship partners of the following new apprenticeable occupation:  Cyber Defense Analyst

2. Action Requested. OA staff should familiarize themselves with this bulletin and the attached Work Process Schedule and Related Instruction Outline, as a source for developing apprenticeship standards and/or providing technical assistance.

Cyber Defense Analyst will be added to the List of Occupations Recognized as Apprenticeable by OA located on www.apprenticeship.gov.  A suggested Work Process Schedule and Related Instruction Outline are attached.

3. Summary and Background. 
a. Summary – The occupation Cyber Defense Analyst was submitted by Mr. Thomas P. Phillips, Director, on behalf of United Services Military Apprenticeship Program (USMAP), was processed by Ricky Godbolt and approved by the OA Administrator on September 27, 2022.  

b. Background – 

New/Revised Occupation Background - Under 29 CFR section 29.4, an occupation for a RAP must meet the following criteria to be determined apprenticeable:

a) Involve skills that are customarily learned in a practical way through a structured, systematic program of on-the job supervised learning:
b) Be clearly identified and commonly recognized throughout an industry;
c) Involve the progressive attainment of manual, mechanical, or technical skills and knowledge which, in accordance with the industry standard for the occupation, would require the completion of at least 2,000 hours of on-the-job learning to attain; and
d) Require related instruction to supplement the on-the job learning. 

4. New Apprenticeable Occupation. The occupation Cyber Defense Analyst was submitted for an apprenticeability determination.

Cyber Defense Analyst 
O*NET-SOC CODE:  15-1212.00
RAPIDS CODE:  3041
Type of Training:  Time-based

Cyber Defense Analyst perform the following duties: 
· Characterize and analyze network traffic to identify anomalous activity and potential threats to network resources.
· Analyze and report organizational security posture trends.
· Analyze and report system security posture trends.
· Use cyber defense tools for continual monitoring and analysis of system activity to identify malicious activity.
· Determine tactics, techniques, and procedures (TTPs) for intrusion sets.
· Identify and analyze anomalies in network traffic using metadata (e.g., CENTAUR).
· Isolate and remove malware.
· Analyze data to identify or resolve security problems.
· Monitor external data sources (e.g., cyber defense vendor sites, Computer Emergency Response Teams, Security Focus) to maintain currency of cyber defense threat conditions and determine which security issues may have an impact on the enterprise.
· Assess and monitor cybersecurity related to system implementation and testing practices.
· Perform cyber defense trend analysis and reporting.


•	Inquiries. If you have any questions, please contact Ricky C. Godbolt, Program Analyst, National Office of Apprenticeship at (202) 693-3815 or Godbolt.Ricky.C@dol.gov.

5. Attachments. 
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Cyber Defense Analyst WPS and RI
WORK PROCESS SCHEDULE

CYBER DEFENSE ANALYST

O*NET-SOC CODE :  15-1212.00	 RAPIDS CODE :  3041





		Perform analysis and test organizations’ Computer Information Systems. 

		Hours 



		· Characterize and analyze network traffic to identify anomalous activity and potential threats to network resources.

· Analyze and report organizational security posture trends.

· Analyze and report system security posture trends.

· Refer major hardware or software problems or defective products to vendors or technicians for service.

· Assess adequate access controls based on principles of least privilege and need-to-know.

· Use cyber defense tools for continual monitoring and analysis of system activity to identify malicious activity.

· Determine tactics, techniques, and procedures (TTPs) for intrusion sets.

· Examine network topologies to understand data flows through the network.

· Identify and analyze anomalies in network traffic using metadata (e.g., CENTAUR).

· Isolate and remove malware.

		 



		Total  

		1500 









		Analyze data to identify or resolve security problems. 

		Hours 



		· Monitor external data sources (e.g., cyber defense vendor sites, Computer Emergency Response Teams, Security Focus) to maintain currency of cyber defense threat conditions and determine which security issues may have an impact on the enterprise. 

· Assess and monitor cybersecurity related to system implementation and testing practices.

· Perform cyber defense trend analysis and reporting.

· Perform event correlation using information gathered from a variety of sources within the enterprise to gain situational awareness and determine the effectiveness of an observed attack.

· Perform security reviews and identify security gaps in security architecture resulting in recommendations for inclusion into the risk mitigation strategy.

· Receive and analyze network alerts from various sources within the enterprise and determine possible causes of such alerts.

· Identify applications and operating systems of a network device based on network traffic.

· Identify network mapping and operating system (OS) fingerprinting activities.

		 



		Total  

		1000 







		Incident tracking and analysis.  

		Hours 



		· Coordinate with enterprise-wide cyber defense staff to validate network alerts.

· Ensure cybersecurity-enabled products or other compensating security control technologies reduce identified risk to an acceptable level.

· Document and escalate incidents (including event’s history, status, and potential impact for further action) that may cause an ongoing and immediate impact on the environment.

· Provide daily summary reports of network events and activities relevant to cyber defense practices.

· Provides cybersecurity recommendations to leadership based on significant threats and vulnerabilities.

· Provide advice and input for Disaster Recovery, Contingency, and Continuity of Operations Plans.

· Provide timely detection, identification, and alerting of possible attacks/intrusions, anomalous activities, and misuse activities and distinguish these incidents and events from benign activities.

· Conduct research, analysis, and correlation across a wide variety of all source data sets (indications and warnings).

· Validate intrusion detection system (IDS) alerts against network traffic using packet analysis tools.

· Reconstruct a malicious attack or activity-based off-network traffic.

· Assist in the construction of signatures that can be implemented on cyber defense network tools in response to new or observed threats within the NE or enclave.

		 



		Total  

		1000 









		Educate customers. 

		Hours 



		· Develop content for cyber defense tools.

· Plan and recommend modifications or adjustments based on exercise results or system environment.

· Work with stakeholders to resolve computer security incidents and vulnerability compliance.

· Analyze identified malicious activity to determine weaknesses exploited, exploitation methods, effects on system and information.

· Recommend computing environment vulnerability corrections.

· Notify designated managers, cyber incident responders, and cybersecurity service provider team members of suspected cyber incidents and articulate the event's history, status, and potential impact for further action in accordance with the organization's cyber incident response plan.

		 



		Total  

		1000 





                                                                                                                                        Total Hours: 4500










RELATED INSTRUCTION OUTLINE

CYBER DEFENSE ANALYST

O*NET-SOC CODE :  15-1212.00	RAPIDS CODE :  3041





		Related Instruction Outline 



		Related Instruction Subjects 

		Hours 



				Year 1 

		 



		Identify Malicious Activity

		30



		Analyze Malicious Activity

		40



		Incident Response

		30



		Vulnerability and Threat Recognition

		44



		Total Year 1

		144



				Year 2

		



		Analyze and Capture Network Traffic

		60



		Protocol Analysis

		30



		Target Analysis and Discovery

		40



		Identify Security Threat

		20



		Total Year 2

		150



		Year 3

		



		Provide Vulnerability and Intrusion Products

		30



		Total Year 3

		30





                                                                                                                                                   Total Hours: 324




