BULLETIN 2021-48                                                                                     May 5, 2021
	U.S. Department of Labor

Employment and Training
  Administration

Office of Apprenticeship (OA)
Washington, D.C.  20210
	Distribution:

A-541 Headquarters
A-544 All Field Tech

A-547 SD+RD+SAA+; Lab.Com
	Subject:  New National Guidelines for Apprenticeship Standards – CompTIA, Inc.
Code:  400.1

	Symbols:  DRAP/DMc
	
	Action:  Immediate

	PURPOSE:  To inform the staff of OA and the State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors and other Registered Apprenticeship partners of the approval of new National Guidelines for Apprenticeship Standards for CompTIA, Inc.
BACKGROUND: The OA Administrator approved these new National Guidelines for Apprenticeship Standards submitted by Mr. Todd Thibodeaux, President/Chief Executive Officer on behalf of CompTIA, Inc. on April 5, 2021.  These new National Guidelines for Apprenticeship Standards are a model for developing local apprenticeship programs registered with OA or a SAA for the following occupations: 

Cyber Security Technician
(Existing Title: Cyber Security Support Technician)

O*NET-SOC Code:  15-1212.00

RAPIDS CODE:  2050CB

Type of Training: Competency-based

Network Support Specialist

(Existing Title:  Network and Computer System Administrator)

O*NET-SOC Code:  15-1244.00

RAPIDS CODE:  1132CB
Type of Training:  Competency-based

Tech Support Specialist

(Existing Title:  Computer Support Specialist)

O*NET-SOC Code:  15-1232.00

RAPIDS CODE:  2018CB

Type of Training:  Competency-based
ACTION:  OA Staff should familiarize themselves with this bulletin.  A copy of the National Guidelines for Apprenticeship Standards and the Work Process Schedules and Related Instruction Outlines are attached.
If you have any questions please contact Doug McPherson, at (202) 693-3783.
NOTE:  This bulletin is being sent via electronic mail.  
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Appendix A

WORK PROCESS SCHEDULE NETWORK SUPPORT SPECIALIST



(Information Technology Specialist; Network Support Technician; Systems Administrator)



O*NET-SOC CODE: 15-1244.00 RAPIDS CODE: 1132CB

This schedule is attached to and a part of these Standards for the above identified occupation.



 (
1.
APPRENTICESHIP
 
APPROACH
)

· Time-based	☒ Competency-based	☐ Hybrid



 (
2.
TERM
 
OF
 
APPRENTICESHIP
)

The term of the apprenticeship is competency-based with an OJL attainment of not less than 2,000 hours, supplemented by the minimum required 591 hours of related instruction. (Note: The competency-based training approach does not require hours.)



 (
3.
RATIO
 
OF
 
APPRENTICES
 
TO
 
JOURNEYWORKERS
)

The apprentice to journeyworker ratio is: 1 Apprentice(s) to 1 Journeyworker(s).



 (
4.
APPRENTICE
 
WAGE
 
SCHEDULE
)

Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly journeyworker wage rate, which is:

$31.00 industry average.



1st Third = $18.00 industry average 2nd Third = $20.00 industry average Last Third = $22.00 industry average



 (
5.
PROBATIONARY
 
PERIOD
)

Every applicant selected for apprenticeship will serve a probationary period of 12 weeks.
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 (
6.
SELECTION
 
PROCEDURES
)

Selection procedures will be determined by individual local program sponsors.

These selection procedures will be included in the appropriate Appendix.



Local program sponsors will recruit and select applicants either through an internal process for incumbent workers or will make the apprenticeship opportunity available to the public and external organizations through outreach efforts, job fairs, collaborative partnerships, and web-based activities. Local program sponsors will work with community-based organizations; educational institutions, such as community

colleges, technical schools, and high schools; workforce organizations; or other partners to create appropriate outreach and positive recruitment efforts that would reasonably be expected to increase underrepresented population participation

in the apprenticeship. The local program sponsor will identify the steps it intends to ensure that the opportunity is accessible. The local program sponsor will undertake a significant number of activities to enable it to meet its obligations under 29 CFR § 30.4(c).









WORK PROCESS SCHEDULE NETWORK SUPPORT SPECIALIST

O*NET-SOC CODE: 15-1244.00 RAPIDS CODE: 1132CB



Description: Network Support Specialists analyze, troubleshoot, and evaluate problems with computer networks, which are crucial for keeping information moving safely and securely between everyone who does business with the company, including internal departments, external supply chains, and customers. Network Support Specialists play an important role in maintaining an

organization’s networks through configuration, monitoring, and proper training of end users. Network Support Specialists are responsible for day-to-day operations, making sure that networks have minimal downtime. They may progress in their knowledge and training to become Network Architects/Engineers who design and build local area networks (LANs), wide area networks (WANs), Intranets, and cloud implementations.





		Work Duties (Required Competencies)

		Competent (Y/N)



		Part 1– Basic Hardware

		



		1

		Demonstrate knowledge of various mobile device types, their features, and purpose.

		



		2

		Demonstrate skills required to manage and troubleshoot computer hardware and peripheral devices.

		



		3

		Demonstrate knowledge of common computer hardware and interfaces.

		



		4

		Demonstrate skills required to troubleshoot general computer hardware issues and printer problems.

		



		5

		Demonstrate skills required to configure peripherals, printers, and related applications to support external hardware.

		



		Part 2 – Basic Networking

		



		6

		Demonstrate knowledge of basic networking concepts (wired and wireless).

		



		7

		Demonstrate skills required to configure and troubleshoot device connectivity (LAN and Internet Access).

		



		Part 3 – Cloud and Virtualization Technologies

		



		8

		Demonstrate knowledge of cloud computing concepts, including cloud storage and security configurations.

		



		9

		Demonstrate skills required to configure client-side virtualization, cloud storage applications, and file synchronization features.

		













		Work Duties (Required Competencies)

		Competent (Y/N)



		Part 4 – Operating System Basics

		



		10

		Demonstrate knowledge of important Microsoft Windows 10 operating system features and their purpose.

		



		11

		Demonstrate skills required to install, configure, and secure Microsoft Windows 10 operating system versions.

		



		12

		Demonstrate skills required to troubleshoot Microsoft Windows operating system problems.

		



		13

		Demonstrate knowledge of important Mac OS and Linux OS desktop operating system features and their purpose.

		



		14

		Demonstrate skills required to configure, secure, and troubleshoot various operating systems Mac OS and Linux OS.

		



		15

		Demonstrate skills required to troubleshoot mobile operating systems.

		



		Part 5 – IT Security Basics

		



		16

		Demonstrate knowledge of basic enterprise security concepts and wireless security protocols.

		



		17

		Demonstrate skills required to perform account management, configure wireless security, and detect and remove malware on workstations and mobile devices.

		



		18

		Demonstrate skills to troubleshoot common computer security issues.

		



		19

		Demonstrate skills required to troubleshoot application security issues.

		



		Part 6 – General IT Operations

		



		20

		Demonstrate knowledge of ticketing systems and documentation procedures.

		



		21

		Demonstrate knowledge of disaster recovery concepts and backup procedures.

		



		22

		Demonstrate knowledge of licensing and privacy and policy concepts, including how to address prohibited content.

		



		23

		Demonstrate knowledge of scripting languages, basic functions, and logic structures.

		



		Part 7 – Network Fundamentals

		



		24

		Demonstrate knowledge of the OSI model and relevant encapsulation concepts.

		



		25

		Demonstrate knowledge of network topologies and network types.

		



		26

		Demonstrate knowledge of cables, types of connectors, and the purpose for each.

		













		Work Duties (Required Competencies)

		Competent (Y/N)



		27

		Demonstrate skills required to configure a subnet and use appropriate IP addressing schemes.

		



		28

		Demonstrate knowledge of ports, protocols, and services, as well as their purpose.

		



		29

		Demonstrate knowledge of basic architecture concepts related to corporate and datacenter network environments.

		



		30

		Demonstrate knowledge of cloud concepts and connectivity alternatives.

		



		Part 8 – Network Implementations

		



		31

		Demonstrate knowledge of network devices, their features, and placement within a network.

		



		32

		Demonstrate knowledge of routing technologies and concepts for bandwidth management.

		



		33

		Demonstrate skills required to configure and deploy Ethernet switching solutions, including VLANs.

		



		34

		Demonstrate skills required to deploy wireless standards configurations and technologies.

		



		Part 9 – Network Operations

		



		35

		Demonstrate skills required to leverage statistics and sensors in support of network availability.

		



		36

		Demonstrate knowledge of organizational documents and policies.

		



		37

		Demonstrate knowledge of high availability and disaster recovery concepts.

		



		Part 10 – Network Security Part 3 – Cloud and Virtualization Technologies

		



		38

		Demonstrate knowledge of network security concepts.

		



		39

		Demonstrate knowledge of types of network attacks.

		



		40

		Demonstrate skills required to implement network hardening techniques.

		



		41

		Demonstrate knowledge of remote access techniques and related security risks.

		



		42

		Demonstrate knowledge of physical security methods.

		



		Part 11 – Network Troubleshooting

		



		43

		Demonstrate skills and best practices required to troubleshoot networking issues.

		



		44

		Demonstrate skills required to troubleshoot cable connectivity issues.

		













		Work Duties (Required Competencies)

		Competent (Y/N)



		45

		Demonstrate skills required to use network software tools and commands.

		



		46

		Demonstrate skills required to troubleshoot wireless connectivity issues.

		



		Part 12 – Business Acumen

		



		47

		Demonstrate a basic understanding of the employer’s corporate structure and business model, including its product and services portfolio, its primary customers, and its top competitors.

		



		48

		Demonstrate a basic knowledge of the employer’s brand messaging, its value

proposition in the marketplace, and key success metrics.

		



		Part 13 – Employability Skills

		



		49

		Demonstrate skills to provide competent customer service using active listening and empathy during various interactions (e.g., in-person, over telephone, email, and chat).

		



		50

		Demonstrate ability to manage stress and other emotions in the workplace to reduce conflict, foster collaboration, and promote wellness.

		



		51

		Demonstrate skills required to take and give productive critical feedback.

		



		52

		Demonstrate skills required to problem-solve using critical thinking, clarifying questions, and knowing when to escalate a situation to a superior.

		



		53

		Demonstrate skills to explain complex issues to non-technical customers without jargon or blaming.

		



		54

		Demonstrate ability to conduct oneself with integrity, professionalism, and in accordance with organization policy and procedure.

		



		55

		Demonstrate skills to communicate with colleagues, managers, and end users effectively and clearly, in a timely manner.

		



		56

		Demonstrate ability to use language, tone of voice, and non-verbal communication to neutralize conflict in the workplace.

		



		57

		Demonstrate skills required to collaborate effectively with team members from across the organization.

		



		58

		Demonstrate ability to use respectful cross-cultural communication to work successfully across the organization and with diverse coworkers.

		



		59

		Demonstrate knowledge required to manage time effectively, minimizing distractions to maintain productivity, prioritize work appropriately, and meet deadlines with situational awareness.

		



		60

		Demonstrate ability to adapt to changing organizational landscape.

		















RELATED INSTRUCTION OUTLINE NETWORK SUPPORT SPECIALIST

O*NET-SOC CODE: 15-1244.00 RAPIDS CODE: 1132CB



Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the RTI provider.



		

Related Instruction Descriptions

		Approxi- mate

Hours



		New Employee Skills

· Sexual harassment prevention

· Safety training

· Company orientation including privacy and confidentiality

· Tools (internal messaging apps, office applications)

		15



		Business Acumen

· Company vision, mission, and key success metrics

· The company’s products and services and value proposition in the market

		3



		Employability Skills

· Managing conflict

· Being an effective team member

· Business communication etiquette

· Interpersonal communication

· Intercultural communication

· Critical thinking

· Time management

· Workplace wellness and managing stress

· Handling workplace change

· Leading across generations and personalities

· Understanding diversity, equity, and inclusion fundamentals

		60













		

Related Instruction Descriptions

		Approxi- mate Hours



		Technical and Professional Skills - CompTIA A+ Coursework and Certification

· Hardware – Identify, use, and connect hardware components and devices

· Windows Operating System – Install and support Windows OS including command line and client support

· Mobile Devices – Install and configure laptops and other mobile devices

· Software Troubleshooting – Troubleshoot computer and mobile device issues including application security support

· Networking – Explain types of networks and connections including TCP/IP, WIFI and SOHO

· Other OS & Technologies – Understand Mac OS, Linux and mobile OS

· Hardware and Network Troubleshooting – Troubleshoot device and network issues

· Security – Identify and protect against security vulnerabilities for devices and their network connections

· Operational procedures – Follow best practices for safety, environmental impacts, and communication and professionalism

· CompTIA A+ CertMaster Learn, CompTIA Labs and CertMaster Practice (or similar courseware)

· Pass CompTIA A+ exam – Highly recommend passing A+ exam before beginning on-the-job training

		220



		Technical and Professional Skills - CompTIA Network+ Coursework and Certification

· Network Fundamentals – OSI model layers and encapsulation concepts. Configuring a subnet and using appropriate IP addressing schemes.

· Network Implementation – Network devices, their features, and appropriate placement on the network. Configuring and deploying Ethernet switching features, including VLANs.

· Network Operations – Using statistics and sensors to ensure network availability. High availability and disaster recovery concepts and solutions.

· Network Security – Understand types of network attacks, remote access methods, and related security implications.

· Network Troubleshooting – Use appropriate network software tools and commands. Configure and troubleshoot physical and wireless networks.

· CompTIA Network+ CertMaster Learn, CompTIA Labs and CertMaster Practice (or similar courseware)

· Pass CompTIA Network+ exam

		158













		

Related Instruction Descriptions

		Approxi- mate Hours



		Vendor-Specific Network Administration and Configuration*

· Install, operate, configure, and verify basic IPv4 and IPv6 networks

· Configure network components such as switches, routers, and wireless LAN controllers; manage network devices; and identify basic security threats

· Network programmability, automation, and software-defined networking

· Study and exam

*Cisco Network CCNA, or other vendor-specific training as needed for your environment

		110



		Customer Engagement Skills - IBM Professional Certificate*

· Communication skills focused on clear concise communication and listening

· Appropriate empathetic behavior such as such as patience, curiosity, and willingness to help

· Problem solving to research an issue and help determine an appropriate resolution

· Process adherence to ensure the proper flow and Service Level Agreements are met



*or similar customer service training

		25











TOTAL MINIMUM HOUR 591
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Appendix B

ETA-671 APPRENTICESHIP AGREEMENT
AND

U.S. DEPARTMENT OF LABOR, OFFICE OF
APPRENTICESHIP
APPLICATION FOR CERTIFICATION OF
COMPLETION OF APPRENTICESHIP
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Program Registration and U.S. Department of Labor
Apprenticeship Agreement Employment and Training Administration
Office of Apprenticeship

APPRENTICE REGISTRATION — SECTION I OMB No. 1205-0223 Expiration Date: 03/31/2023

This agreement does not constitute a certification under Title 29 Code of| The program sponsor and apprentice agree to the terms of the Apprenticeship
Federal Regulations (CFR) Part 5 for the employment of the apprentice on| Standards incorporated as part of this agreement and in accordance with Title 29 CFR
Federally financed or assisted construction projects. Current certifications| Parts 29 and 30. The sponsor’'s Apprenticeship Standards are attached and hereby
must be obtained from the Office of Apprenticeship (OA) or the recognized|incorporated into this agreement as they exist on the date of the agreement. These
State Apprenticeship Agency. Standards may be amended during the period of this agreement with the consent of the
parties to the agreement. This agreement may be terminated by either of the parties,
citing cause(s), with notification to the registration agency, in compliance with Title 29

CFR Part 29.
PART A: TO BE COMPLETED BY APPRENTICE. NOTE TO SPONSOR: PART A SHOULD ONLY BE FILLED OUT BY APPRENTICE.
1. Name (Last, First, Middle) and Address *Social Security Number Answer Both A and B (Voluntary) 5. Veteran Status (Mark one)
(Definitions on reverse)
[ Non-Veteran
(No., Street, City, State, Zip Code, Telephone Number) 4. a. Ethnic Group (Mark one) O Veteran
[ Hispanic or Latino -
O Not Hispanic or Latino 6. Education Level (Mark one)
2. Date of Birth (Mo., Day, Yr.) 3. Sex (Mark one) O Less than 9™ grade
O Male [ Female b. Race (Mark one or more) [ 9 to 12 grad diol
[0 American Indian or Alaska native 0 grade, no diploma
[ Asian [ High School graduate or GED
[ Black or African American [ Some College or Associate’s

[ Native Hawaiian or other

e degree
| \l/Dvahﬂgc islander [ Bachelor's degree

[ Master’s degree
[ Doctorate or Prof. degree

7a. Employment Status (Mark one) [0 New Employee O Existing Employee
7b. Career Connection (Mark one) (Instructions on reverse) [ None [J Pre-Apprenticeship [ Technical Training School [ Military Veterans
[J Job Corps [ YouthBuild [J HUD/STEP-UP [ Career Center Referral [ School-to-Registered Apprenticeship

8. Signature of Apprentice Date 9. Signature of Parent/Guardian (if minor) Date
PART B: SPONSOR: EXCEPT FOR ITEMS 6, 7, 8, 10a. - 10c, REMAINDER OF ITEMS REPOPULATED FROM PROGRAM REGISTRATION.
1. Sponsor Program No. 2a Occupation (The work processes listed inthe |2 Occupation Code:
Sponsor Name and Address (No. Street, City, County, State, Zip Code) standards are part of this agreement). 2b.1. Interim Credentials
Sponsor Name Only applicable to Part B, 3.b.
Occupation and 3.c. (Mark one)
Sponsor Street Address [CJyes [ONo
} 3. Occupation Training 4. Term 5. Probationary Period
Sponsor City County Approach (Mark one) (Hrs., Mos., Yrs.)  |(Hrs., Mos., Yrs.)
State Zip 3a. O Time-Based

: 3b. [J Competency-Based Hrs., Mos., Yrs. Hrs., Mos., Yrs.
Office Phone 3c. O] Hybrid
Office Fax 6. Credit for Previous 7. Term Remaining |8. Date Apprenticeship

Experience (Hrs., Mos., Yrs.)  [(Hrs., Mos., Yrs.) Begins

elatbgrlgfﬁ%%t;g??er Year 9b. Apprentice Wages for Related Instruction 9c. Related Trainina Instruction Source
O will Be Paid [JWill Not Be Paid RTI Provider(s) Name and Address
10. Wages: (Instructions on reverse)
10a. Prior Hourly Wage $ 10b. Apprentice’s Entry Hourly Wage $ 10c. Journeyworker’s Hourly Wage $
Check Box Period 1 2 3 4 5 6 7 8 9 10
10d. Term

O Hrs., CIMos., or OYrs.

10e. Wage Rate
(Mark one) % [ or$ O

11. Signature of Sponsor’s Representative(s) Date Signed 13. Name and Address of Sponsor Designee to Receive Complaints
Contact Name and Title

. . . Sponsor Name
12. Signature of Sponsor’'s Representative(s) Date Signed

Sponsor Street Address
Sponsor City State Zip
Contact Phone Contact Fax Contact Email
_PART C: TO BE COMPLETED BY REGISTRATION AGENCY
1. Registration Agency and Address 2. Signature (Registration Agency) 3. Date Registered

4. Apprentice Identification Number (Definition on reverse):
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Program Definitions and/or Instructions:

Part A
Item 4.a. Definition - Ethnic Group:

Hispanic or Latino. A person of Cuban, Mexican, Puerto Rican, South or Central American, or other Spanish culture or origin, regardless of race.
The term, “Spanish origin,” can be used in addition to “Hispanic or Latino.”

Item 4.b. Definitions - Race:

American Indian and Alaska Native. A person having origins in any of the original peoples of North and South America (including Central
America) and who maintains tribal affiliation or community attachment. This category includes people who indicate their race as "American Indian or
Alaska Native" or report entries such as Navajo, Blackfeet, Inupiat, Yup'ik, or Central American Indian groups or South American Indian groups.
Asian. A person having origins in any of the original peoples of the Far East, Southeast Asia, or the Indian subcontinent including, for example,
Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the Philippine Islands, Thailand, and Vietnam. This includes people who reported
detailed Asian responses such as: "Asian Indian," "Chinese," "Filipino," "Korean," "Japanese," "Vietnamese," and "Other Asian" or provide other
detailed Asian responses.

Black or African American. A person having origins in any of the Black racial groups of Africa. It includes people who indicate their race as "Black
or African American," or report entries such as African American, Kenyan, Nigerian, or Haitian.

Native Hawaiian and Other Pacific Islander. A person having origins in any of the original peoples of Hawaii, Guam, Samoa, or other Pacific
Islands. It includes people who reported their race as "Fijian," "Guamanian or Chamorro," "Marshallese," "Native Hawaiian," "Samoan," "Tongan,"
and "Other Pacific Islander" or provide other detailed Pacific Islander responses.

White. A person having origins in any of the original peoples of Europe, the Middle East, or North Africa. It includes people who indicate their race
as "White" or report entries such as Irish, German, Italian, Lebanese, Arab, Moroccan, or Caucasian.

Item 7b. Instructions:
Indicate any career connection (definitions follow). Enter “None” if no career connection applies.

Pre-Apprenticeship. A program or set of strategies designed to prepare individuals to enter and succeed in a Registered
Apprenticeship program which has or have a documented partnership(s) with a Registered Apprenticeship program(s).

Technical Training School. Graduates trained in an occupation from a technical training school related to an occupation

registered by the program sponsor and who meet the minimum qualifications for Registered Apprenticeship.

Military Veterans. Veterans that completed a military technical training school and/or elect to participate in the Building and
Construction Trades Helmets to Hardhats Program or trained in an occupation while in the military related to an occupation
registered by the program sponsor and who meet the minimum qualifications for Registered Apprenticeship.

Job Corps. Graduates trained in an occupation from a federally funded Job Corps center related to an occupation registered

by the program sponsor and who meet the minimum qualifications for Registered Apprenticeship.

YouthBuild. Graduates trained in an occupation from a federally funded YouthBuild program related to an occupation registered

by the sponsor and who meet the minimum qualifications for Registered Apprenticeship.

HUD/STEP-UP. Applicants who successfully participated in the U.S. Department of Housing and Urban Development Step-Up
program and received an apprenticeship experience which meets the minimum qualifications for Registered Apprenticeship.

Career Center Referral. Includes career center participants referred to the Registered Apprenticeship Program and/or apprentice(s)
that receive workforce system funded services that support their participation in a Registered Apprenticeship program. This may
Include the use of individual training accounts and/or on-the-job training reimbursements.

School-to-Registered Apprenticeship. Program designed to allow high school youth ages 16 - 17 to enter a Registered Apprenticeship
program and continue after graduation with full credit given for the high school portion.

Part B
Item 2.b.1. Interim Credentials. Based on program standards that utilize the competency-based or hybrid training approach, and, upon request of the

program sponsor, the credentials are issued as certificates by the Registration Agency. Interim credentials provide certification of
competency attainment by an apprentice.

Item 3. Occupation Training Approach. The program sponsor decides which of the three training methods to use in the program as follows:

3.a.

Time-Based Training Approach - apprentice required to complete a specific number of hours of on-the-job learning (OJL) and related training
instruction (RTI).

3.b. Competency-Based Training Approach - apprentice required to demonstrate competency in defined subject areas and does not require any
specific hours of OJL or RTI; or

3.c. Hybrid-Training Approach - apprentice required to complete a minimum number of OJL and RTI hours and demonstrate competency in the
defined subject areas.

Item 4. Term (Hrs., Mos., Yrs.). Based on the program sponsor’s training approach. See Part B, Item 4. Available in the terms of the
Apprenticeship Standards.

Item 5. Probationary Period (Hrs. Mos., Yrs.) Probation period cannot exceed 25 percent of the length of the program or one year, whichever is
shorter.

Item 7. Term Remaining (Hrs., Mos., Yrs.). Under Part B, Item 6., Credit for Previous Experience (Hrs., Mos., Yrs.) is determined by the program

sponsor. The Term Remaining (Hrs., Mos., Yrs.) in Part B, Item 7., for the apprentice to complete the apprenticeship is based on the
training approach indicated in Part B, Item 3. The term remaining is available in the terms of the Apprenticeship Standards.

Item 10. Wage Instructions:

10a.
10b.
10c.
10d.

10e.

Prior hourly wage: sponsor enters the individual’s hourly wage in the quarter prior to becoming an apprentice.

Apprentice’s entry hourly wage (hourly dollar amount paid): sponsor enters this apprentice’s entry hourly wage.

Journeyworker’'s wage: sponsor enters wage per hour.

Term: sponsor enters in each box the apprentice schedule of pay for each advancement period based on the program sponsor’s
training approach. See Part B, Item 3., and is available in the terms of the Apprenticeship Standards.

Percent or dollar amount: sponsor marks one.
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Note: 10c. If the employer is signatory to a collective bargaining agreement, the journeyworker’s wage rate in the applicable collective bargaining
agreement is identified. Apprenticeship program sponsors not covered by a collective bargaining agreement must identify a minimum
journeyworker’s hourly wage rate that will be the basis for the progressive wage schedule identified in Item 10e,0f this agreement.

10d. The employer agrees to pay the hourly wage rate identified in this section to the apprentice each period of the apprenticeship based on
the successful completion of the training approach and related instructions outlined in the Apprenticeship Standards. The period may
be expressed in hours, months, or years.

10e. The wage rates are expressed either as a percent or in dollars and cents of the journeyworker’'s wage depending on the industry.

Example (Time-based approach) - 3 YEAR APPRENTICESHIP PROGRAM

Term Period 1 Period 2 Period 3 Period 4 Period 5 Period 6
Hrs., Mos., Yrs. 1000 Hrs. 1000 Hrs. 1000 Hrs. 1000 Hrs. 1000 Hrs. 1000 Hrs.
% 55 60 65 70 80 90

Example (Time-based approach) - 4 YEAR APPRENTICESHIP PROGRAM

Term Period 1 Period 2 Period 3 Period 4 Period 5 Period 6 Period 7 Period 8
Hrs., Mos., Yrs. 6 Mos. 6 Mos. 6 Mos. 6 Mos. 6 Mos. 6 Mos. 6 Mos. 6 Mos.
50 55 60 65 70 75 80 90

Item 13. Identifies the individual or entity responsible for receiving complaints (Code of Federal Regulations, CFR, Title 29 part 29.7(k)).

Part C.
Item 4. Definition: The Registered Apprenticeship Partners Information Data System (RAPIDS) encrypts the apprentice’s social security number and
generates a unique identification number to identify the apprentice. It replaces the social security number to protect the apprentice’s privacy.

*The submission of your social security number is requested. The apprentice’s social security number will only be used to verify the apprentice’s periods of employment and wages
for purposes of complying with the Office of Management and Budget related to common measures of the Federal job training and employment programs for measuring performance
outcomes and for purposes of the Government Performance and Results Act. The Office of Apprenticeship will use wage records through the Wage Record Interchange System
and needs the apprentice’s social security number to match this number against the employers’ wage records. Also, the apprentice’s social security number will be used, if
appropriate, for purposes of the Davis Bacon Act of 1931, as amended, U.S. Code Title 40, Sections 276a to 276a-7, and Title 29 CFR Part 5, to verify and certify to the U.S.
Department of Labor, Wage and Hour Division, that you are a registered apprentice to ensure that the employer is complying with the geographic prevailing wage of your
occupational classification. Failure to disclose your social security number on this form will not affect your right to be registered as an apprentice. Civil and criminal provisions of
the Privacy Act apply to any unlawful disclosure of your social security number, which is prohibited.

The collection and maintenance of the data on ETA-671, Apprentice Registration — Section Il Form, is authorized under the National Apprenticeship Act, 29 U.S.C. 50, and 29
CFR Part 29. The data is used for apprenticeship program statistical purposes and is maintained, pursuant to the Privacy Act of 1974 (5 U.S.C. 552a), in a system of records
entitled, DOL/ETA-4, Registered Apprenticeship Partners Information Management Data System (RAPIDS) at the U.S. Department of Labor, Office of Apprenticeship. Data may
be disclosed to a State Apprenticeship Agency to determine an assessment of skill needs and program information, and in connection with federal litigation or when required by
law.

Persons are not required to respond to this collection of information unless it displays a currently valid OMB control number. Public reporting burden for this collection of
information is estimated to average five minutes per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data
needed, and completing and reviewing the collection of information. The obligation to respond is required to obtain or retain benefits under 29 U.S.C. 50. Send comments
regarding this burden or any other aspect of this collection of information including suggestions for reducing this burden to the U.S. Department of Labor, Office of
Apprenticeship, 200 Constitution Avenue, N.W., Room C-5321, Washington, D.C. 20210 (OMB Control Number 1205-0023)
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Program Registration and U.S. Department of Labor

Apprenticeship Agreement Employment and Training Administration
Office of Apprenticeship

Voluntary Disability Disclosure OMB No. 1205-0223 Expiration Date: 03/31/2023

Please check one of the boxes below:

O YES, IHAVE A DISABILITY (or previously had a disability)
O NO, I DON’T HAVE A DISABILITY
O I DON’T WISH TO ANSWER

Your name:

Date:

Why are you being asked to complete this form?

Because we are a sponsor of a registered apprenticeship program and participate in the National Registered
Apprenticeship System that is regulated by the U.S. Department of Labor, we must reach out to, enroll, and
provide equal opportunity in apprenticeship to qualified people with disabilities.[!! To help us learn how well we
are doing, we are asking you to tell us if you have a disability or if you ever had a disability. Completing this
form is voluntary, but we hope that you will choose to fill it out. If you are applying for apprenticeship, any
answer you give will be kept private and will not be used against you in any way.

If you already are an apprentice within our registered apprenticeship program, your answer will not be used
against you in any way. Because a person may become disabled at any time, we are required to ask all of our
apprentices at the time of enrollment, and then remind them yearly, that they may update their information. You
may voluntarily self-identify as having a disability on this form without fear of any punishment because you did
not identify as having a disability earlier.

How do I know if I have a disability?

You are considered to have a disability if you have a physical or mental impairment or medical condition that
substantially limits a major life activity, or if you have a history or record of such an impairment or medical
condition. Disabilities include, but are not limited to: blindness, deafness, cancer, diabetes, epilepsy, autism,
cerebral palsy, HIV/AIDS, schizophrenia, muscular dystrophy, bipolar disorder, major depression, multiple
sclerosis (MS), missing limbs or partially missing limbs, post-traumatic stress disorder (PTSD), obsessive
compulsive disorder, impairments requiring the use of a wheelchair, and intellectual disability (previously called
mental retardation).

(1] Part 30 — Equal Employment Opportunity in Apprenticeship. For more information about this form or the
equal employment obligations of Federal contractors, visit the U.S. Department of Labor’s Office of
Apprenticeship website at https://www.doleta.gov/OA/eeo/.
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U.S. DEPARTMENT OF LABOR
OFFICE OF APPRENTICESHIP

APPLICATION FOR CERTIFICATION OF COMPLETION OF APPRENTICESHIP
(If Required please type or print all information, attach additional apprentices on separate sheet)
(This Application is optional, for Sponsor utilizing Electronic Registration)

Sponsor Information

Sponsor: Program #:
Address: Contact Name:
City, State, Zip: Phone:

Apprentice Information

Full Name of

Apprentice: (Print the name as indicated on the ETA 671 or in RAPIDS)

Apprentice
Registration
Number:

Occupation: Occupation

Term: Hrs., Mos., Yrs.

Registration Date:

Date of Completion:

Completion Wage:

Related Instruction Certification

Related Instruction Hours completed:

Related Instruction Furnished By:

Teacher(s) or Director(s) of Related Instruction Certifying to above information:

Name: Name Address:

Request for Certificate

On behalf of the above-named sponsor, I hereby certify that the apprentice named in the
application has satisfactorily completed and is working at the Journeyworker Level of
his/her apprenticeship program as registered with the Office of Apprenticeship and hereby

recommend the issuance of the Certificate of Completion of Apprenticeship

Sponsor's Signature: Date:

Title:

Office of Apprentice use only:

Date Entered in RAPIDS (if required):

Date Certificate Sent:
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U.S. DEPARTMENT OF LABOR
OFFICE OF APPRENTICESHIP
APPLICATION FOR CERTIFICATION OF COMPLETION OF APPRENTICESHIP

(If Required please type or print all information, attach additional apprentices on separate sheet)
(This Application is optional, for Sponsor utilizing Electronic Registration)

Authentication of Requests for Certificate of Completion of Apprenticeship

Where the Office of Apprenticeship is the Registration Agency, issuance of a Certificate of Completion of
Apprenticeship to apprentices upon satisfactory completion of the requirements of the apprenticeship
program as established in these Standards, the sponsor certifies to the Registration Agency and requests the
awarding of a Certificate of Completion of Apprenticeship to the completing apprentice(s). Such requests are
completed either electronically using the Registered Apprenticeship Partner Information System (RAPIDS) or
in writing using this form from the sponsor to the appropriate field office.

General Guidance

The sponsor will verify that the apprentice has completed all requirements of apprenticeship including a
signed copy of transcripts from the sponsor, provider or sponsor of the related instruction. The field office
representative shall have in evidence an electronic or written Application for Certification of Completion of
Apprenticeship.

When a large number of apprentices are completing at the same time from the same occupation, one
application form from the sponsor can be used with an attached list of pertinent information for the
completing apprentices. When the sponsor has more than one occupation or more than one employer, the
sponsor should complete separate forms for each occupation and employer, following the procedure above.

The occupation identified, must be the occupation title as listed in the most current List of Officially
Recognized Apprenticeable Occupations. For sponsors who use a slightly different occupational title, OA staff
may use the sponsor’s title as long as the officially recognized occupational title is included in parenthesis
under the sponsor’s occupational title. Please see attached “sample” for reference.

The term “journeyman, journeyworker, journeyperson, etc.” should not be included in the occupational title.
These terms are used to describe a level of competency rather than an occupational title.

In rare instances where a program sponsor may utilize such a term above in their occupational title and that
terminology is consistently used within their organization and training materials, OA staff may use that
terminology on the sponsor’s occupational title as long as the officially recognized occupational title is listed
in parenthesis under the sponsor’s title. The practice of using a level of competency in the occupational title
should be discouraged when possible.

The sponsor’s name on the Certificate of Completion of Apprenticeship shall be as it is registered and
approved in their apprenticeship standards.

The date completed shall be the date of completion as indicated on the request form.

Issuance of Replacement OA Certificate of Completion of Apprenticeship

Replacement certificate requests shall be verified with undeniable proof that an original certificate was either
issued or requested by the sponsor. This shall be verified through OA’s records or the program sponsor’s
records. In the event a field office has no proof, yet a program sponsor does, or vice versa, a copy of that proof
shall be sent to the field office and included in the program folder. The term “Replacement Certificate” shall
be printed in 12 pt. font size on the replacement certificate in the space centered between the last line of type
and the U.S. Department of Labor seal.

The Certificate of Completion of Apprenticeship shall not be used for any other purpose than completion of a
Registered Apprenticeship program.
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		Sponsor: 

		Program: 

		Address: 

		Contact Name: 

		City State Zip: 

		Phone: 

		Apprentice Registration Number: 

		Registration Date: 

		Date of Completion: 

		Completion Wage: 

		Related Instruction Hours completed: 

		Related Instruction Furnished By: 

		Address_2: 

		Title: 

		Date Entered in RAPIDS if required 1: 

		Name: 

		Full Name of Apprentice: 

		Date Cetificate Sent: 

		Name Last First Middle: 

		1 Registration Agency and Address: 

		Address Social Security Number No Street City State Zip Code: 

		Telephone: 

		Date of Birth: 

		Date19_af_date: 

		Apprentice Identification Number: 

		Program Number: 

		Your name: 

		Date: 

		Check Box17: Off

		Check Box16: Off

		Check Box15: Off

		Check Box14: Off

		RAPIDS Code: 

		SSN: 

		County: 

		Office Phone: 

		Office Fax: 

		Term: 

		Probationary Period: 

		Occupation: 

		6 Credit for Previous Experience Hrs Mos Yrs: 

		7 Term Remaining Hrs Mos Yrs: 

		8 Date Apprenticeship Begins: 

		Number of Hours: 

		Related Training Instruction Source: 

		Period 1 Term: 

		Period 2 Term: 

		Period 3 Term: 

		Period 4 Term: 

		Period 5 Term: 

		Period 6 Term: 

		Period 7 Term: 

		Period 8 Term: 

		Period 9 Term: 

		Period 10 Term: 

		Period 1 Wage: 

		Period 2 Wage: 

		Period 3 Wage: 

		Period 4 Wage: 

		Period 5 Wage: 

		Period 6 Wage: 

		Period 7 Wage: 

		Period 8 Wage: 

		Period 9 Wage: 

		Period 10 Wage: 

		Contact Name and Title: 

		Sponsor Name: 

		Contact Phone: 

		Contact Fax: 

		Contact Email: 

		Sponsor Address: 

		Sponsor City: 

		State: 

		Zip: 

		10a PreApprenticeship Hourly Wage: 

		10b Apprentices Entry Hourly Wage: 

		10c Journeyworkers Hourly Wage: 

		Date7_af_date: 

		11: 

		 Date: 



		Date9_af_date: 

		Check Box13: Off

		Check Box: Off

		Check Box2: Off

		Female: Off

		Male: Off

		Clear: 

		New Employee: Off

		Exsiting employee: Off

		None: Off

		Pre-Apprenticeship: Off

		Technical Training School: Off

		Military Veterans: Off

		School to RAP: Off

		Career Center Referral: Off

		HUD/ STEP-UP: Off

		YouthBuild: Off

		Job Corps: Off

		Time Based: Off

		Competency Based: Off

		Hybrid: Off

		Interim NO: Off

		Interim - yes: Off

		Wages - Will Be Paid: Off

		Wages - Will not be paid: Off

		Hrs: Off

		Mos: Off

		Yrs: Off

		Percentage: Off

		Dollar: Off

		yes: Off

		NO: Off

		I dont wish to Answer: Off

		Non - Veteran: Off

		Veteran: Off

		Education = Less than 9th: Off

		9th - 12th: Off

		Education High school grad: Off

		Education Some College: Off

		Education - Bachelor's: Off

		Educations - Master's Degree: Off

		Education Doctorate: Off
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This document accompanies and supplements the “Apprenticeship Standards” developed by the U.S.
Department of Labor Office, Employment and Training Administration, Office of Apprenticeship.
Sponsors are required to comply with the requirements in Title 29 Code of Federal Regulations (CFR)
part 29, subpart A and part 30 at all times, and part 29, subpart A and part 30 shall control in the
event of conflict or ambiguity with this document. In addition to the requirements listed in the
Apprenticeship Standards, sponsors should be aware of and must comply with the additional
requirements listed in this document. There are two types of Boilerplate Standards, one for the
programs jointly operated with a union, and one for those programs operating without a union.

Page 1 of the Boilerplate Standards is for Government usage and left blank. The OA
Administrator registers the National Apprenticeship Standards and certifies National
Guidelines for Apprenticeship Standards. Regional or State Director register local standards.
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SECTION I - STANDARDS OF APPRENTICESHIP 29 CFR § 29.5

A. RESPONSIBILITIES OF THE SPONSOR:

Apprenticeship Agreement: Prior to signing the apprenticeship agreement, each selected
applicant must be given an opportunity to read and review the sponsor’s Apprenticeship
Standards approved by the Office of Apprenticeship, the sponsor’s written rules and policies,
the apprenticeship agreement, and the sections of any collective bargaining agreement (CBA)
that pertain to apprenticeship. After selection of an applicant for apprenticeship, but before
employment as an apprentice or enrollment in related instruction, the apprentice must be
covered by a written apprenticeship agreement, which must be submitted to the Office of
Apprenticeship. Such submission can be done electronically through the Registered
Apprenticeship Partner Information Data System (“RAPIDS”), using the Apprentice
Electronic Registration process, or on ETA Form 671. Sponsors will receive their username
and login information for RAPIDS upon registration. The Sponsor must advise the
Registration Agency within 45 days of the execution of each new apprenticeship agreement.
The sponsor also must provide a copy of the completed apprenticeship agreement to the
apprentice, the employer, and the union, if any. The sponsor must provide the Office of
Apprenticeship a signed copy of ETA Form 671 indicating that the employer (if not the
sponsor), the union (if applicable), and the apprentice have received the completed
apprenticeship agreement. If the apprentice is a Veteran, the sponsor must provide an
additional copy to a veteran’s state approving agency, for any veteran apprentice desiring
access to benefits to which they are entitled.

Safety and Health Training: All apprentices must receive instruction in safe and healthful
work practices. Both on the job and related instruction are to comply with the Occupational
Safety and Health Administration standards promulgated by the Secretary of Labor under 29
U.S.C. 651 et seq., or State standards that have been found to be at least as effective as the
Federal standards.

Maintenance of Records: Program sponsors are responsible for maintaining, at a minimum,
the following records: summary of the qualifications of each applicant; basis for evaluation
and for selection or rejection of each applicant, including applications, tests, and test results;
records pertaining to interviews; the invitation to self-identify as an individual with a
disability; records of each apprentice’s On-the-Job Learning (“OJL”); related instruction
reviews and evaluations; progress evaluations; record of job assignments, including job
assignments in components of the occupation; records pertaining to the promotion,
demotion, transfer, layoff, termination, rates of pay, other forms of compensation, conditions
of work, hours of work, hours of training provided, and any personnel records relevant to
equal employment opportunity (“EEO”) complaints filed with the Office of Apprenticeship or
with other enforcement agencies. The sponsor must maintain all records related to
compliance with EEO standards required by 29 CFR § 30.3. Program sponsors must also
maintain all records relating to apprenticeship applications (whether selected or not),
including, but not limited to, the sponsor’s outreach, recruitment, interview, and selection
process. Sponsors must also retain records related to reasonable accommodations.

All records retained pursuant to part 30 must clearly identify the race, sex, ethnicity
(Hispanic or Latino/non-Hispanic or Latino), and when known, disability status of each
apprentice, and where possible, the race, sex, ethnicity, and disability status of each applicant
for apprenticeship. Each sponsor required under 29 CFR § 30.4 to develop and maintain an
affirmative action program must retain both the written affirmative action plan and
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documentation of its component elements set forth in 29 CFR §§ 30.5, 30.6, 30.7, 30.8, 30.9,
and 30.11. All such records are the property of the sponsor and must be maintained for a
period of five (5) years from the date of the making of the record or the personnel action
involved, whichever occurs later. Records must be made available to the Office of
Apprenticeship upon request in such form as the Office of Apprenticeship may determine is
necessary to ascertain whether the sponsor has complied or is complying with its obligations.

Transfer: The transfer of an apprentice between apprenticeship programs and within an
apprenticeship program must be based on agreement between the apprentice and the
affected apprenticeship committees or program sponsors and must comply with the following
requirements:

(1) The transferring apprentice must be provided a transcript of related instruction and OJL
by the committee or program sponsor; (2) Transfer must be to the same occupation; and (3)
A new apprenticeship agreement must be executed when the transfer occurs between the
programsponsors. The apprentice must receive credit from the new sponsor for the training
already satisfactorily completed.

Registration, Cancellation, Suspension, and Deregistration: The Office of Apprenticeship
may initiate deregistration of a sponsor’s standards upon request of the sponsor or for failure
of the sponsor to abide by the provisions herein and those contained in its Apprenticeship
Standards. Such deregistration actions will be in accordance with the Office of
Apprenticeship’s applicable regulations and procedures.

The sponsor must notify each apprentice of the cancellation of the program and its effect on
active apprentices. If the Registration Agency requests the deregistration of the
apprenticeship program, the sponsor will notify active apprentice(s) within 15 days of the
effective date of the deregistration. The sponsor’s notification to its apprentices must specify
(1) the effective date of deregistration; (2) that such cancellation automatically deprives
apprentices of individual registration; (3) that the deregistration removes the apprentice
from coverage for Federal purposes, and; (4) that all apprentices may contact the Office of
Apprenticeship for information regarding potential transfer to other registered
apprenticeship programs.

Where the Office of Apprenticeship, as a result of a compliance review, complaint
investigation, or other reason, determines that the sponsor is not operating its
apprenticeship program in accordance with part 30, the Office of Apprenticeship must notify
the sponsor in writing of the specific violation and offer technical assistance or suspend the
sponsor’s right to register new apprentices if the sponsor fails to implement a compliance
action to correct the specific violation.

Amendments and Modifications: A sponsor must submit a request to its Office of
Apprenticeship to amend its Apprenticeship Standards or an apprenticeship agreement.
Amendments may be requested by contacting the Office of Apprenticeship using its preferred
contact information as listed in Section K of the Apprenticeship Standards and must be
agreed upon by all parties to the original Standards (i.e., the employer, committee, and
union—note that individual apprentices are not parties to the Standards). Amendments and
modification may include notice of transfers, suspensions, and cancellations of
apprenticeship agreements and a statement of the reasons therefore. A copy of each
amendment or modification adopted must be furnished by the sponsor to each apprentice,
the Office of Apprenticeship, union (if applicable), and the apprentice to whom the
amendment or modification applies.
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Compliance with Federal Law: The sponsor and all entities must comply with all applicable
Federal law and regulations in operating the apprenticeship program.

. MINIMUM QUALIFICATIONS:

An apprentice must be at least 16 years old unless applicable law requires a higher age.
Sponsors may note additional minimum qualifications in Section B of their apprenticeship
standards where appropriate. Sponsors are prohibited from using discriminatory minimum
qualifications.

APPRENTICESHIP APPROACH AND TERM:

The term of the occupation will be stated in Appendix A of the work process schedule and
standards as time-based, hybrid, or competency-based with an OJL attainment of either hours
or years, as applicable, supplemented by the required hours of related instruction. Sponsors
that wish to register multiple occupations should attach a completed Appendix A for each
occupation.

Requests for Certificate of Completion of Apprenticeship: The sponsor must certify the
completion to OA and request a Certificate of Completion of Apprenticeship for the
completing apprentice(s). Such requests are completed either electronically or in writing
using the Application for Certification of Completion of Apprenticeship Form in Appendix B.

Request for a Certificate of Training: A Certificate of Training (Interim Credential) may be
requested from OA, only for a registered apprentice who has been certified by the sponsor as
having successfully met the requirements to receive an interim credential as identified in the
sponsor’s standards. OA requires that a record of completed OJL and related instruction for
the apprentice accompany such requests. Insert interim credentials in Work Process
Schedule and Related Instruction Outline at Appendix A.

D. WORK PROCESS SCHEDULE AND RELATED INSTRUCTION OUTLINE:

1. Work Process Schedule. As part of Appendix A, all sponsors must include a statement
setting forth a schedule of the work processes in the occupation or industry divisions in
which the apprentice is to be trained and the approximate time to be spent at each
process. Sponsor(s) with multiple occupations must complete an Appendix A for each
occupation. The sponsor may modify the work processes to meet local needs prior to
submitting these Standards to the Office of Apprenticeship for approval. For free
technical assistance in compiling a work process schedule, including numerous
templates and examples, visit: www.apprenticeship.gov.

2. Related Instruction Outline. As part of Appendix A, all sponsors must include an
outline of an organized and systematic form of instruction designed to provide the
apprentice with the knowledge of the theoretical and technical subjects related to the
apprentice’s occupation. A minimum of 144 hours for each year of apprenticeship is
recommended. This instruction may be accomplished through media such as
classroom, occupational or industry courses, electronic media, or other instruction.
Generally, a Related Instruction Outline should include a list of the anticipated courses,
the learning objectives, and the estimated number of hours that each course will last.
For free technical assistance with compiling a Related Instruction Outline, visit:
www.apprenticeship.gov.
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In addition to the OJL, during the apprenticeship, the apprentice must receive related
instruction in all phases of the occupation necessary to develop the skill and proficiency
of a journeyworker. Every apprentice is required to participate in related instruction
in technical subjects related to the job as outlined as in Appendix A of the
Apprenticeship Standards. Sponsors are not obligated to compensate apprentices for
time spent in related instruction. Sponsors must specify in Section D of the Standards
whether related instruction will be compensated. Sponsor's payment or agreement to
pay apprentices for time spent in related instruction must comply with all applicable
Federal, State, and local laws and regulations related to apprentice wages.

The sponsor must secure the instructional aids and equipment it deems necessary to
provide quality instruction. In cities, towns, or areas having no vocational schools or
other schools that can furnish related instruction, the sponsor may require apprentices
to complete the related instruction requirement through electronic media or other
instruction approved by the Office of Apprenticeship. The sponsor must inform each
apprentice of the availability of college credit, ifapplicable.

To the extent possible, related instruction should be closely correlated with the
practical experience and training received on the job. The sponsor must monitor and
document the apprentice’s progress in related instruction classes. The sponsor must
ensure that related instruction providers meet the State Department of Education’s
requirements for a vocational-technical instructor in the State of registration, or be a
subject matter expert, such as a journeyworker. Allrelated instruction providers must
have training in teaching techniques and adult learning styles which may occur before
or after the apprenticeship instructor has started to provide the related technical
instruction.

E. CREDIT FOR PREVIOUS EXPERIENCE:

Sponsors that provide apprentice applicants seeking credit for previous experience gained
outside the supervision of the sponsor must accept the request at the time of application and
request appropriate records and documentation to substantiate the claim. Prior to
completion of the probationary period, the amount of credit to be awarded will be
determined after review of the apprentice’s previous work and training/education record
and evaluation of the apprentice’s performance and demonstrated skill and knowledge
during the probationary period. An apprentice granted credit must be advanced to the wage
rate designated for the period to which such credit accrues. The sponsor may grant credit
toward the term of apprenticeship to new apprentices. The Office of Apprenticeship must be
advised of any credit granted and the wage rate to which the apprentice is advanced within
45 days. Such notifications can be made in RAPIDS. The granting of advanced standing must
apply to all applicants equally. If the sponsor plans to establish specific requirements for an
apprentice to receive advanced standing, the sponsor should use the additional lines in
Section E of the Apprenticeship Standards.

F. PROBATIONARY PERIOD:

During the probationary period, either the apprentice or the sponsor may terminate the
apprenticeship agreement, without stated cause, by notifying the other party in writing. The
sponsor will keep the records for each probationary apprentice. Records may consist of
periodic reports regarding progression made in both the OJL and related instruction, and any
disciplinary action taken during the probationary period. Any probationary apprentice
evaluated as satisfactory after a review of the probationary period must be given full credit
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for the probationary period and continue in the program.

When notified that an apprentice’s related instruction or on-the-job progress is found to be
unsatisfactory, the sponsor will determine whether the apprentice should continue in a
probationary status and may require the apprentice to repeata process or series of processes
before advancing to the next wage classification.

After the probationary period, the apprenticeship agreement may be cancelled at the request
of the apprentice or may be suspended or cancelled by the sponsor for reasonable cause after
documented due notice to the apprentice and a reasonable opportunity for corrective action.
For all cancellations, the sponsor must provide written notice to the apprentice and, within
45 days, notice to the Office of Apprenticeship of the action taken.

. RATIO OF APPRENTICES TO JOURNEYWORKERS:

In Appendix A, the prospective sponsor must establish a ratio of apprentice(s) to one or more
journeyworker(s), except where such ratios are expressly prohibited by a CBA. The sponsor
must comply with the registered ratio at all times.

. APPRENTICE WAGE SCHEDULE:

Apprentices must be paid a progressively increasing schedule of wages during their
apprenticeship based on the acquisition of increased skill and competence on the job and in
relatedinstruction. The progressive wage schedule, which may include fringe benefits, will be
an increasing percentage of the fully proficient or journeyworker wage rate as provided for
in Section H and Appendix A of the Apprenticeship Standards. The journeyworker wage rate
will serve as the terminal wage that an apprentice will receive upon completion of the
apprenticeship program. The entry wage mustnotbe less than the minimum wage set by the
Fair Labor Standards Act (including overtime), where applicable, unless a higher wage is
required by other Federal or State law or regulation, or by collective bargaining agreement.
The number of steps in the progressive wage scale, as depicted in Appendix A, may vary based
on the length and complexity of the registered apprenticeship. The schedule of wages must
increase consistent with the skills acquired by the apprentice.

EQUAL EMPLOYMENT OPPORTUNITY AND AFFIRMATIVE ACTIONPROGRAM:

1. Equal Employment Opportunity Affirmative Obligations. Sponsors are required to
comply with the equal opportunity pledge in Section I and II of the Apprenticeship
Standards. Sponsors with five or more registered apprentices must develop an
affirmative action plan within two years of registration as required by 29 CFR § 30.4
and update the plan upon the completion of workforce analyses required by 29 CFR
§§30.5(b) and 30.7(d)(2), unless it is exempt from doing so under § 30.4(d)(2). In
particular, Federal agencies and Federal contractors should consult with OA to see if
they qualify for an exemption or if their current Affirmative Action Plans are applicable
under the part 30 requirements.

All sponsors have a duty to take affirmative steps to provide equal opportunity in
apprenticeship according to 29 CFR § 30.3(b). The sponsor will designate an individual
or individuals responsible for overseeing the sponsor’s commitment to equal
opportunity in registered apprenticeship, for monitoring apprenticeship activity to
ensure compliance with EEO requirements, to maintain required records, and to
generate reports. In addition to providing apprentices with the Equal Opportunity
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Pledge contained in Section 1., sponsors must: post the pledge so that it is accessible to
all apprentices and applicants, including posting through electronic media; conduct
orientation and periodic information sessions (including anti-harassment training) for
individuals involved in the apprenticeship program, including apprentices and
journeyworkers who regularly work with apprentices; and maintain records to
demonstrate compliance. Sponsors must engage in universal outreach and
recruitment, including developing and updating an annual list of recruitment sources
thatwill generate referrals from all demographic groups within the relevantrecruitment
area, identify a contact person, mailing address, telephone number, and email address
for each recruitment source, and provide recruitment sources with advanced notice of
apprenticeship openings. Sponsors must maintain apprenticeship programs free from
harassment, intimidation and retaliation, including providing required anti-
harassment training and addresses the right of apprentices to file a harassment
complaint under 29 CFR § 30.14. Sponsors must make all facilities and apprenticeship
activities available without regard to race, color, religion, national origin, sex, sexual
orientation, age (40 or older), genetic information, or disability except that if the
sponsor provides restrooms or changing facilities, the sponsor must provide separate or
single-user restrooms and changing facilities to assure privacy between the sexes.
Sponsors must establish and implement procedures for handling and resolving
complaints about harassment and intimidation. Sponsors must comply with Federal
and State EEO laws.

Discrimination/Retaliation Prohibited. It is unlawful for a sponsor of a registered
apprenticeship program to discriminate against an apprentice or applicant for
apprenticeship on the basis of race, color, religion, national origin, sex, sexual
orientation, age (40 or older), genetic information, or disability with regard to:
recruitment, outreach and selection procedures, hiring and/or placement, upgrading,
periodic advancement, promotion, demotion, transfer, layoff, termination, right of
return from layoff, and rehiring.  Additionally, sponsors are prohibited from
discrimination in rotation among work processes; imposition of penalties or other
disciplinary action; rates of pay or any other form of compensation and changes in
compensation; conditions of work; hours of work and hours of training provided; job
assignments; leaves of absence, sick leave, or any other leave; and any other benefit,
term, condition, or privilege associated with apprenticeship. The Office of
Apprenticeship will look to the legal standards and defenses applied under the Federal
laws listed at 29 CFR § 30.3(a)(2) in determining whether a sponsor has engaged in an
unlawful discriminatory practice.

It is also unlawful to intimidate, threaten, coerce, retaliate against, or discriminate
against a participant in an apprenticeship program because the individual has: (1) filed
a complaint alleging a violation of 29 CFR part 30; (2) opposed a practice prohibited by
the provisions of 29 CFR part 30 or any other Federal or State equal opportunity law;
(3) furnished information to, or assisted or participated in any manner, in any
investigation, compliance review, proceeding, or hearing under 29 CFR part 30 or any
Federal or State equal opportunity law; or (4) otherwise exercised any rights and
privileges under the provisions of 29 CFR part30.

Selection Procedures. Sponsors are prohibited from using discriminatory selection

procedures. The Office of Apprenticeship will review the selection procedures
provided in Section I to ensure compliance with 29 CFR § 30.10. Selection Procedures

Page | 7





are required no matter how many apprentices are registered in the program. In sum,
selection procedures must: (1) comply with the Uniform Guidelines on Employee
Selection Procedures, including the requirements to evaluate the impact of the selection
procedure on race, sex, and ethnic groups and, if any selection procedure results in an
adverse impact against one of those groups, demonstrating that the procedure is job
related and consistent with business necessity; (2) be uniformly and consistently
applied to all applicants and apprentices within each selection procedure utilized; (3)
comply with title I of the ADA and the EEOC’s implementing regulations at part 1630,
which includes that procedures must not screen out or tend to screen out individual(s)
with disabilities unless the selection criteria is job related and consistent with business
necessity; and (4) be facially neutral in terms of any protected category under part 30.

COMPLAINT PROCEDURES:

Section | of the Apprenticeship Standards addresses four types of complaints; complaints
covered by a CBA, complaints not covered by a CBA, complaints to the appropriate Office of
Apprenticeship, and complaints alleging discrimination. Space is provided for the sponsor to
fill-in the appropriate contact information for the contact person the sponsor wishes to
designate to resolve disputes not governed by a CBA. The Office of Apprenticeship is
responsible for resolving complaints that allege discrimination, or, that could not be resolved
by the sponsor and do not involve a matter covered by a CBA. Space is provided for the Office
of Apprenticeship to fill-in its preferred contact information. Nothing in these complaint
procedures precludes an apprentice from pursuing any other remedy authorized under
another Federal, State, or local law.

EEO Complaint Procedures (29 CFR § 30.14). An apprentice, applicant for apprenticeship,
or authorized representative of an apprentice or applicant may file a complaint with the
Registration Agency if the apprentice or applicant believes that:

e The apprentice or applicant has been discriminated against or harassed on the basis
of race, color, religion, national origin, age (40 or older), genetic information,
disability, sex, or sexual orientation with regard to apprenticeship.

e The apprentice or applicant has been retaliated against for the following:
o Filing a complaint alleging a violation of 29 CFR part 30;

o Opposing a practice prohibited by 29 CFR part 30 or federal or state equal
opportunity law;

o Furnishing information to, or assisting or participating in, an investigation or
proceeding under 29 CFR part 30 or federal or state equal opportunity law;

o Exercising any rights and privileges under 29 CFR part 30; or

o Equal opportunity standards with respect to the apprentice’s selection or any
other benefit, term, condition, or privilege associated with apprenticeship have
not been followed in the operation of an apprenticeship program.

Complaints regarding discrimination. Sponsors must provide written notice to all
applicants for apprenticeship and all apprentices of their right to file a discrimination
complaint and the procedures for doing so. The notice must include the address, phone
number, and other contact information for the Registration Agency that will receive and
investigate complaints filed under this part. The notice must be provided in the application
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for apprenticeship and must be displayed in a prominent, publicly available location where
all apprentices will see the notice. The notice must contain the specific wording set forth at
29 CFR §30.14(b).

Other general complaints. ].2 addresses complaints concerning issues covered by the
apprenticeship agreement or standards, but not covered by a CBA or concerning
discrimination or other equal opportunity matter. The sponsor will hear and attempt to
resolve the matter locally if written notification from the apprentice is received within the
timeframe described in ].2. Either party to the apprenticeship agreement may consult with
the Registration Agency for an interpretation of any provision of these standards over which
differences occur.

Such complaints must be in writing, signed by the complainant or the authorized
representative, and must be submitted within 60 days of any final sponsor decision. The
complaint must set forth the specific matter(s) complained of and state the relevant facts and
circumstances. Copies of any pertinent documentation must accompany the complaint.

K. OFFICE OF APPRENTICESHIP GENERAL CONTACT INFORMATION:

The Registration Agency is either the National Office of Apprenticeship or the local OA
representative in which the standards are registered. General Contact information will be
provided as part of the registration process.

SECTION II - APPENDICES AND ATTACHMENTS

Appendix A - Work Process Schedule, Related Instruction Outline, Apprentice Wage Schedule, Ratio
of Apprentices to Journeyworkers, Type of Occupation, Term of Apprenticeship, Selection Procedures
and Probationary Period: See Sections D, F, G, H, and I of this Reference Guide. Sponsor(s) with
multiple occupations must complete an Appendix A for each occupation.

Appendix B (ETA Form 671 - Apprenticeship Agreement and Application for Certification of
Completion of Apprenticeship: May be completed in RAPIDS after program registration.

Appendix C (Affirmative Action Plan (AAP): Sponsors are required to develop an AAP within two
years of registration for programs with (5) five or more registered apprentices. Information and
technical assistance materials relating to the creation and maintenance of an affirmative action
plan will be made available on the Office of Apprenticeship’s website.

Appendix D (Employer Acceptance Agreement): A sample agreement has been provided for
employers who choose to sign on under the sponsor’s approved standards. Please use Appendix D
when developing standards for multiple employers.

SECTION II PART 1 - COLLECTIVE BARGAINING PROVISIONS (IF APPLICABLE)

Section II Part 1 is for sponsors registering a program where the apprentices will be covered by
a CBA. Such sponsors must furnish to the appropriate union a copy of its completed
Apprenticeship Standards as well as all attachments. Normally, the appropriate union officials
should sign in the designated spaces. However, if the union elects not to participate in the
registration process, the Office of Apprenticeship will allow 45 days to receive union comments
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before registering the program.

SECTION III - VETERANS’ EDUCATIONAL ASSISTANCE AS MANDATED BY PUBLIC LAW 116-
134 (134 STAT. 276)

Pursuant to section 2(b)(1) of the Support for Veterans in Effective Apprenticeships Act of 2019
(Pub. L. 116-134, 134 Stat. 276), Registered Apprenticeship program sponsors are required to
provide a written assurance that the sponsor: (1) is aware of the availability of educational
assistance for a veteran or other eligible individual under chapters 30 through 36 of title 38,
United States Code, for use in connection with a registered apprenticeship program; (2) will make
a good faith effort to obtain approval for educational assistance described in paragraph (1) above
for, at a minimum, each program location that employs or recruits an veteran or other eligible
individual for educational assistance under chapters 30 through 36 of title 38, United States
Code; and (3) will not deny the application of a qualified candidate who is a veteran or other
individual eligible for educational assistance described in paragraph (1) above for the purpose
of avoiding making a good faith effort to obtain approval as described in paragraph (2) above.

This requirement applies to “any program applying to become a registered apprenticeship
program on or after the date that is 180 days after the date of enactment of this Act” (i.e.,
September 22, 2020). Accordingly, apprenticeship programs that were registered by a
Registration Agency before September 22, 2020, are not subject to this requirement.

SECTION 1V - SIGNATURES

The Program Sponsor(s) may designate the appropriate person(s) to sign the Standards on their
behalf.

SECTION V - DISCLOSURE AGREEMENT (Optional)

Program Sponsors may indicate their preference and authorization for OA staff to share the Work
Process Schedule and Related Instruction Outline in Appendix A with other entities seeking to
establish Apprenticeship Programs.

GLOSSARY OF TERMS

1. APPRENTICE: Means a worker at least 16 years of age, except where a higher minimum age
standard is otherwise fixed by law, who is employed to learn an apprenticeable occupation
as provided in §29.4 under standards of apprenticeship fulfilling the requirements of§29.5.

2. APPRENTICESHIP AGREEMENT: Means a written agreement, complying with §29.7,
between an apprentice and either the apprentice’s program sponsor, or an apprenticeship
committee acting as agent for the program sponsor(s), which contains the terms and
conditions of the employment and training of the apprentice.

3. APPRENTICESHIP APPROACHES:

a. COMPETENCY-BASED APPROACH: Measures skill acquisition through the individual
apprentice’s successful demonstration of acquired skills and knowledge, as verified by
the program sponsor. Programs utilizing this approach must still require apprentices to
complete an on-the-job learning component of Registered Apprenticeship. The program
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9.

10.

standards must address how on-the-job learning will be integrated into the program,
describe competencies, and identify an appropriate means of testing and evaluation for
such competencies.

b. HYBRID APPROACH: Measures the individual apprentice’s skill acquisition through a
combination of specified minimum number of hours of on-the-job learning and the
successful demonstration of competency as described in a work process schedule.

c. TIME-BASED APPROACH: Measures skill acquisition through the individual
apprentice’s completion of at least 2,000 hours of on-the-job learning as described in a
work process schedule.

CERTIFICATE OF COMPLETION OF APPRENTICESHIP: The credential issued by the Office
of Apprenticeship to those registered apprentices certified and documented as having
successfully completed the apprentice training requirements outlined in these standards of
apprenticeship.

EMPLOYER: Means any person or organization employing an apprentice whether or not
such person or organization is a party to an Apprenticeship Agreement with the apprentice.

EMPLOYER ACCEPTANCE AGREEMENT: Means an agreement between the sponsor and an
undersigned participating employer, which agrees to carry out the intent, purpose, rules and
decisions of the sponsor established under an approved set of Registered Apprenticeship
Standards.

JOURNEYWORKER: Means a worker who has attained a level of skill, abilities and
competencies recognized within an industry as having mastered the skills and competencies
required for the occupation. (Use of the term may also refer to a mentor, technician, specialist
or other skilled worker who has documented sufficient skills and knowledge of an
occupation, either through formal apprenticeship or through practical on-the-job experience
and formal training.)

TRAINING REQUIREMENTS:

a. ON-THE-JOB LEARNING (O]JL): Tasks learned on-the-job, in which the apprentice must
become proficient before a completion certificate is awarded. The learning must be
through structured, supervised work experience.

b. RELATED INSTRUCTION: Means an organized and systematic form of instruction
designed to provide the apprentice with the knowledge of the theoretical and technical
subjects related to the apprentice’s occupation. Such instruction may be given in a
classroom, through occupational or industrial courses, or by correspondence courses of
equivalent value, electronic media, or other forms of self-study approved by the Office of
Apprenticeship.

¢. WORKPROCESS SCHEDULE: An outline of the tasks in which the apprentice will receive
supervised work experience and training on the job, and the allocation of the
approximate amount of time to be spent in each major process.

REGISTERED APPRENTICESHIP PARTNERS INFORMATION DATA SYSTEM (RAPIDS): A

Federal system that provides for the automated collection, retention, updating, retrieval, and
summarization of information related to apprentices and apprenticeship programs.

SPONSOR: Means any person, association, committee, or organization operating an
apprenticeship program and in whose name the program is (or is to be) registered or
approved.
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SECTIONI -

A.

STANDARDS OF APPRENTICESHIP 29 CFR § 29.5

Responsibilities of the sponsor: The local program sponsor must conduct, operate, and
administer this program in accordance with all applicable provisions of Title 29 Code of
Federal Regulations (CFR) part 29, subpart A and part 30, and all relevant guidance
issued by the Office of Apprenticeship (OA). The local program sponsor must fully comply
with the requirements and responsibilities listed below and with the requirements
outlined in the document “Requirements for Apprenticeship Sponsors Reference Guide.”

Local program sponsors shall:

B.

Ensure adequate and safe equipment and facilities for training and supervision and
providesafety training for apprentices on-the-job and in related instruction.

Ensure there are qualified training personnel and adequate supervision on the job.

Ensure that all apprentices are under written apprenticeship agreements
incorporating, directly or by reference, these standards and the document
“Requirements for Apprenticeship Sponsors,” and that meets the requirements of 29CFR
§ 29.7. Form ETA 671 may be used for this purpose and is available upon logginginto
RAPIDS.

Register all apprenticeship standards with the U.S. Department of Labor, includinglocal
variations, if applicable.

Submit apprenticeship agreements within 45 days of enrollment of apprentices.

Arrange for periodic evaluation of apprentices’ progress in skills and technical
knowledge, and maintain appropriate progress records.

Notify the U.S. Department of Labor within 45 days of all suspensions for any reason,
reinstatements, extensions, transfers, completions and cancellations with explanation
of causes. Notification may be made in RAPIDS or using the contact information in
Section K.

Provide each apprentice with a copy of these standards, Requirements for
Apprenticeship Sponsors Reference Guide, and Appendix A, any applicable written
rules and polices, and require apprentices to sign an acknowledgment of theirreceipt.
If the sponsor alters these standards or any Appendices to reflect changes ithas made
to the apprenticeship program, the sponsor will obtain approval of all modifications
from the Registration Agency, then provide apprentices a copy of the updated
standards and Appendices and obtain another acknowledgment of their receipt from
each apprentice.

Minimum Qualifications - 29 CFR §29.5(b)(10)

An apprentice must be at least 16 years of age, except where a higher age is required by
law, and must be employed to learn an apprenticeable occupation. Please include any
additional qualification requirements as appropriate (optional):

There is an educational requirement of 10th grade math and English

[ ] There is a physical requirement of
[ ] The following aptitude test(s) will be administered
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[ ] Avalid driver’s license is required.

Other 1. Applicants will be physically capable of performing the essential functions of
the apprenticeship program, with or without a reasonable accommodation, and
without posing a direct threat to the health and safety of the individual or others. 2.
Local sponsors of Registered Apprenticeship Programs under these National
Guideline Standards may add additional minimum qualifications.

C. Apprenticeship Approach and Term - 29 CFR § 29.5(b)(2)
The apprenticeship program(s) will select an apprenticeship training approach. See
Appendix A to select approach.

D. Work Process Schedule and Related Instruction Outline - 29 CFR § 29.5(b)(4)
Every apprentice is required to participate in related instruction in technical subjects
related to the occupation. Apprentices [lwill LIwill not (based on the policy of the local
program sponsor utilizing these National Guideline Standards) be paid for hours spent
attending related instruction classes. Insert Work Process Schedule and Related
Instruction Outline at Appendix A.

E. Creditfor Previous Experience - 29 CFR § 29.5(b)(12)
Apprentice applicants seeking credit for previous experience gained outside the
apprenticeship program must furnish such transcripts, records, affidavits, etc. that may
be appropriate to substantiate the claim. The local program sponsor will evaluate the
request for credit and make a determination during the apprentice’s probationary
period.

Additional requirements for an apprentice to receive credit for previous
experience (optional):

F. Probationary Period - 29 CFR § 29.5(b)(8) and (20)
Every applicant selected for apprenticeship will serve a probationary period which may
not exceed 25 percent of the length of the program or 1 year whichever is shorter. Insert
probationary period at Appendix A.

G. Ratio of Apprentices to Journeyworkers - 29 CFR § 29.5(b)(7)
Every apprenticeship program is required to provide an apprenticeship ratio of
apprentices to journeyworkers for adequate supervision. Insert ratio at Appendix A.

H. Apprentice Wage Schedule - 29 CFR § 29.5(b)(5)
Apprentices must be paid a progressively increasing schedule of wages based on either a
percentage or a dollar amount of the current hourly journeyworker wage rate. Insert the
progressive wage schedule at Appendix A.
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L.

Equal Employment Opportunity and Affirmative Action

1.

2.

Equal Opportunity Pledge - 29 CFR §§ 29.5(b)(21) and 30.3(c)(1)

The local program sponsor will not discriminate against apprenticeship applicants
or apprentices based on race, color, religion, national origin, sex (including
pregnancy and gender identity), sexual orientation, genetic information, or because
they are an individual with a disability or a person 40-years old orolder.

The local program sponsor will take affirmative action to provide equal opportunity
in apprenticeship and will operate the apprenticeship program as required under
Title 29 of the Code of Federal Regulations, part 30.

[Optional] The equal opportunity pledge applies to the following additional
protected bases (as applicable per the sponsor’s state or locality):

Affirmative Action Program - 29 CFR §§ 29.5(b)(21), 30.4-30.9

The local program sponsor acknowledges that it will adopt an affirmative action plan
in accordance with 29 CFR § 30.4-30.9 (required for sponsors with five or more
registered apprentices by two years from the date of the sponsor’s registration or
by two years from the date of registration of the program’s fifth (5th) apprentice).
Information and technical assistance materials relating to the creation and
maintenance of an affirmative action plan will be made available on the Office of
Apprenticeship’s website.

Selection Procedures - 29 CFR §30.10

The local program sponsor will adopt selection procedures for their apprenticeship
programs, consistent with the requirements set forth in 29 CFR § 30.10(b). See
Appendix A to enter your selection procedures for each occupation for which the
sponsor intends to train apprentices.

J. Complaint Procedures - 29 CFR §§ 29.5(b)(22), 29.7(Kk), 29.12, and 29 CFR § 30.14

If an applicant or an apprentice believes an issue exists that adversely affects the
apprentice’s participation in the apprenticeship program or violates the provisions of the
apprenticeship agreement or standards, the applicant or apprentice may seek relief.
Nothing in these complaint procedures precludes an apprentice from pursuing any other
remedy authorized under another Federal, State, or local law. Below are the methods by
which apprentices may send a complaint:

1. Complaints regarding discrimination. Complaints must contain the

complainant’s name, address, telephone number, and signature, the identity
ofthe respondent, and a short description of the actions believed to be
discriminatory, including the time and place. Generally, a complaint must
be filed within 300 dayvs of the alleged discrimination. Complaints of
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discrimination should be directed to the following contact:

U.S. Department of Labor, Office of Apprenticeship
200 Constitution Ave. NW, Washington, DC 20210

Telephone Number: (202) 693-2796
Email Address: ApprenticeshipEEOcomplaints@dol.gov

Point of Contact: Director, Division of Registered Apprenticeship
and PolicyAttn: Apprenticeship EEO Complaints

You may also be able to file complaints directly with the EEOC, or State fair
employment practices agency.

2. Other General Complaints. The sponsor will hear and attempt to resolve the
matter locally if written notification from the apprentice is received within 15
daysof the alleged violation(s). The sponsor will make such rulings as it deems
necessary in each individual case within 30 days of receiving the written
notification (To be completed by local program sponsor):

Name:
Address:

Telephone Number:
Email Address:

Any complaint described above that cannot be resolved by the program sponsor to
the satisfaction of all parties may be submitted to the Registration Agency provided
below in Section K.

K. Registration Agency General Contact Information 29 CFR § 29.5(b)(17)
The Registration Agency is the United States Department of Labor’s Office of
Apprenticeship. General inquiries, notifications and requests for technical assistance may
be submitted to the Registration Agency using the contact information below:

Name: Doug McPherson

Address: 200 Constitution Ave NW Room N5311
Washington, D.C. 20210

Telephone Number: (202)693-3783
Email Address: McPherson.Douglass@dol.gov

L. Reciprocity of Apprenticeship Programs 29 CFR § 29.13(b)(7)
States must accord reciprocal approval for Federal purposes to apprentices,
apprenticeship programs and standards that are registered in other States by the Office
of Apprenticeship or a Registration Agency if such reciprocity is requested by the
apprenticeship program sponsor.

Program sponsors seeking reciprocal approval must meet the wage and hour provisions
and apprentice ratio standards of the reciprocal State.
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SECTION II - APPENDICES AND ATTACHMENTS

Appendix A - Work Process Schedule, Related Instruction Outline, Apprentice Wage

Schedule, Ratio of Apprentices to Journeyworkers, Type of Occupation, Term of
Apprenticeship, Selection Procedures, and Probationary Period

Appendix B - ETA 671 - Apprenticeship Agreement and Application for Certification
of Completion of Apprenticeship (To be completed after registration)

[J Appendix C - Affirmative Action Plan (Required within two years of registration
unless otherwise exempt per 29 CFR §30.4(d))

Appendix D - Employer Acceptance Agreement (For programs with multiple-
employers only)

Appendix E - Requirements for Apprenticeship Sponsor’s Reference Guide
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SECTION III - VETERANS’ EDUCATIONAL ASSISTANCE AS MANDATED BY PUBLIC LAW 116-134
(134 STAT. 276)

Pursuant to section 2(b)(1) of the Support for Veterans in Effective Apprenticeships Act of 2019
(Pub. L. 116-134, 134 Stat. 276), by signing these program standards, any local program sponsor
official assures and acknowledges to the U.S. Department of Labor’s Office of Apprenticeship the
following regarding certain G.I. Bill and other VA-administered educational assistance referenced
below (and described in greater detail at  the VA’s website at:
https://www.va.gov/education/eligibility) for which current apprentices and/or apprenticeship
program candidates may be eligible:

(1) The program sponsor is aware of the availability of educational assistance for a veteran or
other eligible individual under chapters 30 through 36 of title 38, United States Code, for
use in connection with a registered apprenticeship program;

(2) The program sponsor will make a good faith effort to obtain approval for educational
assistance described in paragraph (1) above for, at a minimum, each program location that
employs or recruits a veteran or other eligible individual for educational assistance under
chapters 30 through 36 of title 38, United States Code; and

(3) The program sponsor will not deny the application of a qualified candidate who is a veteran
or other individual eligible for educational assistance described in paragraph (1) above for
the purpose of avoiding making a good faith effort to obtain approval as described in
paragraph (2) above.

NOTE: The aforementioned requirements of Public Law 116-134 shall apply to “any program
applying to become a registered apprenticeship program on or after the date that is 180 days after
the date of enactment of this Act” (i.e., September 22, 2020). Accordingly, apprenticeship programs
that were registered by a Registration Agency before September 22, 2020, are not subject to these
requirements.
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SECTION IV - SIGNATURES
OFFICIAL ADOPTION OF APPRENTICESHIP STANDARDS

The undersigned on behalf of CompTIA, Inc. hereby submits these National Guidelines for
Apprenticeship Standards for the sole purpose of providing guidelines, sample work processes,
and the “Requirements for Apprenticeship Sponsors Reference Guide” for local program sponsors
wishing to register their programs with the Office of Apprenticeship or an equivalent state entity
on this 12 day of March 2021.

Local program sponsors will be responsible for reading and understanding the document titled
“Requirements for Apprenticeship Sponsors Reference Guide” and that the provisions of that
document are incorporated into their program standards agreement by reference unless
otherwise noted.

DocuSigned by:

Todd Thibedeawge

107ES0FEFSBE4

Signature O?Standards Submitting Entity (designee)

Todd Thibodeaux, President/Chief Executive Officer, CompTIA, Inc.
Printed Name & Title

DocuSigned by:

(harles Eaton

igtatiFe bf Standards Submitting Entity (designee)

Charles Eaton, Executive Vice President, CompTIA, Inc.
Printed Name & Title

SECTION V - DISCLOSURE AGREEMENT (Optional)

I, Todd Thibodeaux, acting on behalf of CompTIA, Inc., authorize OA to share the Work Process
Schedule and Related Instruction Outline in Appendix A with other potential apprenticeship
sponsors.

DocuSigned by:

Tdd Thibsdrae March 12, 2021

JO7ESOFEFSBE48F ..
Signature Date

Todd Thibodeaux, President/Chief Executive Officer

Printed Name
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Appendix D

EMPLOYER ACCEPTANCE AGREEMENT

ADOPTED BY
(INSERT SPONSORS' NAMES OR ORGANIZATIONS)

DEVELOPED IN COOPERATION WITH THE
U. S. DEPARTMENT OF LABOR
OFFICE OF APPRENTICESHIP
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Appendix D

EMPLOYER ACCEPTANCE AGREEMENT

The undersigned employer hereby subscribes to the provisions of the Apprenticeship
Standards formulated and registered by the (Insert Sponsors’ names or organizations) and
agree(s) to carry out the intent and purpose of said Standards for (Insert occupations) and
accompanying Appendices and to abide by the rules and decisions of the Sponsor established
under these Apprenticeship Standards. (Insert Sponsors' names or organizations) have been
furnished a copy of the Standards and have read and understood them, and request
certification to train apprentices under the provisions of these Standards. On-the-job, the
apprentice is hereby assured qualified training personnel and adequate supervision during
the apprenticeship. The training should follow the approved Work Process Schedule and
Related Instruction Outline including the rotation of tasks. The employer further agrees to
follow the selection procedures per the approved Standards or develop alternative selection
procedures in the Employer Acceptance Agreement that are consistent with the requirements
set forth in 29 CFR § 30.10(b). This employer acceptance agreement will remain in effect until
canceled voluntarily or revoked by the Sponsor, Employer or the Office of Apprenticeship.

(Manual signatures required)

(Print Name of Employer Representative) (Print Name of Sponsor Representative)
Signed: Signed:
(On Behalf of Employer) (On Behalf of Sponsor)
Date: Date:
Employer Title:

Name of Company:
Address:
City/State/Zip Code:
Phone Number:

Fax:

Email:

cc: Registration Agency
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Appendix A

WORK PROCESS SCHEDULE TECH SUPPORT SPECIALIST

(Computer Support Specialist-Desktop Support Tech)



O*NET-SOC CODE: 15-1232.00 RAPIDS CODE: 2018CB

This schedule is attached to and a part of these Standards for the above identified occupation.



 (
1.
APPRENTICESHIP
 
APPROACH
)

· Time-based	☒ Competency-based	☐ Hybrid



 (
2.
TERM
 
OF
 
APPRENTICESHIP
)

The term of the apprenticeship is competency-based with an OJL attainment of not less than 2,000 hours, supplemented by the minimum required 328 hours of related instruction. (Note: The competency-based training approach does not require hours.)



 (
3.
RATIO
 
OF
 
APPRENTICES
 
TO
 
JOURNEYWORKERS
)

The apprentice to journeyworker ratio is: 1 Apprentice(s) to 1 Journeyworker(s).



 (
4.
APPRENTICE
 
WAGE
 
SCHEDULE
)

Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly journeyworker wage rate, which is:

$25.00 industry average.



1st Half = $15.00 industry average 2nd Half = $18.00 industry average



 (
5.
PROBATIONARY
 
PERIOD
)

Every applicant selected for apprenticeship will serve a probationary period of 12 weeks.
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 (
6.
SELECTION
 
PROCEDURES
)

Selection procedures will be determined by individual local program sponsors.

These selection procedures will be included in the appropriate Appendix.



Local program sponsors will recruit and select applicants either through an internal process for incumbent workers or will make the apprenticeship opportunity available to the public and external organizations through outreach efforts, job fairs, collaborative partnerships, and web-based activities. Local program sponsors will work with community-based organizations; educational institutions, such as community colleges, technical schools, and high schools; workforce organizations; or other partners to create appropriate outreach and positive recruitment efforts that would reasonably be expected to increase underrepresented population participation in the apprenticeship. The local program sponsor will identify the steps it intends to ensure that the opportunity is accessible. The local program sponsor will undertake a significant number of activities to enable it to meet its obligations under 29 CFR § 30.4(c).









WORK PROCESS SCHEDULE TECH SUPPORT SPECIALIST

O*NET-SOC CODE: 15-1232.00 RAPIDS CODE: 2018CB

Description: Tech Support Specialists are responsible for analyzing, troubleshooting, and rectifying day-to-day technology problems and challenges. This role may support internal clients (employees within the company) or external customers either in-person, on the phone, or via webchat. The specialist may focus on helping individuals and businesses better use or troubleshoot the company’s own technical products, or the specialist may offer support to those using third- party hardware and software applications to do business. In the latter role, the Tech Support Specialist is the person one might call to troubleshoot one’s Wi-Fi router when the internet is down, obtain online permissions to access accounts or files, or to set up a new employee’s email and workstation. In short, Tech Support Specialists are the steady and calm go-to people for those of us who pull our hair out when something goes wrong with our computers.



		Work Duties (Required Competencies)	Competent (Y/N)



		Part 1– Basic Hardware

		



		1

		Demonstrate knowledge of various mobile device types, their features, and purpose.

		



		2

		Demonstrate skills required to manage and troubleshoot computer hardware and peripheral devices.

		



		3

		Demonstrate knowledge of common computer hardware and interfaces.

		



		4

		Demonstrate skills required to troubleshoot general computer hardware issues andprinter problems.

		



		5

		Demonstrate skills required to configure peripherals, printers, and related applications to support external hardware.

		



		Part 2 – Basic Networking

		



		6

		Demonstrate knowledge of basic networking concepts (wired and wireless).

		



		7

		Demonstrate skills required to configure and troubleshoot device connectivity (LAN and Internet Access).

		



		Part 3 – Cloud and Virtualization Technologies

		



		8

		Demonstrate knowledge of cloud computing concepts, including cloud storage and security configurations.

		



		9

		Demonstrate skills required to configure client-side virtualization, cloud storage applications, and file synchronization features.

		













		Work Duties (Required Competencies)	Competent (Y/N)



		Part 4 – Operating System Basics

		



		10

		Demonstrate knowledge of important Microsoft Windows 10 operating system features and their purpose.

		



		11

		Demonstrate skills required to install, configure, and secure Microsoft Windows 10 operating system versions.

		



		12

		Demonstrate skills required to troubleshoot Microsoft Windows operating system problems.

		



		13

		Demonstrate knowledge of important Mac OS and Linux OS desktop operating system features and their purpose.

		



		14

		Demonstrate skills required to configure, secure, and troubleshoot various operating systems Mac OS and Linux OS.

		



		15

		Demonstrate skills required to troubleshoot mobile operating systems.

		



		Part 5 – IT Security Basics

		



		16

		Demonstrate knowledge of basic enterprise security concepts and wireless security protocols.

		



		17

		Demonstrate skills required to perform account management, configure wireless security, and detect and remove malware on workstations and mobile devices.

		



		18

		Demonstrate skills to troubleshoot common computer security issues.

		



		19

		Demonstrate skills required to troubleshoot application security issues.

		



		Part 6 – General IT Operations

		



		20

		Demonstrate knowledge of ticketing systems and documentation procedures.

		



		21

		Demonstrate knowledge of disaster recovery concepts and backup procedures.

		



		22

		Demonstrate knowledge of licensing and privacy and policy concepts, including how to address prohibited content.

		



		23

		Demonstrate knowledge of scripting languages, basic functions, and logic structures.

		













		Work Duties (Required Competencies)	Competent (Y/N)



		Part 7 – Business Acumen

		



		24

		Demonstrate a basic understanding of the employer’s corporate structure and business model, including its product and services portfolio, its primary customers, and its top competitors.

		



		25

		Demonstrate a basic knowledge of the employer’s brand messaging, its value proposition in the marketplace, and key success metrics.

		



		Part 8 – Employability Skills

		



		26

		Demonstrate skills to provide competent customer service using active listening and empathy during various interactions (e.g., in-person, over telephone, email, and chat).

		



		27

		Demonstrate ability to manage stress and other emotions in the workplace to reduce conflict, foster collaboration, and promote wellness.

		



		28

		Demonstrate skills required to take and give productive critical feedback.

		



		29

		Demonstrate skills required to problem-solve using critical thinking, clarifying questions, and knowing when to escalate a situation to a superior.

		



		30

		Demonstrate skills to explain complex issues to non-technical customers without jargon or blaming.

		



		31

		Demonstrate ability to conduct oneself with integrity, professionalism, and in accordance with organization policy and procedure.

		



		32

		Demonstrate skills to communicate with colleagues, managers, and end users effectively and clearly, in a timely manner.

		



		33

		Demonstrate ability to use language, tone of voice, and non- verbal communication to neutralize conflict in the workplace.

		



		34

		Demonstrate skills required to collaborate effectively with team members from across the organization.

		



		35

		Demonstrate ability to use respectful cross-cultural communication to work successfully across the organization and with diverse coworkers.

		



		36

		Demonstrate knowledge required to manage time effectively, minimizing distractions to maintain productivity, prioritize work appropriately, and meetdeadlines with situational awareness.

		



		37

		Demonstrate ability to adapt to changing organizational landscape.

		













RELATED INSTRUCTION OUTLINE TECH SUPPORT SPECIALIST

O*NET-SOC CODE: 15-1232.00 RAPIDS CODE: 2018CB



Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightlydepending upon the RTI provider.



		

Related Instruction Descriptions

		Approxi-

mate Hours



		New Employee Skills

· Sexual harassment prevention

· Safety training

· Company orientation including privacy and confidentiality

· Tools (internal messaging apps, office applications)

		15



		Business Acumen

· Company vision, mission, and key success metrics

· The company’s products and services and value proposition in the market

		3



		Employability Skills

· Managing conflict

· Being an effective team member

· Business communication etiquette

· Interpersonal communication

· Intercultural communication

· Critical thinking

· Time management

· Workplace wellness and managing stress

· Handling workplace change

· Leading across generations and personalities

· Understanding diversity, equity, and inclusion fundamentals

		60













		

Related Instruction Descriptions

		Approxi-

mate Hours



		Technical and Professional Skills - CompTIA A+ Coursework and Certification

· Hardware – Identify, use, and connect hardware components and devices

· Windows Operating System – Install and support Windows OS including command line and client support

· Mobile Devices – Install and configure laptops and other mobile devices

· Software Troubleshooting – Troubleshoot computer and mobile device issues including application security support

· Networking – Explain types of networks and connections including TCP/IP, WIFI and SOHO

· Other OS & technologies – Understand Mac OS, Linux and mobile OS

· Hardware and Network Troubleshooting – Troubleshoot device and network issues

· Security – Identify and protect against security vulnerabilities for devices and their network connections

· Operational Procedures – Follow best practices for safety, environmental impacts, and communication and professionalism

· CompTIA A+ CertMaster Learn, CompTIA Labs and CertMaster Practice (or similar courseware)

· Pass CompTIA A+ exam

		220



		Help Desk Ticketing

· Ticketing systems and documentation best practices

		5



		Customer Engagement Skills – IBM Professional Certificate*

· Communication skills focused on clear concise communication and listening

· Appropriate empathetic behavior such as such as patience, curiosity, and willingness to help

· Problem solving to research an issue and help determine an appropriate resolution

· Process adherence to ensure the proper flow and Service Level Agreements are met

*or similar customer service training

		25











TOTAL MINIMUM HOUR 328

image1.png

CompllA






image2.png
































Appendix A



[image: ]

CYBERSECURITY SUPPORT TECHNICIAN



WORK PROCESS SCHEDULE AND

RELATED INSTRUCTION OUTLINE

 (
DocuSign
 
Envelope
 
ID:
 
E4EBAF4C-CBA1-41E2-83F5-6652071A8D75
)







Appendix A

WORK PROCESS SCHEDULE CYBERSECURITY SUPPORT TECHNICIAN



O*NET-SOC CODE: 15-1212.00 RAPIDS CODE: 2050CB

This schedule is attached to and a part of these Standards for the above identified occupation.



 (
1.
APPRENTICESHIP
 
APPROACH
)

· Time-based	☒ Competency-based	☐ Hybrid



 (
2.
TERM
 
OF
 
APPRENTICESHIP
)

The term of the apprenticeship is competency-based with an OJL attainment of not less than 2,000 hours, supplemented by the minimum required 753 hours of related instruction. (Note: The competency-based training approach does not require hours.)



 (
3.
RATIO
 
OF
 
APPRENTICES
 
TO
 
JOURNEYWORKERS
)

The apprentice to journeyworker ratio is: 1 Apprentice(s) to 1 Journeyworker(s).



 (
4.
APPRENTICE
 
WAGE
 
SCHEDULE
)

Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly journeyworker wage rate, which is:

$48.00 industry average.



1st Third = $25.00 industry average 2nd Third = $30.00 industry average Last Third = $35.00 industry average



 (
5.
PROBATIONARY
 
PERIOD
)

Every applicant selected for apprenticeship will serve a probationary period of 12 weeks.
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 (
6.
SELECTION
 
PROCEDURES
)

Selection procedures will be determined by individual local program sponsors.

These selection procedures will be included in the appropriate Appendix.



Local program sponsors will recruit and select applicants either through an internal process for incumbent workers or will make the apprenticeship opportunity available to the public and external organizations through outreach efforts, job fairs, collaborative partnerships, and web-based activities. Local program sponsors will work with community-based organizations; educational institutions, such as community

colleges, technical schools, and high schools; workforce organizations; or other partners to create appropriate outreach and positive recruitment efforts that would reasonably be expected to increase underrepresented population participation

in the apprenticeship. The local program sponsor will identify the steps it intends to ensure that the opportunity is accessible. The local program sponsor will undertake a significant number of activities to enable it to meet its obligations under 29 CFR § 30.4(c).









WORK PROCESS SCHEDULE CYBERSECURITY SUPPORT TECHNICIAN

O*NET-SOC CODE: 15-1212.00 RAPIDS CODE: 2050CB



Description: Cybersecurity support technicians detect cyber threats and implement changes to protect an organization. A Security Operations Center (SOC) team typically has several tiers of cybersecurity professionals who are responsible for monitoring, directing, containing, and remediating IT threats. Cybersecurity professionals may be tasked with anything from installing, administering, and troubleshooting security solutions to creating security policies and training documents for colleagues. While other IT job roles are responsible for specific parts of the overall system, cybersecurity professionals must be able to take a step back in order to see the big picture and keep every aspect of the system secure from threats. They may progress in their knowledge and training to become security analysts, cloud security engineers, threat hunters, penetration testers, and compliance managers.



		Work Duties (Required Competencies)	Competent (Y/N)



		Part 1– Basic Hardware

		



		1

		Demonstrate knowledge of various mobile device types, their features, and purpose.

		



		2

		Demonstrate skills required to manage and troubleshoot computer hardware and peripheral devices.

		



		3

		Demonstrate knowledge of common computer hardware and interfaces.

		



		4

		Demonstrate skills required to troubleshoot general computer hardware issues and printer problems.

		



		5

		Demonstrate skills required to configure peripherals, printers, and related applications to support external hardware.

		



		Part 2 – Basic Networking

		



		6

		Demonstrate knowledge of basic networking concepts (wired and wireless).

		



		7

		Demonstrate skills required to configure and troubleshoot device connectivity (LAN and Internet Access).

		



		Part 3 – Cloud and Virtualization Technologies

		



		8

		Demonstrate knowledge of cloud computing concepts, including cloud storage and security configurations.

		



		9

		Demonstrate skills required to configure client-side virtualization, cloud storage applications and file synchronization features.

		













		Work Duties (Required Competencies)	Competent (Y/N)



		Part 4 – Operating System Basics

		



		10

		Demonstrate knowledge of important Microsoft Windows 10 operating system features and their purpose.

		



		11

		Demonstrate skills required to install, configure, and secure Microsoft Windows 10 operating system versions.

		



		12

		Demonstrate skills required to troubleshoot Microsoft Windows operating system problems.

		



		13

		Demonstrate knowledge of important Mac OS and Linux OS desktop operating system features and their purpose.

		



		14

		Demonstrate skills required to configure, secure, and troubleshoot various operating systems Mac OS and Linux OS.

		



		15

		Demonstrate skills required to troubleshoot mobile operating systems.

		



		Part 5 – IT Security Basics

		



		16

		Demonstrate knowledge of basic enterprise security concepts and wireless security protocols.

		



		17

		Demonstrate skills required to perform account management, configure wireless security, and detect and remove malware on workstations and mobile devices.

		



		18

		Demonstrate skills to troubleshoot common computer security issues.

		



		19

		Demonstrate skills required to troubleshoot application security issues.

		



		Part 6 – General IT Operations

		



		20

		Demonstrate knowledge of ticketing systems and documentation procedures.

		



		21

		Demonstrate knowledge of disaster recovery concepts and backup procedures.

		



		22

		Demonstrate knowledge of licensing and privacy and policy concepts, including how to address prohibited content.

		



		23

		Demonstrate knowledge of scripting languages, basic functions, and logic structures.

		



		Part 7 – Network Fundamentals

		



		24

		Demonstrate knowledge of the OSI model and relevant encapsulation concepts.

		



		25

		Demonstrate knowledge of network topologies and network types.

		



		26

		Demonstrate knowledge of cables, types of connectors, and the purpose for each.

		













		Work Duties (Required Competencies)	Competent (Y/N)



		27

		Demonstrate skills required to configure a subnet and use appropriate IP addressing schemes.

		



		28

		Demonstrate knowledge of ports, protocols, and services, as well as their purpose.

		



		29

		Demonstrate knowledge of basic architecture concepts related to corporate and datacenter network environments.

		



		30

		Demonstrate knowledge of cloud concepts and connectivity alternatives.

		



		Part 8 – Network Implementations

		



		31

		Demonstrate knowledge of network devices, their features, and placement within a network.

		



		32

		Demonstrate knowledge of routing technologies and concepts for bandwidth management.

		



		33

		Demonstrate skills required to configure and deploy Ethernet switching solutions, including VLANs.

		



		34

		Demonstrate skills required to deploy wireless standards configurations and technologies.

		



		Part 9 – Network Operations

		



		35

		Demonstrate skills required to leverage statistics and sensors in support of network availability.

		



		36

		Demonstrate knowledge of organizational documents and policies.

		



		37

		Demonstrate knowledge of high availability and disaster recovery concepts.

		



		Part 10 – Network Security

		



		38

		Demonstrate knowledge of network security concepts.

		



		39

		Demonstrate knowledge of types of network attacks.

		



		40

		Demonstrate skills required to implement network hardening techniques.

		



		41

		Demonstrate knowledge of remote access techniques and related security risks.

		



		Part 11 – Network Troubleshooting

		



		42

		Demonstrate skills and best practices required to troubleshoot networking issues.

		



		43

		Demonstrate skills required to troubleshoot cable connectivity issues.

		



		44

		Demonstrate skills required to use network software tools and commands.

		



		45

		Demonstrate skills required to troubleshoot wireless connectivity issues.

		













		Work Duties (Required Competencies)	Competent (Y/N)



		Part 12 – Threats, Attacks, and Vulnerabilities

		



		46

		Demonstrate knowledge of types of social engineering methods.

		



		47

		Demonstrate skills required to analyze potential signs to determine the type of attack.

		



		48

		Demonstrate skills required to analyze potential signs related to application attacks, including network-based attacks.

		



		49

		Demonstrate knowledge of threat actors, vectors, and intelligence sources.

		



		50

		Demonstrate knowledge of security concerns related to several types of vulnerabilities.

		



		51

		Demonstrate knowledge of methods used to assess organizational security, including compliance and security assessments and penetration tests.

		



		Part 13 – Architecture and Design

		



		52

		Demonstrate knowledge of foundational security concepts.

		



		53

		Demonstrate knowledge of virtualization and cloud computing concepts.

		



		54

		Demonstrate knowledge of secure application development, deployment, and automation concepts.

		



		55

		Demonstrate knowledge of concepts related to authentication and authorization design.

		



		56

		Demonstrate skills required to deploy cybersecurity resilience.

		



		57

		Demonstrate knowledge of security risks related to embedded and specialized systems.

		



		58

		Demonstrate knowledge of physical security methods.

		



		59

		Demonstrate knowledge of cryptographic concepts.

		



		Part 14 – Implementation

		



		60

		Demonstrate skills required to deploy host and application security solutions.

		



		61

		Demonstrate skills required to deploy secure network designs.

		



		62

		Demonstrate skills required to apply configurations for wireless security.

		



		63

		Demonstrate skills required to deploy secure mobile phones/devices.

		



		64

		Demonstrate skills required to deploy cybersecurity solutions in a cloud environment.

		



		65

		Demonstrate skills required to implement identity and account management controls, including public key infrastructure.

		













		Work Duties (Required Competencies)	Competent (Y/N)



		Part 15 – Operations and Incident Response

		



		66

		Demonstrate knowledge of incident response policies, processes, and procedures.

		



		67

		Demonstrate skills required to leverage data sources in support of an investigation.

		



		68

		Demonstrate skills required to implement mitigation techniques or controls to secure an environment.

		



		69

		Demonstrate knowledge of important aspects related to digital forensics.

		



		Part 16 – Governance, Risk and Compliance

		



		70

		Demonstrate knowledge of relevant regulations, standards, or frameworks that impact the security posture of an organization.

		



		71

		Demonstrate knowledge of risk management processes and concepts.

		



		72

		Demonstrate knowledge of privacy and sensitive data concepts as they relate to security.

		



		Part 17 – Business Acumen

		



		73

		Demonstrate a basic understanding of the employer’s corporate structure and business model, including its product and services portfolio, its primary customers, and its top competitors.

		



		74

		Demonstrate a basic knowledge of the employer’s brand messaging, its value proposition in the marketplace, and key success metrics.

		



		Part 18 – Employability Skills

		



		75

		Demonstrate skills to provide competent customer service using active listening and empathy during various interactions (e.g., in-person, over telephone, email, and chat).

		



		76

		Demonstrate ability to manage stress and other emotions in the workplace to reduce conflict, foster collaboration, and promote wellness.

		



		77

		Demonstrate skills required to take and give productive critical feedback.

		



		78

		Demonstrate skills required to problem-solve using critical thinking, clarifying questions, and knowing when to escalate a situation to a superior.

		



		79

		Demonstrate skills to explain complex issues to non-technical customers without jargon or blaming.

		



		80

		Demonstrate ability to conduct oneself with integrity, professionalism, and in accordance with organization policy and procedure.

		













		Work Duties (Required Competencies)	Competent (Y/N)



		81

		Demonstrate skills to communicate with colleagues, managers, and end users effectively and clearly, in a timely manner.

		



		82

		Demonstrate ability to use language, tone of voice, and non-verbal communication to neutralize conflict in the workplace.

		



		83

		Demonstrate skills required to collaborate effectively with team members from across the organization.

		



		84

		Demonstrate ability to use respectful cross-cultural communication to work successfully across the organization and with diverse coworkers.

		



		85

		Demonstrate knowledge required to manage time effectively, minimizing distractions to maintain productivity, prioritize work appropriately, and meet deadlines with situational awareness.

		



		86

		Demonstrate ability to adapt to changing organizational landscape.

		













RELATED INSTRUCTION OUTLINE CYBERSECURITY SUPPORT TECHNICIAN

O*NET-SOC CODE: 15-1212.00 RAPIDS CODE: 2050CB



Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the RTI provider.



		

Related Instruction Descriptions

		Approxi-

mate Hours



		New Employee Skills

· Sexual harassment prevention

· Safety training

· Company orientation including privacy and confidentiality

· Tools (internal messaging apps, office applications)

		15



		Business Acumen

· Company vision, mission, and key success metrics

· The company’s products and services and value proposition in the market

		3



		Employability Skills

· Managing conflict

· Being an effective team member

· Business communication etiquette

· Interpersonal communication

· Intercultural communication

· Critical thinking

· Time management

· Workplace wellness and managing stress

· Handling workplace change

· Leading across generations and personalities

· Understanding diversity, equity, and inclusion fundamentals

		60













		

Related Instruction Descriptions

		Approxi-

mate Hours



		Technical and Professional Skills - CompTIA A+ Coursework and Certification

· Hardware – Identify, use, and connect hardware components and devices

· Windows Operating System – Install and support Windows OS including command line and client support

· Mobile Devices – Install and configure laptops and other mobile devices

· Software Troubleshooting – Troubleshoot computer and mobile device issues including application security support

· Networking – Explain types of networks and connections including TCP/IP, WIFI and SOHO

· Other OS & Technologies – Understand Mac OS, Linux and mobile OS

· Hardware and Network Troubleshooting – Troubleshoot device and network issues

· Security – Identify and protect against security vulnerabilities for devices and their network connections

· Operational Procedures – Follow best practices for safety, environmental impacts, and communication and professionalism

· CompTIA A+ CertMaster Learn, CompTIA Labs and CertMaster Practice (or similar courseware)

· Pass CompTIA A+ exam – Highly recommend passing A+ exam before beginning on-the-job training

		220



		Technical and Professional Skills - CompTIA Network+ Coursework and Certification

· Network Fundamentals – OSI model layers and encapsulation concepts. Configuring a subnet and using appropriate IP addressing schemes.

· Network implementation – Network devices, their features, and appropriate placement on the network. Configuring and deploying Ethernet switching features, including VLANs.

· Network Operations – Using statistics and sensors to ensure network availability. High availability and disaster recovery concepts and solutions.

· Network Security – Understand types of network attacks, remote access methods, and related security implications.

· Network Troubleshooting – Use appropriate network software tools and commands. Configure and troubleshoot physical and wireless networks.

· CompTIA Network+ CertMaster Learn, CompTIA Labs and CertMaster Practice (or similar courseware)

· Pass CompTIA Network+ exam

		158













		

Related Instruction Descriptions

		Approxi-

mate Hours



		Technical and Professional Skills - CompTIA Security+ Coursework and Certification

· Threats, Attacks, and Vulnerabilities

· Architecture and Design

· Implementation of Cybersecurity

· Operations and Incident Response

· Governance, Risk, and Compliance

· CompTIA Security+ CertMaster Learn, CertMaster Labs (integrated) and CertMaster Practice (or similar courseware)

· Pass Security+ exam

		176



		Cybersecurity Risk Management - edX Cybersecurity Risk Management Certificate*

· Information security risk management framework and methodologies

· Identifying and modeling information security risks

· Qualitative and quantitative risk assessment methods

*or similar risk management training

		96



		Customer Engagement Skills - IBM Professional Certificate*

· Communication skills focused on clear concise communication and listening

· Appropriate empathetic behavior such as such as patience, curiosity, and willingness to help

· Problem solving to research an issue and help determine an appropriate resolution

· Process adherence to ensure the proper flow and Service Level Agreements are met



*or similar customer service training

		25











TOTAL MINIMUM HOUR 753
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