
BULLETIN 2020-84                                                                                    May 29, 2020
	U.S. Department of Labor

Employment and Training
  Administration

Office of Apprenticeship (OA)
Washington, D.C.  20210
	Distribution:

A-541 Headquarters
A-544 All Field Tech

A-547 SD+RD+SAA+; Lab.Com
	Subject:  New National Standards of Apprenticeship – Woz U Enterprise
Code:  400.1

	Symbols:  DRAP/FJH
	
	Action:  Immediate

	PURPOSE:  To inform the staff of OA and the State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors and other Registered Apprenticeship partners of the approval of new National Standards of Apprenticeship for Woz U Enterprise, IT Professional Junior Associate.
BACKGROUND: The OA Administrator approved these new National Standards of Apprenticeship submitted by Charles McNeil III, Deputy Regional Director on behalf of Paul Champion, Woz U Enterprise, IT Professional Junior Associate on May 26, 2020.  Region I Regional Office of Apprenticeship will service these National Standards of Apprenticeship for the following occupations:
· Application Development
O*NET-SOC Code:  15-1031.00
RAPIDS Code:  1129HY
· Application Support 
(Existing Title:  Computer Programmer)

O*NET-SOC Code:  15-1131.00
RAPIDS Code:  0811HY
· End User Computing
(Existing Title:  Computer Support Specialist)

O*NET-SOC Code:  15-1151.00
RAPIDS Code:  1131HY

ACTION:  This bulletin is being provided to OA staff for informational purposes only.  Region I, Regional Office will be responsible for maintenance and technical assistance regarding this program. A copy of the Work Process Schedule and Related Instruction Outlines are attached.
If you have any questions please contact Charles McNeil III, Deputy Regional Director, Region I, at (617) 788-0153.
NOTE:  This bulletin is being sent via electronic mail.  

Attachment
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WORK PROCESS SCHEDULE

APPLICATION SUPPORT 

(Existing Title:  Computer Programmer)

O*NET-SOC CODE:  15-1131.00	 RAPIDS CODE:  0811HY



		Work Process

		On-the-job Learning Hours



		

		Min - Max



		Monitoring & Management (Foundation)

		388- 540



		1

		The apprentice will adhere to the organization's rules, responsibilities, policies, and basic workplace ethics.  The apprentice will demonstrate basic principles of interpersonal communication and knowledge of the organization's basic structure and functions.  The apprentice will follow established safety procedures. Knowledge of coding languages used by the organization.

		100-150



		2

		Identifying and resolving technical issues, will be able to identify and demonstrate knowledge of the appropriate common office tools used to produce documents, spreadsheets, and presentations.

		80-95



		3

		The apprentice will be able to integrate organizational mission/goals and vision into work practices.  The apprentice will use benchmarking and "best practices" to improve performance Delivering regular and customized training to teams within the business.

		20-40



		4

		The apprentice will be able to prepare and deliver oral presentations that effectively convey information, concepts, and ideas through knowledge of how to review an application's code as part of a peer group.

		90-100



		5

		The apprentice will be able to prepare a complete, accurate, and convincing formal report, on a technical subject, using standard formats and office tools.  Providing technical support to teams within the organization, and to external clients when required.

		50-75



		6

		The apprentice will be able to develop or update work processes or procedures in accordance with the organization's standards. Monitor Alert logs of computer systems performance to ensure optimum performance.

		24-40



		7

		The apprentice will be an effective member of the team and be able to communicate effectively and develop effective communications techniques with others through their knowledge of the process of review and provide input to design specifications. 

		24-40



		Reporting & Incident Management (Test & Validate Applications)

		380-510



		1

		The apprentice will be able to demonstrate the process for developing a test plan for an application, including unit testing and integration tasks while providing entry to mid-level incident management for software maintenance or use.

		60-80



		2

		Preparing maintenance plans and upgrading schedules for the organization’s systems.

		75-95



		3

		Knowledge of how to evaluate, implement and document application enhancements. 

		60-80



		4

		The apprentice will demonstrate knowledge of how to support user acceptance testing, classifying end user problems and prioritize requests.

		35-55



		5

		The apprentice will be able to perform validation testing on new applications and follow up with clients to ensure the problem is resolved.

		20-30



		6

		Maintain and update existing documentation describing system and library software capabilities.

		65-85



		7

		The apprentice will be able to demonstrate how to interpret test results and make recommendations and develop reports for teams across the business.

		65-85









		Database & Security (Design &Develop Applications)

		510-625



		1

		The apprentice will be able to identify and demonstrate the application development process including coding, documentation, and testing through knowledge of common information security risks and threats.

		80-100



		2

		Knowledge of how to perform system maintenance for application security and demonstrate the organization's design principles used for application development.

		80-100



		3

		Verifying data conformance, accuracy and completeness, or adapt existing code to meet emerging requirements.

		90-110



		4

		Perform system maintenance for application security.

		80-95



		5

		Analyze project data to determine specifications or requirements while being able to identify and demonstrate the process to review and provide input for user documentation.

		90-110



		6

		Ability to perform unit testing and support reworking of code and demonstrate the process to integrate feedback and recommendations into product development.

		90-110



		Implement, Support and Maintain Applications

		910 - 1085



		1

		Design, install, and execute planned changes and specific patching within software applications.

		95 - 100



		2

		Support the testing, debugging and deployment of applications.

		95-100



		3

		Consult with users regarding programming, data processing, and/or debugging problems of minimum complexity.

		80-100



		4

		Coordinate software or hardware installation, upgrades and patching.

		85-110



		5

		Transition an application to a new platform.

		80-100



		6

		Ability to understand log monitoring and carry out preventative health checks. 

		85-90



		7

		Ability to revise and adapt existing code to meet emerging requirements.

		90-110



		8

		Maintain and modify existing programs to assure adherence to specifications or convention changes.

		80-100



		9

		Knowledge of how to develop a release plan for an application.

		60-75



		10

		Knowledge of how to transition an application to a new system 

		80-100



		11

		The apprentice will be able to evaluate, implement, and document application enhancements, through of how to maintain and support applications.

		80-100



		Total Work Process Hours 

		2188-2760





































[bookmark: _GoBack]Competency and Task Verification Checklist

Each employer partnership will determine the appropriate examples of each core competence.  The list below each core competence should be completed depending on state scope of practice and employer requirements.  



Field Training – Mentor/Journeyworker has provided training and demonstration of task to the apprentice.

Demonstrates Fundamentals – Apprentice can perform the task with some coaching.

Proficient in Task – Apprentice performs task properly and consistently.

Completion Date – Date apprentice completes final demonstration of competency.



		

		

		Initial and date in the box when complete



		Monitoring & Management (Foundation)



		

		Performance Criteria

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		1

		The apprentice will adhere to the organization's rules, responsibilities, policies, and basic workplace ethics.  The apprentice will demonstrate basic principles of interpersonal communication and knowledge of the organization's basic structure and functions.  The apprentice will follow established safety procedures. Knowledge of coding languages used by the organization.

		

		

		

		



		2

		Identifying and resolving technical issues, will be able to identify and demonstrate knowledge of the appropriate common office tools used to produce documents, spreadsheets, and presentations.

		

		

		

		



		3

		The apprentice will be able to integrate organizational mission/goals and vision into work practices.  The apprentice will use benchmarking and "best practices" to improve performance Delivering regular and customized training to teams within the business.

		

		

		

		



		4

		The apprentice will be able to prepare and deliver oral presentations that effectively convey information, concepts, and ideas through knowledge of how to review an application's code as part of a peer group.

		

		

		

		



		5

		The apprentice will be able to prepare a complete, accurate, and convincing formal report, on a technical subject, using standard formats and office tools. Providing technical support to teams within the organization, and to external clients when required.

		

		

		

		



		6

		The apprentice will be able to develop or update work processes or procedures in accordance with the organization's standards. Monitor Alert logs of computer systems performance to ensure optimum performance.

		

		

		

		



		7

		The apprentice will be an effective member of the team and be able to communicate effectively and develop effective communications techniques with others through their knowledge of the process of review and provide input to design specifications. 

		

		

		

		







		

		

		Initial and date in the box when complete



		Database & Security (Design &Develop Applications)



		

		Performance Criteria

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		1 

		The apprentice will be able to identify and demonstrate the application development process including coding, documentation, and testing through knowledge of common information security risks and threats.

		

		

		

		



		2 

		Knowledge of how to perform system maintenance for application security and demonstrate the organization's design principles used for application development.

		

		

		

		



		3

		Verifying data conformance, accuracy and completeness, or adapt existing code to meet emerging requirements.

		

		

		

		



		4

		Perform system maintenance for application security.

		

		

		

		



		5

		Analyze project data to determine specifications or requirements while being able to identify and demonstrate the process to review and provide input for user documentation.

		

		

		

		



		6 

		Ability to perform unit testing and support reworking of code and demonstrate the process to integrate feedback and recommendations into product development.

		

		

		

		









		

		

		Initial and date in the box when complete



		Reporting & Incident Management (Test & Validate Applications)



		Performance Criteria

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		1

		The apprentice will be able to demonstrate the process for developing a test plan for an application, including unit testing and integration tasks while providing entry to mid-level incident management for software maintenance or use.

		

		

		

		



		2

		Preparing maintenance plans and upgrading schedules for the organization’s systems.

		

		

		

		



		3

		Knowledge of how to evaluate, implement and document application enhancements.

		

		

		

		



		4

		The apprentice will demonstrate knowledge of how to support user acceptance testing, classifying end user problems and prioritize requests.

		

		

		

		



		5

		The apprentice will be able to perform validation testing on new applications and follow up with clients to ensure the problem is resolved.

		

		

		

		



		6

		Maintain and update existing documentation describing system and library software capabilities.

		

		

		

		



		7

		The apprentice will be able to demonstrate how to interpret test results and make recommendations and develop reports for teams across the business.

		

		

		

		







		

		

		Initial and date in the box when complete



		Implement, Support and Maintain Applications



		

		Performance Criteria

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		1

		Design, install, and execute planned changes and specific patching within software applications.

		

		

		

		



		2

		Support the testing, debugging and deployment of applications.

		

		

		

		



		3

		Consult with users regarding programming, data processing, and/or debugging problems of minimum complexity.

		

		

		

		



		4

		Coordinate software or hardware installation, upgrades and patching.

		

		

		

		



		5

		Transition an application to a new platform.

		

		

		

		



		6 

		Ability to understand log monitoring and carry out preventative health checks. 

		

		

		

		



		7 

		Ability to revise and adapt existing code to meet emerging requirements.

		

		

		

		



		8

		Maintain and modify existing programs to assure adherence to specifications or convention changes.

		

		

		

		



		9 

		Knowledge of how to develop a release plan for an application.

		

		

		

		



		10

		Knowledge of how to transition an application to a new system.

		

		

		

		



		11

		The apprentice will be able to evaluate, implement, and document application enhancements, through of how to maintain and support applications.

		

		

		

		










RELATED INSTRUCTION OUTLINE

APPLICATION SUPPORT 

(Existing Title:  Computer Programmer)

O*NET-SOC CODE: 15-1131.00	 RAPIDS CODE:  0811HY



Related Instruction Descriptions: 

		Module

		Topics

		Hours



		Computer Fundamentals

		Fundamentals of Computers: The Impact of Digital Technology; Computers and the Internet; Security and Ethics.

		12



		Programming Fundamentals – Part 1

		Intro to Programming: Algorithms and Pseudo Code; Variables; Data Types; Operators; Intro to Functions; Collections – string, set, dictionary; Control Structure.

		18



		Programming Fundamentals – Part 2

		Programming Fundamentals: Arguments; Types of Arguments; Variables and their Scope; Exception Handling; Modules and Packages; Libraries and Functions w.r.t. String and List; Intro to OOP; Class and Objects; Constructors; Class Diagram; Static Variables and Methods.

		24



		Database Management System

		Intro to DBMS: Entities and Relationships; SQL Commands and Data Types; Create, Read, Update, and Delete Tables; Functions, Joins, and Subqueries (Only Independent Subqueries); Intro to NoSQL.

		18



		Overview

		ITIL: Service Life Cycle; Service Desk; Dimensions of Service Management; Incident Management in Detail.

		12



		Unix Shell Scripting

		Unix: Basic Unix Commands; Shell Scripting.

		18



		Oracle DB and PL SQL

		Basics of Oracle DB: Introduction to PL/SQL; Introduction to Exception Handling and Subprogram.

		18



		Introduction to Application Operations Support

		Basics of Middleware: Introduction to the Various Administrative Tasks in MW; Administration using WebLogic, WebSphere, and Jboss.

		18



		Tomcat Administration and Java Application Support

		Tomcat Administration and Java Application Support: Introduction to Tomcat Application Server; Understanding Tomcat; Securing Tomcat; Deploying a WAR file in Tomcat; Monitor Tomcat Under Load; Tomcat Scaling and Performance Settings; Writing a Java Servlet Application for Tomcat.

		18



		Other Generic Skill Set – Alert Monitoring

		Introduction to Application Monitoring: Overview; Understanding Application Health Checks; Monitoring Tools; Introduction to Nagios; Understanding Alerts; Debugging and Troubleshooting Alerts; Escalation; Security in Application Monitoring.

		6



		Other Generic Skill Set – Job Monitoring

		Introduction to Job Monitoring: Understanding Job Health Checks; Managing Jobs.

		3



		Other Generic Skill Set – Application Health Check

		Application Health Check: Understanding Smoke Tests; Manual Application Health Checks.

		3



		Other Generic Skill Set – Soft Skills

		Soft Skills: Critical Thinking; Written Communication; Verbal Communication; Evaluating Evidence; Conflict Resolution; How Culture Plays a Role.

		6



		Set up an Azure Machine Learning workspace

		Create an Azure Machine Learning workspace, manage data objects in an Azure Machine Learning workspace, Manage experiment compute contexts.

		36



		Run experiments and train models

		Create models by using Azure Machine Learning Designer, Run training scripts in an Azure Machine Learning workspace, Generate metrics from an experiment run, Automate the model training process.

		45



		Optimize and manage models

		Use Automated ML to create optimal models, Use Hyperdrive to rune hyperparameters, Use model explainers to interpret models, Manage models.

		25



		Deploy and consume models

		Create production compute target, deploy a model as a service, create a pipeline for batch inferencing, and publish a designer pipeline as a web service.

		38



		Related Instruction Maximum Hours 

		318










A-5




WORK PROCESS SCHEDULE

APPLICATION DEVELOPER 

O*NET-SOC CODE:  15-1031.00	RAPIDS CODE:  1129HY



		Work Process Hours

		On-the-job Learning Hours



		Analyze & Design Applications

		Min-Max



		1

		Knowledge of the organization's design principles used for application development.

		24-40



		2

		Knowledge of the process to review and provide input to design specifications.

		24-40



		Develop Applications

		Min-Max



		1

		Knowledge of coding languages used by the organization.

		200-250



		2

		Knowledge of the application development process including coding, documentation and testing.

		80-100



		3

		Knowledge of how to review an application's code as part of a peer group.

		90-120



		4

		Knowledge of how to revise and adapt existing code to meet emerging requirements

		90-120



		5

		Ability to write and document the code used by the organization for application development.

		100-150



		6.

		Ability to integrate application subsystems.

		80-100



		7

		Ability to revise and adapt existing code to meet emerging requirements.

		90-110



		8

		Ability to understand log monitoring and carry out preventative health checks.

		85-90



		Test & Validate Applications

		Min-Max



		1

		Ability to perform unit testing and rework code.

		80-100



		2

		Ability to conduct a peer review of an application's code.

		60-75



		3

		Ability to create and test prototypes as pare to the development process.

		60-75



		4

		Knowledge of the process for developing a test plan for an application.

		85-100



		5

		Ability to perform validation testing on new applications.

		100-110



		6

		Knowledge of how to validate user documentation.

		75-85



		7

		Knowledge of how to interpret test results and make recommendations.

		80-95



		8

		Knowledge of how to support user acceptance testing.

		90-110



		Implement, Support and Maintain Applications

		Min-Max



		1

		Knowledge of how to develop a release plan for an application.

		60-75



		2

		Knowledge of how to develop a user training plan for an application.

		75-90



		3

		Knowledge of how to transition an application to a new system.

		85-100



		4

		Knowledge of how to maintain and support applications.

		100-120



		5

		Knowledge of how to evaluate, implement and document application enhancements.

		100-110



		6

		Knowledge of how to perform system maintenance for application security.

		100-140



		7

		Knowledge of common information security risks and threats.

		100-120



		Total Work Process Hours

		2113-2625










Competency and Task Verification Checklist

APPLICATION DEVELOPER

Each employer partnership will determine the appropriate examples of each core competence.  The list below each core competence should be completed depending on state scope of practice and employer requirements.  



Field Training – Mentor/Journeyworker has provided training and demonstration of task to the apprentice.

Demonstrates Fundamentals – Apprentice can perform the task with some coaching.

[bookmark: _GoBack]Proficient in Task – Apprentice performs task properly and consistently.

Completion Date – Date apprentice completes final demonstration of competency.



		Activity

		Performance Criteria

		Initial and date in the box when complete



		CWF1: Design Application



		Competency

		Knowledge of the organization's design principles used for application development

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Study and learn the software design principles used in the organization.  Participate in a design review of a new or improved application and document the results of the review.

		

		

		

		



		Know



		Know the basic principles of application design used in the organization.

		

		

		

		



		Exit



		Explain the organization's application design principles to the coach.  Successfully contribute to a design review for a new or improved application.  Documentation of the design review judged complete and accurate.

		

		

		

		



		Competency

		Knowledge of the process to review and provide input to user documentation

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Participate in a peer group or with a senior employee in a review of user documentation for a new or improved application.  Document the results of the review including requirements for new or revised user documentation.

		

		

		

		



		Know



		Know how to review and provide input to the user documentation for applications.

		

		

		

		



		Exit



		Coach judges participation in the review acceptable and documentation produced to be complete and accurate.

		

		

		

		



		CWF2: Develop Application



		Competency



		Knowledge of coding languages used by the organization

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Intro to Programming: Algorithms and Pseudo Code; Variables; Data Types; Operators; Intro to Functions; Collections – string, set, dictionary; Control Structure. Programming Fundamentals: Arguments; Types of Arguments; Variables and their Scope; Exception Handling; Modules and Packages; Libraries and Functions w.r.t. String and List; Intro to OOP; Class and Objects; Constructors; Class Diagram; Static Variables and Methods

		

		

		

		



		Know



		Know the coding languages used by the organization for application development.

		

		

		

		



		Exit



		Applications (or parts of application) developed are accepted.

		

		

		

		



		Competency



		Knowledge of the application development process including coding, documentation and testing

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Participate on a software team that develops a new or enhanced software application and learn basic concepts and procedures for developing software applications.  Write and document some code, perform some unit testing, and rework some code for a part of an application.

		

		

		

		



		Know



		Know the basic software development process used by the organization.

		

		

		

		



		Exit



		Successful and active participation on a software development team including generating some code, completing some supporting documentation and supporting testing.

		

		

		

		



		Competency



		Knowledge of how to review an application's code as part of a peer group

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Participate in a review of an application's code as part of a peer group.  Document the group's findings and recommendations for changes to or reworking of the code.

		

		

		

		



		Know

		Know how to participate in peer code review.

		

		

		

		



		Exit

		Understanding of the review process and resulting documentation is judged adequate by coach.

		

		

		

		



		Competency



		Knowledge of how to revise and adapt existing code to meet emerging requirements

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Participate on a software team that revises and adapts existing codes to meet emerging requirements.  Revise and adapt parts of the existing code.

		

		

		

		



		Know



		Know how to revise and adapt existing application code to meet emerging requirements.

		

		

		

		



		Exit



		Coach judges the participation and code adaptations and revisions effective.

		

		

		

		



		CWF3: Test and Validate Applications



		Competency



		Knowledge of the process for developing a test plan for an application

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Participate on a team developing a test plan for a new or revised application.  Assist in developing testing requirements and structuring parts of the required tests.

		

		

		

		



		Know

		Know the process for developing a test plan for an application.

		

		

		

		



		Exit

		Participation considered effective by team and coach.

		

		

		

		



		Competency



		Ability to perform validation testing on new applications

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Participate on a team conducting testing of a new or revised application in accordance with the test plan.  With other members of the team, perform a comprehensive set of specific tests and document results.

		

		

		

		



		Know



		Know how to perform tests for a new application in accordance with a test plan.

		

		

		

		



		Exit



		Testing is conducted effectively and results are fully documented.  Ability to conduct all needed tests is demonstrated to the coach.

		

		

		

		



		Competency



		Knowledge of how to validate user documentation

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Review the user documentation for an existing application.  Exercise an element of the user guide and assess whether the processing steps are as specified in the user document.  Produce a paper or oral presentation on how effective the element documentation supports the use of the application.

		

		

		

		



		Know



		Know how to validate user documentation for an application.

		

		

		

		



		Exit



		Paper or oral presentations demonstrate understanding of the validation process.

		

		

		

		



		Competency

		Knowledge of how to interpret monitored test results and make recommendations

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Introduction to Job Monitoring: Understanding Job Health Checks; Managing Jobs Participate on a team conducting testing and validation of an application in accordance with the test plan.  With other members of the team, review the results of the testing and develop findings and recommendations for and changes needed to the application.  Document the findings any recommendations for the team.

		

		

		

		



		Know



		Know how to interpret test results and make recommendations.

		

		

		

		



		Exit



		Participation considered effective by team and coach.  Documentation is accurate and complete and accepted by team.

		

		

		

		



		Competency

		Knowledge of how to support user acceptance testing

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do



		Study and learn how user acceptance testing is conducted for an application.  Review the results of the user testing that was conducted and develop findings that show how the results affected the application in terms of revisions and user acceptance.  Basics of Middleware: Introduction to the Various Administrative Tasks in MW; Administration using WebLogic, WebSphere, and Jboss.

		

		

		

		



		Know

		Know how to support user acceptance testing.

		

		

		

		



		Exit

		Findings presented show a effective understanding of user acceptance testing.

		

		

		

		



		CWF4: Implement, Support, and Maintain Applications



		Competency



		Knowledge of how to develop a release plan for an application

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Study and learn the organization's process for developing application release plans.  Review the release plan for an operational application and interview the application's implementation team to assess the effectiveness of the plan.  Document the effectiveness of the plan and the release and any recommendations for improving the plan.

		

		

		

		



		Know

		Know how to develop a release plan for an application.

		

		

		

		



		Exit

		Documentation demonstrates a thorough understanding of the how a release plan is developed.

		

		

		

		



		Competency

		Knowledge of how to develop a user training plan for an application

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		With a senior member of an application development team, assist in developing one segment of the user training plan for a new application.  Review the training plan with the customer and the development team and revise the plan as required.

		

		

		

		



		Know

		Know how to develop a user training plan for an application.

		

		

		

		



		Exit

		Team accepts the training plan segment and incorporates it into the overall training plan.

		

		

		

		



		Competency

		Knowledge of how to transition an application to a new system

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Participate on a team to transition an existing application to a new system.  With a senior team member, review the new system hardware and software support requirements and develop a transition plan for a segment of the application.  Assist in the transition to the new system.

		

		

		

		



		Know

		Know how to transition an application to a new system.

		

		

		

		



		Exit

		Knowledge of and participation in the transition judged effective by team and coach.

		

		

		

		



		Competency

		Knowledge of how to maintain and support applications

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Study, learn and practice the organization's procedures and methods for maintaining and supporting applications.  Review the maintenance plan for a simple application and conduct the maintenance and support of the application for 2 months and document all actions taken.

		

		

		

		



		Know

		Know how to maintain and support applications.

		

		

		

		



		Exit

		Coach judges the maintenance and support provided to be timely and effective based on observations and documentation.

		

		

		

		



		Competency

		Knowledge of how to evaluate, implement and document application enhancements

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		With a senior member of the application maintenance team, evaluate and select one performance improvement or application change indicated by business rule changes or additional/changing customer requirements.  Assist in developing an update to the application to support the improvement and follow the system configuration management plan in implementing it.

		

		

		

		



		Know

		Know how to evaluate, implement and document enhancements.

		

		

		

		



		Exit

		Development and implementation considered effective by maintenance team and coach.

		

		

		

		



		Competency

		Knowledge of how to perform system health and maintenance checks  for application security

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Application Health Check: Understanding Smoke Tests; Manual Application Health Checks Study and learn the organization's security policy and procedures and review the application security document.  Assist in performing the system security maintenance actions required for the application.

		

		

		

		



		Know

		Know how to perform system maintenance for application security.

		

		

		

		



		Exit

		Security maintenance actions conducted effectively and application security is maintained.

		

		

		

		



		Competency

		Knowledge of common information security risks and threats

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Review, discuss and learn the importance of Information Systems Security.  Understand the importance of protection mechanisms.  View '"Federal Information Systems Security Awareness" "Computer Security 101", "Protect your AIS", Protect your AIS, the Sequel"  "Networks at Risk" "Identity Theft:  Protect Yourself" (WBT) Videos.

		

		

		

		



		Know

		Know the common information security risks and threats.

		

		

		

		



		Exit

		Completion of video training and a monitored discussion with organization security personnel on the importance of IT security practices.

		

		

		

		



		CWF5: Computer Systems and Software



		Competency

		Knowledge of the organization’s helpdesk and support center operations

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Study and learn organization's helpdesk standard procedures and practices for help desk and support center operations.  Participate in responding to routine customer requests effectively using the organization's standard practices and procedures.

		

		

		

		



		Know

		Know the organization's standard practices and procedures for routine customer helpdesk calls and support center operations.

		

		

		

		



		Exit

		Successfully support help desk and support center customers on multiple occasions using standard procedures.

		

		

		

		



		Competency

		Knowledge of safety rules for operating electronic and computer equipment’s

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Review and practice safety procedures for network test equipment and network related computer equipment.  Assist in updating safety procedures in one area.

		

		

		

		



		Know

		Know safety rules and procedures for operating electronic and computer equipment.

		

		

		

		



		Exit

		Successfully support help desk and support center customers on multiple occasions using standard procedures.

		

		

		

		



		Competency

		Ability to establish and maintain user accounts and access privileges

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Participate in establishing, updating and disestablishing user accounts and access privileges.

		

		

		

		



		Know

		Understand practices and procedures for user account management and access privileges.

		

		

		

		



		Exit

		Successfully and independently demonstrate the ability to maintain user accounts and access privileges.

		

		

		

		



		Competency

		Ability to install, configure and repair basic computer hardware and software

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Participate in installing, configuring and repairing workstation and server hardware, software and peripheral devices.

		

		

		

		



		Know

		Know how to install, configure and repair computer hardware and software.

		

		

		

		



		Exit

		Successful independent installation and configuration of various end user network devices.

		

		

		

		



		Competency

		Ability to install and configure personal computer operating system software

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Review, learn and successfully practice how to install and properly configure personal computer operating system (DOS and Windows) features.

		

		

		

		



		Know

		Know how to configure personal computer operating system features.

		

		

		

		



		Exit

		Successfully install and configure personal computer operating system software on a number of computers.

		

		

		

		



		Competency

		Basic knowledge of network hardware and software maintenance and optimization procedures

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		Do

		Participate in document reviews and discussions on maintaining and optimizing the organizational network hardware and software. Fundamentals of Computers: The Impact of Digital Technology; Computers and the Internet; Security and Ethics.

		

		

		

		



		Know

		Basic understanding for the maintenance and optimization of the organization's network hardware and software.

		

		

		

		



		Exit

		A short paper or oral presentation that accurately explains how maintenance and optimization is conducted on the network's hardware and software.

		

		

		

		












RELATED INSTRUCTION OUTLINE

APPLICATION DEVELOPER 

O*NET-SOC CODE:  15-1031.00	RAPIDS CODE:  1129HY



Related Instruction Descriptions: 

		Module

		Topics

		Hours



		Computer Fundamentals

		Overview of computer fundaments, parts of comptuer system, common commands, terminology, and components to include computer architecture, history/trends, and computational theory.

		3



		Core C#

		Basic and Advanced Programming, Design Pattern Overview, Async and Parallel Programming, Visual Studio 2019, Azure and AWS.  

		40



		Backend – Core SQL and Data Access

		Basic and advanced SQL -DML/DDL, and Cloud-Based, include SSRS (SQL Server Reporting Services)

		30



		ASP.NET 

		Basic and Advanced MVC, Webforms/IIS, Browser Developer Tools, Azure and AWS Environment

		50



		User Interface

		Angular 8, JavaScript, HTML, and CSS

		48



		Web Services

		Basic and Advanced SOA, Restful Web Services, Service Security, Testing and Performance and Microservices.  

		24



		Cloud Platform

		High Level Overview of Cloud Platforms (AWS, Azure), various services, advantages

		6



		Dev Ops

		Basic and Advanced CI, Server Configurations, Deployment Package, Code Analysis, Test Runner, GitHub, Slack, AWS EC2, Azure, UpSource, and Pivotal Tracker.  

		24



		Core .NET or JAVA*

*(Choice dependent  upon workplace requirements)

		Understanding .NET Framework Concepts, Namespaces and Classes in the .NET Framework, .NET Code Compilation, Basic and Advanced Programming, Design Pattern Overview, Async and Parallel Programming, JDK, Spring Tools, Junit, Azure and AWS

		150



		Services

		Basic and Advanced SOA, Restful Web Services, Service Security, Testing and Performance and Microservices.  AWS Lambda

		24



		Client-Side Tech

		J2EE Architecture, Servlet, XML, Weblogic, Azure and AWS Environment

		50



		Related Instruction Maximum Hours

		449
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WORK PROCESS SCHEDULE

END USER COMPUTING 

(Existing Title:  Computer Support Specialist)

O*NET-SOC CODE:  15-1151.00	RAPIDS CODE:  1131HY



		Work Process

		On-the-Job Learning Hours



		Foundations

		Min - Max



		1

		[bookmark: _GoBack]Demonstrate a working understanding of the organization’s structure, personnel rules, responsibilities and general understanding of work ethics, interpersonal communications and related policies.  Understands and practices safety procedures and rules.

		16 - 24



		2

		Demonstrate a working understanding of the goals, mission and vision.

		16 - 24



		3

		Demonstrate a working understanding of the organization’s office tools such as copiers, printers, mobile devices etc.  

		16 - 24



		 

		 Subtotal 

		48 - 72



		Computer Basics

		Min-Max



		1

		Demonstrate a working knowledge of the components of a computer and perform basic troubleshooting on communication issues within a computer.

		120 - 160



		 

		Example On-the-Job Duties:  Identify the components of standard desktop personal computers. Install and configure computer components. Maintain and troubleshoot peripheral components. Install and configure operating systems, Printers and Mobile hardware.

		



		2

		Demonstrate a working knowledge of the hardware components of a computer and perform basic troubleshooting on hardware related issues

		120 - 160



		 

		Example On-the-Job Duties:  Install and configure system components.  Troubleshoot system components. 

		



		3

		Demonstrate a working knowledge of basic networking, to allow the flow of information between multiple computers, VLAN, Wireless, Firewalls and ACL.

		120 - 160



		 

		Example On-the-Job Duties:  Manage, maintain, troubleshoot, install, operate and configure basic network infrastructure.

		



		 

		 Subtotal 

		360 - 480



		Security Basics

		Min-Max



		1

		Demonstrate knowledge of “best practices” in general network security and commands,

		120 - 160



		 

		Example On-the-Job Duties:  Implement secure network communications. Designate how to manage public key infrastructure and certificates.

		



		2

		Create a security awareness program in the organization which is used to communicate “best practices” for end users

		120 - 160



		 

		Example On-the-Job Duties:  Establish security best practices for creating and running web-based applications.  

		 



		

		Subtotal

		240 - 320











		Client Operating System Basics

		Min-Max



		1

		Install and configure client operating systems for the organization.

		160 - 200



		 

		Example On-the-Job Duties:  Configure User Account Controls.  Configure Local Security Policies.  VPN and e-mail client tools.  Configure Windows Firewall.  Configure Windows Defender.  Set indexing locations and modify advanced options.  Create a library and set security permissions.  Create and deploy a search connector.

		



		2

		Maintain and troubleshoot a client operating system for the organization.

		160 - 200



		 

		Example On-the-Job Duties:  Prepare to deploy Windows 7 business desktops.  Assess and resolve application compatibility issues with Windows / OS.  Determine the most appropriate method to deploy Windows / OS based upon specific business requirements.  Design a standard Windows / OS image by assessing and evaluating the business requirements.  Active directory.

		



		 

		 Subtotal

		320 - 400



		Demonstrating Learned Competencies

		Min-Max



		1

		Utilize all of the skills taught during all of the GPs.

		1040 - 1112



		 

		Example On-the-Job Duties:  Maintain and troubleshoot installations of Microsoft Windows. Identify personal computer security concepts.  Identify network technologies.  Install and manage network connections.  Perform networking technologies design principles including adherence to wiring standard and use of testing tools.  Design network specific security practices, disaster recovery procedures, data storage technology implementation procedures.

		



		 

		Example On-the-Job Duties:  Create procedures to enforce organizational security policies. Monitor the security infrastructure and manage security incidents.  Use the built-in commands and diagnostics tools to diagnose and resolve system problems.  Collect system performance information using Performance Monitor.  Configure the Action Center and view messages.  Configure Device Manager and control device installation.  Run Windows PowerShell commands.  Configure Backup and Restore option.  Configure the Sync Center.

		



		 

		Example On-the-Job Duties:  Configure and troubleshoot network and expand the switched network from a small LAN to a medium-sized LAN.  Use multiple switches, to support VLANs, trucking, and spanning tree. 

		



		Total Work Process Hours

		2008 - 2,384 












Competency and Task Verification Checklist

END USER COMPUTING



Each employer partnership will determine the appropriate examples of each core competence.  The list below each core competence should be completed depending on state scope of practice and employer requirements.  



Field Training – Mentor/Journeyworker has provided training and demonstration of task to the apprentice.

Demonstrates Fundamentals – Apprentice can perform the task with some coaching.

Proficient in Task – Apprentice performs task properly and consistently.

Completion Date – Date apprentice completes final demonstration of competency.



		

		

		Initial and date in the box when complete



		Foundations



		

		Performance Criteria

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		1

		Demonstrate a working understanding of the organization’s structure, personnel rules, responsibilities and general understanding of work ethics, interpersonal communications and related policies.  Understands and practices safety procedures and rules.

		

		

		

		



		2

		Demonstrate a working understanding of the goals, mission and vision

		

		

		

		



		3

		Demonstrate a working understanding of the organization’s office tools such as copiers, printers, mobile devices etc.  

		

		

		

		



		

		

		Initial and date in the box when complete



		Computer Basics



		

		Performance Criteria

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		1

		Demonstrate a working knowledge of the components of a computer and perform basic troubleshooting on communication issues within a computer.

		

		

		

		



		2

		Demonstrate a working knowledge of the hardware components of a computer and perform basic troubleshooting on hardware related issues

		

		

		

		



		3

		Demonstrate a working knowledge of basic networking, to allow the flow of information between multiple computers, VLAN, Wireless, Firewalls and ACL.

		

		

		

		



		

		

		Initial and date in the box when complete



		Security Basics



		Performance Criteria

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		1

		Demonstrate knowledge of “best practices” in general network security and commands,

		

		

		

		



		2

		Create a security awareness program in the organization which is used to communicate “best practices” for end users.

		

		

		

		



		

		

		Initial and date in the box when complete



		Client Operating System Basics



		

		Performance Criteria

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		1

		Install and configure client operating systems for the organization. 

		

		

		

		



		2

		Maintain and troubleshoot a client operating system for the organization. 

		

		

		

		







		

		

		Initial and date in the box when complete



		Demonstrating Learned Competencies



		Performance Criteria

		Field Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		1

		Utilize all of the skills taught during all of the GPs.

		

		

		

		



		

		Maintain and troubleshoot installations of Microsoft Windows.

		

		

		

		



		

		Identify personal computer security concepts.  

		

		

		

		



		

		Identify network technologies.

		

		

		

		



		

		Install and manage network connections.  Perform networking technologies design principles including adherence to wiring standard and use of testing tools.

		

		

		

		



		

		Design network specific security practices, disaster recovery procedures, data storage technology implementation procedures.

		

		

		

		



		

		Create procedures to enforce organizational security policies.

		

		

		

		



		

		Monitor the security infrastructure and manage security incidents.  

		

		

		

		



		

		Use the built-in commands and diagnostics tools to diagnose and resolve system problems.  

		

		

		

		



		

		Collect system performance information using Performance Monitor.

		

		

		

		



		

		Configure the Action Center and view messages.

		

		

		

		



		

		Configure Device Manager and control device installation.  

		

		

		

		



		

		Run Windows PowerShell commands.

		

		

		

		



		

		Configure Backup and Restore option.

		

		

		

		



		

		Configure the Sync Center.

		

		

		

		



		

		Configure and troubleshoot network and expand the switched network from a small LAN to a medium-sized LAN.  

		

		

		

		



		

		Use multiple switches, to support VLANs, trucking, and spanning tree.

		

		

		

		
















RELATED INSTRUCTION OUTLINE

END USER COMPUTING 

(Existing Title : Computer Support Specialist)

O*NET-SOC CODE:  15-1151.00	RAPIDS CODE:  1131HY



Related Instruction Descriptions: 

		Module

		Topics

		Hours



		Computer Fundamentals

		Overview of computer fundaments, parts of comptuer system, common commands, terminology, and components

		6



		ITIL Overview

		Professional, change management, escalation, customer service, risk, diagnosis, documentation

		12



		System Components

		Cases, Power supplies, Motherboards, processors, memory, BIOS, Expansion cards, audio and Video

		18



		Peripheral Devices

		USB, Displays, Video, Device Driver Management and Troubleshooting

		6



		Storage

		Devices, SATA, Optical Media, RAID, Storage Management, storage spaces, disk optimization, and troubleshooting

		12



		Networking

		Overview, Hardware, Media, Ethernet, IP Configuration, Internet Connectivity, Network Utilities, and troubleshooting

		12



		Wireless Networking

		Wireless, infrared, Bluetooth, NFC, SOHO configuration, Internet of Things, troubleshooting

		6



		Printing

		Types of Printers, Configuration, Network printing, print management, maintenance, and troubleshooting 

		6



		Mobile Devices

		Laptops, dual displays, touchpads, GPS, notebooks, Wi-Fi, synchronization, biometrics

		6



		Operating System Implementation/Management

		Component Selection, Windows pre-installation, Windows Installation, Post Installation 

		12



		File Management

		Windows file locations, NTFS permissions, shared folders

		6



		System Management

		Windows system tools, preferences and settings, performance monitoring, active directory, Users and groups, remote services, Windows application management, Linux application management, Updates, System backup, system recovery, virtual memory, boot errors

		12



		Security Overview

		Best Practices, incident response, social engineering, malware protection, file encryption Understanding attacks, defense planning, access control, cryptography basics, network monitoring incident response

		12



		Policy and Procedures

		Security policies, risk management, business continuity, manageable network plan, App development and deployment, employee management, third party integration

		6



		Cables and Connectors

		Twisted pair, coaxial, fiber optic, wiring, troubleshooting network media

		6



		Ethernet

		Ethernet, Ethernet specification, connecting network devices

		3



		IP Configuration 

		IPIPA and alternate addressing, DHCP configuration, DHCP relay, DHCP name resolution, Multicast, troubleshooting IP configuration issues, IP communications, and name resolution

		12



		Switch Management

		Switch access, switch IP configuration, virtual LANs, trunking, spanning tree protocol, switch troubleshooting

		6



		Routing 

		Routing protocols, network address translation

		6



		Wireless Network Troubleshooting

		Wireless concepts, standards, configuration, wireless network design, network implementation, wireless security, wireless troubleshooting

		12



		Network Management

		Update management, data protection, remote management, mobile device management, data center management monitoring, log file management, network management with SNMP

		6



		Application Support

		Office 365, Office Suite, Cortana, OneDrive, Skype for Business, Outlook, MS Edge, email writing (etiquette)

		18



		Packaging

		Sizing, security, packing materials, insurance, safety, delivery options 

		6



		Soft Skills

		Customer service, critical thinking, active listening, questioning, articulation, assertiveness, etiquette (written and oral), service excellence, customer orientation

		12



		Ticketing Systems

		Types of ticketing systems, features, functions, customization, ServiceNow 

		18



		Deploy Windows

		Deploy Windows Perform Post Installation configuration

		16



		Manage devices and data

		Manage local users, local groups, and devices, configure data access and protection, configure devices by using local policies, Manage Windows security

		16



		Maintain Windows

		Configure system and data recovery, manage updates, Monitor and manage Windows

		24



		Deploy and update operating systems

		Plan and implement Windows 10 by using dynamic deployment, Plan and implement Windows 10 by using Windows Autopilot, Upgrade devices to Windows 10, Manage updates, Manage device authentication

		24



		Configuration Management (SCCM)

		Image Management, User and Computer Management, Application and Patch management, Inventory and Reporting, Features like Software metering etc. Distribution Point Management

		16



		MAC OS

		Introduction to JamF, Management of Mac OS

		8



		Manage policies and profiles

		Plan and implement co-management, implement conditional access and compliance policies for devices, Configure device profiles, Manage user profiles

		16



		Manage and protect devices

		Manage Windows Defender, Manage Intune device enrollment and inventory, Monitor devices

		8



		Manage apps and data

		Deploy and update applications, Implement Mobile Application Management (MAM)

		16



		Related Instruction Maximum Hours

		381
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