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SUBJECT:	New Apprenticeable Occupation:  Cyber Intel Planner

1. Purpose. To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors, and other Registered Apprenticeship partners of the following new apprenticeable occupation:  Cyber Intel Planner

2. Action Requested. OA staff should familiarize themselves with this bulletin and the attached Work Process Schedule and Related Instruction Outline, as a source for developing apprenticeship standards and/or providing technical assistance.

Cyber Intel Planner will be added to the List of Occupations Recognized as Apprenticeable by OA located on www.apprenticeship.gov.  A suggested Work Process Schedule and Related Instruction Outline are attached.

3. Summary and Background. 
a. Summary – The occupation Cyber Intel Planner was submitted by Mr. Thomas P. Phillips, Director, on behalf of United Services Military Apprenticeship Program (USMAP), was processed by Ricky Godbolt and approved by the OA Administrator on November 14, 2022.  

b. Background – 

New/Revised Occupation Background - Under 29 CFR section 29.4, an occupation for a RAP must meet the following criteria to be determined apprenticeable:

a) Involve skills that are customarily learned in a practical way through a structured, systematic program of on-the job supervised learning:
b) Be clearly identified and commonly recognized throughout an industry;
c) Involve the progressive attainment of manual, mechanical, or technical skills and knowledge which, in accordance with the industry standard for the occupation, would require the completion of at least 2,000 hours of on-the-job learning to attain; and
d) Require related instruction to supplement the on-the job learning. 

4. New Apprenticeable Occupation. The occupation Cyber Intel Planner was submitted for an apprenticeability determination.

Cyber Intel Planner 
O*NET-SOC CODE:  33-3021.06
RAPIDS CODE:  3044
Type of Training:  Time-based

Cyber Intel Planners perform the following duties: 
· Incorporate intelligence and counterintelligence to support plan development. 
· Identify all available partner intelligence capabilities and limitations supporting cyber operations. 
· Identify, draft, evaluate, and prioritize relevant intelligence or information requirements. 
· Identify cyber intelligence gaps and shortfalls for cyber operational planning. 
· Identify the need, scope, and timeframe for applicable intelligence environment preparation derived production. 
· Interpret environment preparations assessments to determine a course of action. 
· Recommend refinement, adaptation, termination, and execution of operational plans as appropriate.  

Inquiries. If you have any questions, please contact Ricky C. Godbolt, Program Analyst, National Office of Apprenticeship at (202) 693-3815 or Godbolt.Ricky.C@dol.gov.

5. Attachments. 
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WPS and RIO-Cyber Intel Plann
WORK PROCESS SCHEDULE

CYBER INTEL PLANNER

O*NET-SOC CODE: 33-3021.06	 RAPIDS CODE:  3044



		Develop Cyber Operations Plan

		Hours



		· Provide input to the analysis, design, development, or acquisition of capabilities used for meeting objectives. 

· Provide input to the identification of cyber-related success criteria. 

· Provide input to or develop courses of action based on threat factors. 

· Provide subject matter expertise to planning teams, coordination groups, and taskforces as necessary. 

· Prepare for and provide subject matter expertise to exercises. 

· Provide cyber-focused guidance and advice on intelligence support plan inputs. 

· Develop cyber-related training and skills development programs, including cyber ranges. 

· Skill in applying analytical methods typically employed to support planning and to justify recommended strategies and courses of action. 

· Knowledge of basic physical computer components, and architectures, including the functions of various components and peripherals (e.g., CPUs, network interface cards, data storage).

		



		Total 

		1000







		Collaborate with others to implement cyber operations

		Hours



		· Coordinate for intelligence support to operational planning activities. 

· Assist and advise interagency partners in identifying and developing best practices for facilitating operational support to the achievement of organization objectives. 

· Enable synchronization of intelligence support plans across partner organizations as required. 

· Collaborate with other team members or partner organizations to develop a diverse program of information materials (e.g., web pages, briefings, print materials). 

· Incorporate intelligence equities into the overall design of cyber operations plans. 

· Coordinate with intelligence planners to ensure that collection managers receive information requirements. 

· Coordinate with the intelligence planning team to assess capability to satisfy assigned intelligence tasks. 

· Coordinate, produce, and track intelligence requirements. 

· Coordinate, synchronize, and draft applicable intelligence sections of cyber operations plans. 

· Ensure that intelligence planning activities are integrated and synchronized with operational planning timelines. 

· Issue requests for information. 

· Lead and coordinate intelligence support to operational planning. 

· Maintain relationships with internal and external partners involved in cyber planning or related areas. 

· Maintain situational awareness to determine if changes to the operating environment require a review of the plan. 

· Conduct long-range, strategic planning efforts with internal and external partners in cyber activities.

		



		Total 

		2000







		Coordinate intelligence to support cyber operations

		Hours



		· Assist in the development and refinement of priority information requirements.

· Contribute to crisis action planning for cyber operations.

· Contribute to the development of the organization’s decision support tools if necessary.

· Develop and review intelligence guidance for integration into supporting cyber operations planning and execution.

· Develop detailed intelligence support to cyber operations requirements.

· Develop potential courses of action.

· Develop, implement, and recommend changes to appropriate planning procedures and policies.

· Draft cyber intelligence collection and production requirements.

· Collaborate with team to identify, validate, and levy requirements for collection and analysis.

· Skill to express orally and in writing the relationship between intelligence capability limitations and decision-making risk and impacts on the overall operation.

· Knowledge of fundamental cyber operations concepts, terminology/lexicon (I.e., environment preparation, cyber-attack, cyber defense), principles, capabilities, limitations, and effects.

· Ability to communicate complex information, concepts, or ideas in a confident and well-organized manner through verbal, written, and/or visual means.

· Ability to function in a collaborative environment, seeking continuous consultation with other analysts and experts – both internal and external to the organization –to leverage analytical and technical expertise.

· Collaborate with the development of additional plans for offensive and intelligence activities in support of cyber defense operations, bringing federal civilian and defense agencies together with the private sector to collaborate on intelligence development and defensive measures.

		



		Total 

		2000







		Document Cyber Operational Procedures

		Hours



		· Provide input to the identification of cyber-related success criteria.

· Provide input to or develop courses of action based on threat factors.

· Provide subject matter expertise to planning teams, coordination groups, and taskforces as necessary.

· Prepare for and provide subject matter expertise to exercises.

· Provide cyber-focused guidance and advice on intelligence support plan inputs.

· Coordinate and document after actions reviews/reports, findings, and lessons learned that lead to iterative improvements in such areas such as developing cyber incident planning documents and other key cyber security documents and processes.

		



		Total 

		1200







Total Hours - 6200






RELATED INSTRUCTION OUTLINE

CYBER INTEL PLANNER

O*NET-SOC CODE: 33-3021.06   RAPIDS CODE:  3044



		Related Instruction Outline



		Related Instruction Subjects

		Hours



		Year 1

		



		Introduction to Cybersecurity Tools and Cyber Attacks

		20



		Cybersecurity Roles, Processes, and Operating System Security 

		15



		The Bits and Bytes of Computer Networking

		34



		Cybersecurity Compliance Framework and System Administration

		16



		System Administration and IT Infrastructure Services 

		28



		IT Security: Defense Against the Digital Dark Arts

		30



		Hardware Security 

		12



		Total Year 1, Level One Curriculum

		155



		Year 2

		



		Network Security and Database Vulnerabilities

		14



		Identifying, monitoring, and analyzing risk and incident response and recovery

		23



		Usable Security 

		12





		Software Security 

		18



		Cryptography 

		18



		Cyber Incident Response 

		2



		Stages of Incident Response 

		5



		Technical Deep Dive with Incident Response Tools

		5



		Security Governance and Compliance 

		9



		Introduction to Risk Management 

		10



		Cybersecurity Foundations for Risk Management 

		8



		Introduction to Cyber Attacks

		20



		

		8



		Total Year 2, Level Two Curriculum

		152



		Year 3

		



		Implementing a Risk Management Framework

		18



		Cyber Attack Countermeasures

		20



		Real-Time Cyber Threat Detection and Mitigation

		15



		Enterprise and Infrastructure Security

		15



		Personnel and Third-Party Security

		10



		Cyber Threat Intelligence

		30



		Managing Network Security

		15



		Managing Cybersecurity Incidents and Disasters

		15



		Dominant Risk Management Standards and Frameworks

		8



		Total Year 3, Level Three Curriculum

		146





Total Hours: 453


