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SUBJECT:	New Apprenticeable Occupation:  Cyber Digital Forensics Analyst

1. Purpose. To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors, and other Registered Apprenticeship partners of the following new apprenticeable occupation:  Cyber Digital Forensics Analyst

2. Action Requested. OA staff should familiarize themselves with this bulletin and the attached Work Process Schedule and Related Instruction Outline, as a source for developing apprenticeship standards and/or providing technical assistance.

Cyber Digital Forensics Analyst will be added to the List of Occupations Recognized as Apprenticeable by OA located on www.apprenticeship.gov.  A suggested Work Process Schedule and Related Instruction Outline are attached.

3. Summary and Background. 
a. Summary – The occupation Cyber Digital Forensics Analyst was submitted by Mr. Thomas P. Phillips, Director, on behalf of United Services Military Apprenticeship Program (USMAP), was processed by Ricky Godbolt and approved by the OA Administrator on November 10, 2022.  

b. Background – 

New/Revised Occupation Background - Under 29 CFR section 29.4, an occupation for a RAP must meet the following criteria to be determined apprenticeable:

a) Involve skills that are customarily learned in a practical way through a structured, systematic program of on-the job supervised learning:
b) Be clearly identified and commonly recognized throughout an industry;
c) Involve the progressive attainment of manual, mechanical, or technical skills and knowledge which, in accordance with the industry standard for the occupation, would require the completion of at least 2,000 hours of on-the-job learning to attain; and
d) Require related instruction to supplement the on-the job learning. 

4. New Apprenticeable Occupation. The occupation Cyber Digital Forensics Analyst was submitted for an apprenticeability determination.

Cyber Digital Forensics Analyst 
O*NET-SOC CODE:  15-1299.06
RAPIDS CODE:  3043
Type of Training:  Time-based

Cyber Digital Forensics Analyst perform the following duties: 
· Identify digital evidence for examination and analysis in such a way as to avoid unintentional alteration. 
· Prepare digital media for imaging by ensuring data integrity
· Examine recovered data for information of relevance to the issue at hand. 
· Use specialized equipment and techniques to catalog, document, extract, collect, package, and preserve digital evidence. 
· Identify digital evidence for examination and analysis in such a way as to avoid unintentional alteration. 
· Review forensic images and other data sources (e.g., volatile data) for recovery of potentially relevant information. 
· Document original condition of digital and/or associated evidence (e.g., via digital photographs, written reports, hash function checking). 
· Create a forensically sound duplicate of the evidence (i.e., forensic image) that ensures the original evidence is not unintentionally modified, to use for data recovery and analysis processes.

Inquiries. If you have any questions, please contact Ricky C. Godbolt, Program Analyst, National Office of Apprenticeship at (202) 693-3815 or Godbolt.Ricky.C@dol.gov.

5. Attachments. 
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CDFA-WPS and RTI
WORK PROCESS SCHEDULE

Cyber Digital Forensics Analyst

O*NET-SOC CODE:  15-1299.06	  RAPIDS CODE:  3043



                                                       Work Process Sections

  

Total Minimum Hours:  5000





A.Identifying objects, actions, and events  


		Work Process 

		Approx. Hours 



		• Identify digital evidence for examination and analysis in such a way as to avoid unintentional alteration.  • Prepare digital media for imaging by ensuring data integrity (e.g., write blockers in accordance with standard operating procedures). • Examine recovered data for information of relevance to the issue at hand. • Use specialized equipment and techniques to catalog, document, extract, collect, package, and preserve digital evidence. • Identify digital evidence for examination and analysis in such a way as to avoid unintentional alteration. • Review forensic images and other data sources (e.g., volatile data) for recovery of potentially relevant information. • Document original condition of digital and/or associated evidence (e.g., via digital photographs, written reports, hash function checking). • Create a forensically sound duplicate of the evidence (i.e., forensic image) that ensures the original evidence is not unintentionally modified, to use for data recovery and analysis processes. This includes, but is not limited to, hard drives, floppy diskettes, CD, PDA, mobile phones, GPS, and all tape formats.

		2000










B.Analyze and Interpret Forensic Evidence. 


		Work Process 

		Approx. Hours 



		• Capture and analyze network traffic associated with malicious activities using network monitoring tools. • Conduct analysis of log files, evidence, and other information in order to determine best methods for identifying the perpetrator(s) of a network intrusion. • Perform dynamic analysis to boot an image of a drive (without necessarily having the original drive) to see the intrusion as the user may have seen it, in a native environment. • Perform hash comparison against established database. • Perform timeline analysis. • Perform static media analysis, perform static malware analysis. • Perform tier 1, 2, and 3 malware analysis. • Perform virus scanning on digital media. • Perform file system forensic analysis. • Perform static analysis to mount an image of a drive (without necessarily having the original drive).

		2000








C.Documenting/ Recording Forensics Information 

		Work Process 

		Approx. Hours 



		• Confirm what is known about an intrusion and discover new information, if possible, after identifying intrusion via dynamic analysis. • Provide technical summary of findings in accordance with established reporting procedures. • Ensure chain of custody is followed for all digital media acquired in accordance with the Federal Rules of Evidence. • Provide technical assistance on digital evidence matters to appropriate personnel. • Recognize and accurately report forensic artifacts indicative of a particular operating system. • Write and publish cyber defense techniques, guidance, and reports on incident findings to appropriate constituencies.

		1000








								Total Hours: 5000



RELATED INSTRUCTION OUTLINE

Cyber Digital Forensics Analyst

O*NET-SOC CODE:  15-1299.06	  RAPIDS CODE:  3043



Related Instruction – (List skills and major duties):



Approximate Hours:  360                                 



Related Instruction Subjects  


		Threat Analysis



		Vulnerabilities Assessment



		Incident Management



		Network Management



		Data Management



		Information Systems / Network Security



		Legal, Government, and Jurisprudence



		Infrastructure Design



		Information Assurance



		Encryption



		Operating Systems



		Data Privacy and Protection



		Identity Management









Total Hours:  360


