BULLETIN 2020-73	April 29, 2020
	U.S. Department of Labor
Employment and Training
  Administration
Office of Apprenticeship (OA)
Washington, D.C.  20210
	Distribution:

A-541 Headquarters
A-544 All Field Tech
A-547 SD+RD+SAA+; Lab.Com
	Subject:  New National Guidelines for Apprenticeship Standards for CyberUp

Code:  400.1


	
Symbols:  DRAP/RCG
	
	
Action:  Immediate

	
PURPOSE:  To inform the staff of OA and the State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors and other Registered Apprenticeship partners of the new National Guidelines for Apprenticeship Standards for CyberUp.

BACKGROUND:  These new National Guidelines for Apprenticeship Standards requested by 
Ms. Amber Lowry, Program Director, CyberUp were approved by the OA Administrator on April 20, 2020.  These new National Guidelines for Apprenticeship Standards are a model for developing local apprenticeship programs registered with OA or a SAA for the following occupation: 

                                         Cyber Security Analyst
                                         (Existing Title:  Cyber Security Support Technician)
                                         O*NET-SOC CODE:  15-1122.00  
                                         RAPIDS CODE:  2050CB 

ACTION:  The OA staff should familiarize themselves with this bulletin.  A copy of the National Guidelines for Apprenticeship Standards including the Work Process Schedule and Related Instruction Outlines are attached.

If you have any questions, please contact Stephanie L. Schmitt, Apprenticeship and Training Representative at (314) 539-2527.

NOTE:  This bulletin is being sent via electronic mail.  

Attachments
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 (
SECTION I – STANDARDS OF APPRENTICESHIP 29 CFR § 29.5
)



A. [bookmark: A._Responsibilities_of_the_sponsor:_Cybe]Responsibilities of the sponsor: CyberUp must conduct, operate, and administer this program in accordance with all applicable provisions of Title 29 Code of Federal Regulations (CFR) parts 29 and 30, and all relevant guidance issued by the Office of Apprenticeship (OA). The sponsor must fully comply with the requirements and responsibilities listed below and with the requirements outlined in the document “Requirements for Apprenticeship Sponsors Reference Guide.”

Sponsors shall:

· Ensure adequate and safe equipment and facilities for training and supervision and provide safety training for apprentices on-the-job and in related instruction.

· Ensure there are qualified training personnel and adequate supervision on the job.

· Ensure that all apprentices are under written apprenticeship agreements incorporating, directly or by reference, these standards and the document “Requirements for Apprenticeship Sponsors,” and that meets the requirements of Title 29, CFR part 29.7. Form ETA 671 may be used for this purpose and is available upon logging into RAPIDS.

· Register all apprenticeship standards with the U.S. Department of Labor, including local variations, if applicable.

· Submit apprenticeship agreements within 45 days of enrollment of apprentices.

· Arrange for periodic evaluation of apprentices’ progress in skills and technical knowledge, and maintain appropriate progress records.

· Notify the U.S. Department of Labor within 45 days of all suspensions for any reason, reinstatements, extensions, transfers, completions and cancellations with explanation of causes. Notification may be made in RAPIDS or using the contact information in Section K.

· Provide each apprentice with a copy of these standards, Requirements for Apprenticeship Sponsors Reference Guide, and Appendix A, any applicable written rules and polices, and require apprentices to sign an acknowledgment of their receipt. If the sponsor alters these standards or any Appendices to reflect changes it has made to the apprenticeship program, the sponsor will obtain approval of all modifications from the
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Registration Agency, then provide apprentices a copy of the updated standards and Appendices and obtain another acknowledgment of their receipt from eachapprentice.

B. [bookmark: B._Minimum_Qualifications_-_29_CFR_§_29.]Minimum Qualifications - 29 CFR § 29.5(b)(10)

An apprentice must be at least 18 years of age, except where a higher age is required by law, and must be employed to learn an apprenticeable occupation. Please include any additional qualification requirements as appropriate (optional):

☒ There is an educational requirement of High School Diploma or GED

· There is a physical requirement of  	

☒ The following aptitude test(s) will be administered Basic Skills Test, Cognitive Aptitude Test, and Personality Profile

· A valid driver’s license is required.

☒ Other Eligible to work in the United States

C. [bookmark: C._Apprenticeship_Approach_and_Term_-_29]Apprenticeship Approach and Term - 29 CFR § 29.5(b)(2)

The apprenticeship program(s) will select an apprenticeship training approach. See Appendix A to select approach.

D. [bookmark: D._Work_Process_Schedule_and_Related_Ins]Work Process Schedule and Related Instruction Outline - 29 CFR § 29.5(b)(4) Every apprentice is required to participate in related instruction in technical subjects related to the occupation. Apprentices ☐ will ☐ will not be paid for hours spent

attending related instruction classes. Insert Work Process Schedule and Related

Instruction Outline at Appendix A.

E. [bookmark: E._Credit_for_Previous_Experience_–_29_C]Credit for Previous Experience – 29 CFR § 29.5(b)(12)

Apprentice applicants seeking credit for previous experience gained outside the apprenticeship program must furnish such transcripts, records, affidavits, etc. that may be appropriate to substantiate the claim. CyberUp will evaluate the request for credit and make a determination during the apprentice’s probationary period.

Additional requirements for an apprentice to receive credit for previous experience (optional):









F. [bookmark: F._Probationary_Period_–29_CFR_§_29.5(b)][bookmark: Every_applicant_selected_for_apprentices]Probationary Period –29 CFR § 29.5(b)(8) and(20)

Every applicant selected for apprenticeship will serve a probationary period which may not exceed 25 percent of the length of the program or 1 year whichever is shorter. Insert probationary period at Appendix A.





G. [bookmark: G._Ratio_of_Apprentices_to_Journeyworker]Ratio of Apprentices to Journeyworkers - 29 CFR § 29.5(b)(7)

Every apprenticeship program is required to provide an apprenticeship ratio of apprentices to journeyworkers for adequate supervision. Insert ratio at Appendix A.

H. [bookmark: H._Apprentice_Wage_Schedule_-_29_CFR_§_2]Apprentice Wage Schedule - 29 CFR § 29.5(b)(5)

Apprentices must be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly journeyworker wage rate. Insert the progressive wage schedule at Appendix A.

I. [bookmark: I._Equal_Employment_Opportunity_and_Affi]Equal Employment Opportunity and Affirmative Action



1. [bookmark: 1._Equal_Opportunity_Pledge_-_29_CFR_§§_]Equal Opportunity Pledge - 29 CFR §§ 29.5(b)(21) and 30.3(c)(1)

CyberUp will not discriminate against apprenticeship applicants or apprentices based on race, color, religion, national origin, sex (including pregnancy and gender identity), sexual orientation, genetic information, or because they are an individual with a disability or a person 40-years old or older.

CyberUp will take affirmative action to provide equal opportunity in apprenticeship and will operate the apprenticeship program as required under Title 29 of the Code of Federal Regulations, part 30.

[Optional] The equal opportunity pledge applies to the following additional protected bases (as applicable per the sponsor’s state or locality):











2. [bookmark: 2._Affirmative_Action_Program_-_29_CFR_§]Affirmative Action Program - 29 CFR §§ 29.5(b)(21), 30.4, and 30.10

CyberUp acknowledges that it will adopt an affirmative action plan in accordance with 29 Title CFR § 30.4-30.9 (required for sponsors with five or more registered apprentices by two years from the date of the sponsor’s registration or by two years from the date of registration of the program’s fifth (5th) apprentice). Information and technical assistance materials relating to the creation and maintenance of an affirmative action plan will be made available on the Office of Apprenticeship’s website.



3. [bookmark: 3._Selection_Procedures_-_29_CFR_§_30.10]Selection Procedures - 29 CFR § 30.10

Every sponsor will adopt selection procedures for their apprenticeship programs, consistent with the requirements set forth in 29 CFR § 30.10(b). See Appendix A to enter your selection procedures for each occupation for which the sponsor intends to train apprentices.





[bookmark: J._Complaint_Procedures_-_29_CFR_§§_29.5]J.		Complaint Procedures - 29 CFR §§ 29.5(b)(22), 29.7(k), 29.12, and 29 CFR § 30.14 If an applicant or an apprentice believes an issue exists that adversely affects the apprentice’s participation in the apprenticeship program or violates the provisions of the apprenticeship agreement or standards, the applicant or apprentice may seek relief.

Nothing in these complaint procedures precludes an apprentice from pursuing any other remedy authorized under another Federal, State, or local law. Below are the methods by which apprentices may send a complaint:

1. Complaints regarding discrimination. Complaints must contain the complainant’s name, address, telephone number, and signature, the identity of the respondent, and a short description of the actions believed to be discriminatory, including the time and place. Generally, a complaint must be filed within 300 days of the alleged discrimination. Complaints of discrimination should be directed to the following contact (To be completed by OA) :

Name: Chief, Division of Registered Apprenticeship and Policy

Address: 200 Constitution Avenue, NW Washington, DC 20210

Telephone Number: 202-693-2796

Email Address: ApprenticeshipEEOcomplaints@dol.gov Attn: Apprenticeship EEO Complaints

2. [bookmark: 2.__Other_General_Complaints.__The_spons]	Other General Complaints. The sponsor will hear and attempt to resolve the matter locally if written notification from the apprentice is received within 15 days of the alleged violation(s). The sponsor will make such rulings as it deems necessary in each individual case within 30 days of receiving the written notification. Any complaint described that cannot be resolved by the program sponsor to the satisfaction of all parties may be submitted to the Registration Agency provided below in section K: (To be completed by Sponsor):

Name: Ms. Amber Lowry

Address: 911 Washington Ave, Ste# 170 St. Louis, MO 63101

Telephone Number: 314-403-1411

Email Address: amber@wecyberup.org





K. [bookmark: K._Registration_Agency_General_Contact_I]Registration Agency General Contact Information 29 CFR § 29.5(b)(17)

The Registration Agency is the United States Department of Labor’s Office of Apprenticeship. General inquiries, notifications and requests for technical assistance may be submitted to the Registration Agency using the contact information below (To be completed by OA).

Name: Stephanie Schmitt, Apprenticeship and Training Representative Address: 1222 Spruce Street, Room 9.102E Room 9

St. Louis, MO 63103-2818

Telephone Number: (314) 539-2527

Email Address: Schmitt.Stephanie@dol.gov



L. [bookmark: L.__Reciprocity_of_Apprenticeship_Progra]Reciprocity of Apprenticeship Programs 29 CFR § 29.13(a)(7)

States must accord reciprocal approval for Federal purposes to apprentices, apprenticeship programs and standards that are registered in other States by the Office of Apprenticeship or a Registration Agency if such reciprocity is requested by the apprenticeship program sponsor.

Program sponsors seeking reciprocal approval must meet the wage and hour provisions and apprentice ratio standards of the reciprocal State.

 (
SECTION II - APPENDICES AND ATTACHMENTS
)



☒ Appendix A – Work Process Schedule, Related Instruction Outline, Apprentice Wage Schedule, Ratio of Apprentices to Journeyworkers, Type of Occupation, Term of Apprenticeship, Selection Procedures, and Probationary Period

☒ Appendix B – ETA 671 - Apprenticeship Agreement and Application for Certification of Completion of Apprenticeship (To be completed after registration)

· Appendix C – Affirmative Action Plan (Required within two years of registration unless otherwise exempt per 29 CFR §30.4(d))

☒ Appendix D – Employer Acceptance Agreement (For programs with multiple- employers only)







 (
SECTION III - SIGNATURES
)



[bookmark: OFFICIAL_ADOPTION_OF_APPRENTICESHIP_STAN]OFFICIAL ADOPTION OF APPRENTICESHIP STANDARDS



The undersigned sponsor hereby subscribes to the provision of the Apprenticeship Standards formulated and registered by CyberUp, on this 24th day of March 2020.



The signatories acknowledge that they have read and understand the document titled “Requirements for Apprenticeship Sponsors Reference Guide” and that the provisions of that document are incorporated into this agreement by reference unless otherwise noted.







                                                          /s/



Signature of Sponsor (designee)	Signature of Sponsor (designee)

(Requires Manual Signature)	(Requires Manual Signature)





      Amber Lowry

Printed Name	Printed Name





 (
SECTION IV - DISCLOSURE AGREEMENT 
(Optional)
)





I, Amber Lowry, acting on behalf of CyberUp authorize OA to share the Work Process Schedule and Related Instruction Outline in Appendix A with other potential apprenticeship sponsors.







                                         /s/                                                                                   March 24, 2020

Signature	Date

(Requires Manual Signature)







     Amber Lowry

Printed Name
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WORK PROCESS SCHEDULE

CYBER SECURITY ANALYST 

(Existing Title: Cyber Security Support Technician)

O*NET-SOC CODE:  15-1122.00	RAPIDS CODE:  2050CB



This schedule is attached to and a part of these Standards for the above identified occupation.

APPRENTICESHIP APPROACH

☐     Time-based	☒     Competency-based	☐     Hybrid

TERM OF APPRENTICESHIP

The term of the apprenticeship is 1 year with an OJL attainment of CB hours, supplemented by the minimum required 558 hours of related instruction.  

RATIO OF APPRENTICES TO JOURNEYWORKERS

The apprentice to journeyworker ratio is:  3 Apprentices to 1 Journeyworker.

APPRENTICE WAGE SCHEDULE

[bookmark: _Hlk524343263]Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly journeyworker wage rate, which is: 
$25.00.  



1-Year Term



1st		3 Months = $15.00

2nd		3 Months = $18.00

3rd		3 Months = $21.00

4th 		3 Months = $24.00

PROBATIONARY PERIOD

Every applicant selected for apprenticeship will serve a probationary period of 12 weeks.

SELECTION PROCEDURES

See Page A-15.

 




WORK PROCESS SCHEDULE

CYBERSECURITY ANALYST 

(Existing Title:  Cyber Security Support Technician)

O*NET-SOC CODE:  15-1122.00	RAPIDS CODE:  2050CB

																					

		Work Process and Classroom Training Duties and Hours

		Competent (Y/N)



		Period 1  General Practices - Foundations

		



		1

		Demonstrate a working understanding of the organization’s structure, personnel rules, responsibilities, and general understanding of work ethics, interpersonal communications, and related policies.  Understands and practices safety procedures and rules.

		



		2

		Demonstrate a working understanding of the organization’s goals, mission, and vision.

		



		3

		Demonstrate a working understanding of the organization’s office tools such as copiers, fax machines, etc.

		



		4

		Demonstrate a working knowledge of the components of a computer and perform basic troubleshooting on communication issues within a computer.

		



		

		Example of On-the-Job Duties:  Identify the components of standard desktop personal computers.  Install and configure computer components. Maintain and troubleshoot peripheral components. Install and configure operating systems.

		



		5

		Demonstrate a working knowledge of the hardware components of a computer and perform basic troubleshooting on hardware related issues.

		



		

		Example of On-the-Job Duties:  Install and configure system components.  Troubleshoot system components.

		



		General Practices - Computer Basics

		



		1

		Demonstrate a working knowledge of the Microsoft Office suite and basic troubleshooting on a computer.

		



		

		Example of On-the-Job Duties:  Identify the components of standard desktop personal computers.  Install and configure computer components.  Maintain and troubleshoot peripheral components.  Install and configure operating systems.

		



		2

		Demonstrate a basic knowledge of troubleshooting, networking, and security across a variety of devices.

		



		

		Example of On-the-Job Duties:  Install and configure system components.  Troubleshoot system components. 

		



		3

		Demonstrate a basic knowledge of the cloud components of a network and perform basic troubleshooting on hardware related issues.

		



		

		Example of On-the-Job Duties:  Manage, maintain, troubleshoot, install, operate, and configure basic cloud infrastructure or services.

		



		4

		Demonstrate a basic knowledge of “best practices” in general network security.

		



		

		Example of On-the-Job Duties:  Implement secured network communications.  Designate how to manage public key infrastructure and certificates.

		



		Period 2  General Practices - Security Basics

		



		1

		Demonstrate a basic knowledge of “best practices” in managing Linux networks.

		



		

		Example of On-the-Job Duties:  Implement Linux operating systems to troubleshoot and identify potential cybersecurity risks and breaches.

		



		2

		Demonstrate a fundamental knowledge of “best practices” in general network security.

		



		 

		Example of On-the-Job Duties:  Establish security best practices for creating and running web-based applications.  Set a policy to enforce organizational security policies.  Design systems for monitoring the security infrastructure and manage security incidents.

		



		               General Practices – Advanced Networking 

		



		1

		Demonstrate a fundamental knowledge of basic networking, to allow the flow of information between multiple computers.  Install and configure client operating systems for the organization.

		



		

		Example of On-the-Job Duties:  Manage, maintain, troubleshoot, install, operate and configure basic network infrastructure.

		



		2

		Demonstrate a working knowledge of how to configure and troubleshoot network operating systems. 

		



		

		Example of On-the-Job Duties:  Install and configure servers.  Configure and troubleshoot Domain Name System (DNS) and Windows Internet Name Service (WINS).  Configure and troubleshoot DHCP. Configure and troubleshoot IPv4 & IPv6 TCP/IP. Configure and troubleshoot Routing and Remote Access.  Install, configure, and troubleshoot the Network Policy Server Role service. 

		



		3

		Demonstrate a working knowledge of how to configure and troubleshoot Active Directory. 

		



		

		Example of On-the-Job Duties:  Configure Active Directory Domain Services.  Perform backup and restore, and monitor and troubleshoot Active Directory related issues.

		



		4

		Demonstrate a working knowledge of how to configure and troubleshoot identity and access solutions. 

		



		 

		Example of On-the-Job Duties:  Configure, identity, and access solutions with Windows Server 2008 or newer Active Directory.  Describe identity and access solutions.  Configure Active Directory Certificate Services.  Deploy and manage certificates.

		



		Period 3 General Practices – Advanced Networking Cont.

		



		1

		Demonstrate a working knowledge of how to configure and troubleshoot IIS and terminal services. 

		



		

		Example of On-the-Job Duties:  Describe the IIS 7.0 or newer modular architecture and workloads.  Describe the three methods for installing IIS 7.0 or newer and Install IIS 7.0 or newer using each of the three identified methods. 

		



		

		Example of On-the-Job Duties:  Install and configure the Terminal Services (TS) role, TS settings, and TS Licensing Role.  Identify when to use the per-user and per-device licensing modes, and identify the appropriate licensing scope and configure forest, domain, and workgroup licensing.  Configure TS connection properties using TS console and Group Policy.  Troubleshoot TS connection properties for a single user and multiple users.  Identify the considerations for the types of applications that can be installed in a TS environment.

		



		2

		Plan and administer Windows Server 2008R2 or newer. 

		



		

		Example of On-the-Job Duties:  Plan for both Windows Server installation and upgrades.  Plan and implement network connectivity by using IPv4-related technologies and plan a migration strategy to IPv6.  Plan the deployment of Active Directory related services.

		



		3

		Design a Windows Server 2008R2 or newer Network Infrastructure.

		



		

		Example of On-the-Job Duties:  Describe key components of network infrastructure design.  Describe how to design a secure network.  Design a plan for allocating IP addresses to workstations and servers.  Design an appropriate name resolution system that incorporates DNS.  Optimize a name resolution system that incorporates DNS and WINS.  Design a solution for network access using Network Access Protection (NAP) solution.  

		



		4

		Design a Windows Server 2008R2 or newer Active Directory Infrastructure.

		



		

		Example of On-the-Job Duties:  Design an Active Directory infrastructure and services in Windows Server.

		



		Period 4 General Practices – Advanced Security

		



		1

		Demonstrate a basic knowledge of best practices in cryptography, end user management, penetration testing, data forensics, malware, NIST standards, metasploit, end-user management, threat responses, social engineering, and corporate security management best practices.

		

		



		

		Example of On-the-Job Duties:  Identify and troubleshoot potential risks to files and network.  Address and respond to malware issues.  Identify phishing or spam emails.  Monitor security software. 

		

		



		

End of On-the-Job Learning
























RELATED INSTRUCTION OUTLINE

CYBERSECURITY ANALYST 

(Existing Title: Cyber Security Support Technician)

O*NET-SOC CODE:  15-1122.00	RAPIDS CODE:  2050CB



NETWORK ENGINEER

		Virtual Security Lab

		Analyze Various Data Sources to Confirm Suspected Infection

		1 HR



		

		· Learning Outcome:  Apprentices will be proficient with being able to confirm the presence of malicious activity using the various tools including wireshark and VIrusTotal.com. 

		



		Course

		CompTIA Linux+	

		14 HRS



		

		· Learning Outcome:   Apprentices will have a training that will prepare them with the knowledge to become a certified Linux+ expert, spanning a curriculum that covers Linux maintenance task, user assistance and installation and configuration. 

		



		Certification Lab

		CompTIA Linux+ LX0-103

		32 HRS



		

		· Learning Outcome:  Apprentices will be proficient at Linux administration and also prepared to take their CompTIA LX0-103 Linux+ certification exam.

		



		Certification Practice Test

		CompTIA LX0-103:  Linux+

		22 HRS





		

		· Learning Outcome:  The practice certification test will prepare apprentices to confidently ace part 1 of the Linux+ certification exam. 

		



		Certification Lab

		CompTIA Linux+ LX0-104

		32 HRS



		

		· Learning Outcome:  Apprentices will have knowledge on basic Linux concepts such as package management, commands, and devices. 

		



		Virtual Security Lab

		Scanning and Mapping Networks	

		3 HRS



		

		· Learning Outcome:  Apprentices will be able to scan and map any network using Zenmap, be able to compare the current network system baseline to the previously recorded network map and annotate any discrepancies, and create and save two documents (.xml and .nmap) detailing the findings concerning each system on the network. 

		



		Virtual Security Lab

		Firewall Set-up and Configuration	

		3 HRS



		

		· Learning Outcome:  The candidate has demonstrated the ability to set-up a firewall from the command line interface, configure a firewall from a web interface, and learn how to create a firewall rule to manage network traffic at different levels. 

		



		Virtual Security Lab

		Setting up Zones in a Firewall

		2 HRS



		

		· Learning Outcome:  Apprentices will be able to be able to configure a pfSense firewall to create/isolate various network segments. 

		



		Virtual Security Lab

		Block Incoming Traffic on Known Port

		1 HR



		

		· Learning Outcome:  Apprentices will be able to respond to an incident by blocking incoming traffic of a known port from a specific IP.

		



		Virtual Security Lab

		Network Miner

		1 HR



		

		· Learning Outcome:  Apprentices will be able to use the Network Miner tool, analyze pcap files and extract potentially malicious files. 

		



		Course

		CompTIA Network+

		40 HRS



		

		· Learning Outcome:  Apprentices will have the tools to have a successful career in network administration. 

		



		Certification Lab

		CompTIA Network+ N10-007

		36 HRS



		

		· Learning Outcome:  Apprentices will have hands on labs to learn VPN Technologies and Services.

		



		Certification Practice Test

		CompTIA - N10-007 Network+	

		4 HRS



		

		· Learning Outcome:  Upon completion of the test apprentices will have a good understanding of network infrastructure, networking concepts, vulnerabilities, network operations, and troubleshooting. 

		



		Virtual Security Lab

		Preliminary Scanning

		1 HR



		

		· Learning Outcome:  Apprentice will know how to utilize Nmap, to identify the systems on a network of responsibilities. 

		



		Micro-Course

		Open Systems Interconnection model (OSI model)

		1 HR



		

		· Learning Outcome:  Apprentices will be able to operate the OSI model and be prepared to obtain their OSI model certification. 

		



		Micro- Course

		TCP/IP

		1 HR



		

		· Learning Outcome:  Apprentices will have the knowledge of core networking principles that are essential for advancing a career in cyber security or information assurance. 

		



		Micro-Course

		Network Devices		

		3 HRS



		

		· Learning Outcome:  Network devices will solidify apprentice’s knowledge in networking and allow them the opportunity to work hands on with a variety of essential equipment, furthering their cyber security career and provide a valuable skill set that will always be in demand. 

		



		Virtual Security Lab

		Comparing Controls

		1 HR



		

		· Learning Outcome:  Apprentices will know how to evaluate policies in place on a domain and apply the policies in accordance to organizational standards. 

		



		Course

		Cisco CCNA

		20 HRS



		

		· Learning Outcome:  Apprentices will become proficient in operating, installing, configuring, and troubleshooting WAN, LAN, and dial access services for medium-sized networks.

		



		Certification Lab

		Cisco Certified Network Associate (CCNA 200-125)

		35 HRS



		

		· Learning Outcome:  Apprentices will have the skills and knowledge they need to successfully complete their 200-152 Cisco Certified Network Associate certification exam. 

		



		TOTAL                                                                                                                                            253 HRS



		

		SOC ANALYST

		



		Course

		Intro to InfoSec

		1 HR



		

		· Learning Outcome:  Apprentices will be ready to launch a new career.

		



		Course

		CompTIA Security+

		10 HRS



		

		· Learning Outcome:  Apprentices will be properly prepared to successfully complete the CompTIA Security+ certification exam. 

		



		Certification Lab

		CompTIA Security+ 501	

		30 HRS



		

		· Learning Outcome:  Apprentice will know the information to confidently ace the CompTIA Security+ certification exam. 

		



		Certification Practice Test

		CompTIA SY0-501:  Security+

		2 HRS



		

		· Learning Outcome: Based upon a passing score, this test will prove that apprentices have the knowledge threats, attacks and vulnerabilities, technologies and tools, architecture and design. Identity and access management, risk management, cryptography and PKI.

		



		Course

		Penetration Testing and Ethical Hacking	

		14 HRS



		

		· Learning Outcome:  Apprentices will be able to exploit networks in the manner of an attacker and be able to protect the network from the attacker. 

		



		Certification Lab

		Certified Ethical Hacker (CEH)

		25 HRS



		

		· Learning Outcome:  Apprentice will have the skills to become a skillful capable ethical hacker and be able to confidently ace their Certified Ethical Hacker certification exam. 

		



		Certification Practice Test

		Ethical Hacking (CEH Preparation)

		4 HRS



		

		· Learning Outcome:  Based upon a passing score, apprentices will have the knowledge of mapping networks, packet sniffing, social engineering and planting a backdoor. 

		



		Virtual Security Lab

		Open Source Password Cracking

		7 HRS



		

		· Learning Outcome:  Open Source Password Cracking lab teaches apprentices how to use the open source tool, John the Ripper, to crack passwords of various file types on both a Windows and a Linux virtual machine.  Apprentices will learn about using tools to crack passwords on Windows and Linux machines.  There are many methods to crack passwords, this skill is a key part of the Cyber Operator work role and builds to the ability to use tools, techniques, and procedures to remotely exploit and establish persistence on a target.

		



		Course

		Intro to Malware Analysis and Reverse Engineering

		10 HRS



		

		· Learning Outcome:  Apprentices will be able to perform dynamic and static analysis on all major file types.  Apprentices will know how to carve malicious executables from documents and how to recognize common malware tactics and debug and disassemble malicious binaries. 

		



		Virtual Security Lab

		Participate in Attack Analysis Using Trusted Tool Set	

		3 HRS



		

		· Learning Outcome:  Apprentices will be able to participate in the attack analysis and incident response to identify vulnerabilities.  Apprentices will also be able to capture a list of the current environmental variables that later will be analyzed for any anomalies in the variables. 

		



		Lab

		Cross Site Request Forgery (CSRF)	

		1 HR



		

		· Learning Outcome:  Apprentices will be able to prevent ill-intent such as “Phishing” scams, downloadable files via a link, etc. that directs an end-user to a falsified server.

		



		Lab

		Cross Site Request Forgery (CSRF) Defend	

		1 HR



		

		· Learning Outcome:  Apprentices will be able to defend against Cross-Site Request Forgery attacks. 

		



		Course

		Web Application Penetration Testing

		3 HRS



		

		· Learning Outcome:  Apprentices will be able to develop their own pen testing environment.

		



		Lab

		XSS Store Based Fishing

		1 HR



		

		· Learning Outcome:  Apprentices will be able to perform the following duties:  secure coding, web application security essentials, OWASP top 10-cross site scripting, and gain administrator access to illegal websites. 

		



		Lab

		XSS Stored

		1 HR



		

		· Learning Outcome:  Apprentices will be able to perform a Stored XSS attack in their investigation of a website that is being used for illegal content. 

		



		Lab

		XSS Reflected

		1 HR



		

		· Learning Outcome:  Apprentices will be able to identify XSS Reflected vulnerabilities, how to find XSS Reflected vulnerabilities, how to create a malicious link that will be used for XSS Reflected attack, and they will be able to insert the link into the website. 

		



		Course

		Incident Response and Advanced Forensics

		5 HRS



		

		· Learning Outcome:  Apprentices will be able to integrate advanced authentication, how to manage risk in enterprise, how to conduct vulnerability assessments and how to analyze network security concepts and components. 

		



		Lab

		Botnet Takedown

		3 HRS



		

		· Learning Outcome:  Apprentices will have a proper knowledge to be able to disable a botnet. 

		



		TOTAL                                                                                                                                            122 HRS



		

		PENETRATION TESTER

		



		Virtual Security Labs

		Network Discovery

		2 HRS



		

		· Learning Outcome:  Apprentices will be able to discover information about DNS servers, configure IPTables to impede malicious hackers, run traceroute scans, and running a query to see if the port is open to ICMP packets. 

		



		Virtual Security Labs

		Preliminary Scanning

		1 HR



		

		· Learning Outcome:  Apprentices will be able to identify systems on a network of responsibilities.  Apprentices will also be able to identify other devices on the laboratory network, to include computers and network infrastructure devices, such as routers. 

		



		Virtual Security Labs

		Parse Files Out of Network Traffic	

		1 HR



		

		· Learning Outcome:  Apprentices will be able to use the network traffic analysis tools, Wireshark and Network Miner to analyze network traffic and identify potential file transfers and extract files.

		



		Virtual Security Labs

		Specialized Linux Port Scans

		1 HR



		

		· Learning Outcome:  Apprentices will be able to leverage Hping3 to assess ports of various devices on the assigned network. 

		



		Course

		CompTIA Security+

		10 HRS



		

		· Learning Outcome:  Apprentices will have the skills to perform proficiently in topics such as threats, vulnerabilities and attacks, systems security, network infrastructure, access control, cryptography, risk management, and organizational security.

		



		Certification Labs

		CompTIA Security+ 501	

		30 HRS



		

		· Learning Outcome:  Apprentices will have the skills mastered that will be needed to be a security professional. 

		



		Virtual Security Labs

		Using Snort and Wireshark to Analyze Traffic

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills needed to critically inspect network traffic and detect suspicious activity.  Apprentices will also be able to use Snort and Wireshark to quickly and effectively scan and understand what's happening in their network. 

		



		Virtual Security Labs

		Threat Designation

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills to conduct scans against a web server, a file share, a printer and a user’s host device. 

		



		Micro Course

		Fundamental Vulnerability Management

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills needed to use the popular scanning tools, delivery of progress reports, and implementation of increased systems coverages.

		



		Course

		Penetration Testing and Ethical Hacking

		14 HRS



		

		· Learning Outcome:  Apprentices will have the skills and tools that are required for the development and application of an effective vulnerability prevention strategy to prevent attackers from entering key systems. 

		



		Certification Labs

		Certified Ethical Hacker (CEH)

		25 HRS



		

		· Learning Outcome:  Apprentices will have the skills mastered that are needed to be a capable ethical hacker. 

		



		Virtual Security Labs

		Applying Filters to TCPDump and Wireshark

		1 HR



		

		· Learning Outcome:  Apprentices will have mastered the skills to becoming efficient and effective at conducting security task. 

		



		Micro Course

		Security Assessment & Testing

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills to manage risks involved in developing, operating, and sustaining systems and capabilities. 

		



		Virtual Security Labs

		Identifying System Vulnerabilities with OpenVAS

		1 HR



		

		· Learning Outcome:  Apprentices will be able to scan a system in OpenVAS to discover and identify systems on the network that have vulnerabilities. 

		



		Virtual Security Labs

		Implement Single System Changes in Firewall

		1 HR



		

		· Learning Outcome:  Apprentices will have mastered the skills for network interface configuration, Pfsense firewall initial set-up, firewall rules, and the importance of blocking/allowing TCP/UDP ports.

		



		Virtual Security Labs

		Manual Vulnerability Assessment

		1 HR



		

		· Learning Outcome:  Apprentices will be able to perform a risk assessment based on the findings from the previous vulnerability audits and determine appropriate mitigation actions. 

		



		Virtual Security Labs

		Performing an Initial Attack Analysis

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills to perform incidence response on a compromised machine, collect volatile data and have the skill to ability to manipulate data. 

		



		Virtual Security Labs

		Advanced Techniques for Malware Recovery

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills to analyze processes, DLLs, registry edits and other auto start functions to locate and remove malicious software from an infected Windows 7 victim machine.

		



		Virtual Security Labs

		Analyze and Classify Malware

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills to create and conduct basic static analysis of a malicious executable file.

		



		Virtual Security Labs

		Dynamic Malware Analysis Capstone

		1 HR



		

		· Learning Outcome: Apprentices will have the skills to capture network traffic by using the simple “man-in-the-middle” system. 

		



		Course

		CompTIA Cybersecurity Analyst (CySA+)	

		15 HRS



		

		· Learning Outcome: Apprentices will have the skills to analysis and defense techniques leveraging data.  Apprentices will have the tools to identify risks to an organization and they will know how to apply effective mitigation strategies. 

		



		Certification Lab

		CompTIA CySA+	

		27 HRS



		

		· Learning Outcome:  Apprentices will have the skills to identify and combat malware, and advanced persistent threats (APTs), resulting in enhanced threat visibility across a broad attack surface.

		



		Virtual Security Labs

		Vulnerability Scan Analysis

		2 HRS



		

		· Learning Outcome:  Apprentices will have the skills to Identify, Mitigate, Scan, Analyze and Remediate Network Vulnerabilities pertaining to an organization's IT Infrastructure and assess the Threat Environment on the basis of confirmatory audits of the basic IT/Cyber Security CIAAN Privacy Principles.

		



		Virtual Security Labs

		Vulnerability Scanner Set-up and Configuration

		1 HR



		

		· Learning Outcome: Apprentices will have the skills to perform a Risk assessment based on the findings from the previous vulnerability audits and determine appropriate mitigation actions.

		



		Virtual Security Labs

		Vulnerability Scanner Set-up and Configuration, Pt. 2

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills to perform confirmatory assessments of systems or networks according to an audit policy.

		



		Virtual Security Labs

		Monitoring Network Traffic

		1 HR



		

		· Learning Outcome: Apprentices will have the skills to interpret the information collected by network tools, detect host and network-based intrusions via intrusion detection technologies, and perform packet-level analysis. 

		



		Virtual Security Labs

		Analyze SQL Injection Attack

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills to recognize and validate SQL Injection Attacks against an environment.

		



		Virtual Security Labs

		Creating Recommendations Based on Vulnerability Assessments

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills to perform assessments of systems or networks according to an audit policy. 

		



		Course

		Advanced Penetration Testing

		20 HRS



		

		· Learning Outcome:  Apprentices will have the skills on how to attack from the web using cross-site scripting, SQL injection attacks, remote and local file inclusion and how to understand the defender of a network that they are breaking into. 

		



		Virtual Security Labs

		Denial of Service PCAP Analysis

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills to perform a Denial of Service attack. 

		



		Virtual Security Labs

		Centralized Monitoring	

		1 HR



		

		· Learning Outcome:  Apprentices will have the skills to remotely visualize and analyze data through various forms of technology.

		



		Course

		Computer and Hacking Forensics

		10 HRS



		

		· Learning Outcome:  Apprentices will have the skills to; determine potential online criminal activity at its inception, legally gather evidence, search and investigate wireless activity.

		



		Course

		Metasploit

		6 HRS



		

		· Learning Outcome:  Apprentices will have the skills to use the Metasploit framework software for penetration testing and be able to offer their organization even better security and protection from cyber-attacks. 

		



		TOTAL                                                                                                                                       183 HRS



		TOTAL HOURS                                                                                                                                          558 HRS 














	



SELECTION PROCEDURES

Please enter selection procedures for this occupation:

Apprentices must be at least 18 years or older with a High School Diploma or GED and eligible to work in the United States. 

Apprentices will also complete 3 assessment tests. 

Below are the three tests the apprentice will complete.  It will take them about 50 minutes in total.  Apprentices must also complete the test using a desktop computer, not on apprentice phone.  Here’s a helpful link if apprentices would like to prepare for the aptitude, personality, and skills test before beginning.
 
The Criteria Basic Skills Test (CBST) 
 
• The CBST measures the basic math and verbal skills that are required to succeed in a wide variety of non-managerial positions.
• It is a quick way to assess job readiness for a range of jobs. 
• The CBST consists of 40 questions with a 20-minute time limit.
 
The Criteria Cognitive Aptitude Test (CCAT) 
 
• The CCAT measures an individual's aptitude, or ability to solve problems, digest and apply information, learn new skills, and think critically. 
• Cognitive aptitude is one of the highest predictors of job success for any position. 
• The CCAT consists of 50 multiple choice questions with a 15-minute time limit.  Very few people finish all 50 items within the allotted time.
 
The Employee Personality Profile (EPP) 
 
• The EPP is a multi-dimensional personality assessment that measures 12 different personality traits. 
• Each trait provides valuable insight into an apprentice’s work styles and how that apprentice is likely to interact with colleagues and customers. 
• Scores for each trait are presented as percentile rankings relative to our global norming group. 
• The assessment contains 140 prompts. 
• The EPP is not timed, but it takes most apprentices about 15 minutes to complete.
 
Please note, the results of these test will not disqualify the apprentice from CyberUp’s Apprenticeship Program.  It will just help CyberUp meet the apprentice where they are in their Cybersecurity journey and place them in CyberUp’s pipeline accordingly.
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Program Registration and

Apprenticeship Agreement
Office of Apprenticeship

U.S. Department of Labor

Employment and Training Administration

APPRENTICE REGISTRATION — SECTION I OMB No. 1205-0223 Expiration Date: 03/31/2023

This agreement does not constitute a certification under Title 29 Code of| The program sponsor and apprentice agree to the terms of the Apprenticeship
Federal Regulations (CFR) Part 5 for the employment of the apprentice on| Standards incorporated as part of this agreement and in accordance with Title 29 CFR
Federally financed or assisted construction projects. Current certifications| Parts 29 and 30. The sponsor’'s Apprenticeship Standards are attached and hereby
must be obtained from the Office of Apprenticeship (OA) or the recognized|incorporated into this agreement as they exist on the date of the agreement. These
State Apprenticeship Agency. Standards may be amended during the period of this agreement with the consent of the
parties to the agreement. This agreement may be terminated by either of the parties,
citing cause(s), with notification to the registration agency, in compliance with Title 29
CFR Part 29.

PART A: TO BE COMPLETED BY APPRENTICE. NOTE TO SPONSOR: PART A SHOULD ONLY BE FILLED OUT BY APPRENTICE.

1. Name (Last, First, Middle) and Address Answer Both A and B (Voluntary)
(Definitions on reverse)

*Social Security Number 5. Veteran Status (Mark one)
[ Non-Veteran

[ Veteran

(No., Street, City, State, Zip Code, Telephone Number) 4. a. Ethnic Group (Mark one)

[ Hispanic or Latino
] Not Hispanic or Latino

6. Education Level (Mark one)
[1 Less than 9" grade

2. Date of Birth (Mo., Day, Yr.) 3. Sex (Mark one)

O Male © Female b. Race (Mark one or more)

[ American Indian or Alaska native
[ Asian
[ Black or African American
[] Native Hawaiian or other
Pacific Islander

[ 9" to 12" grade, no diploma
[ High School graduate or GED

[J Some College or Associate’s
degree

[] Bachelor's degree
[] Master’s degree
[] Doctorate or Prof. degree

O white

7a. Employment Status (Mark one) [J New Employee [ Existing Employee
7b. Career Connection (Mark one) (Instructions on reverse) [] None [] Pre-Apprenticeship [] Technical Training School [] Military Veterans
[ Job Corps [ YouthBuild [J HUD/STEP-UP

8. Signature of Apprentice Date

[ Career Center Referral [ School-to-Registered Apprenticeship

9. Signature of Parent/Guardian (if minor) Date

PART B: SPONSOR: EXCEPT FOR ITEMS 6, 7, 8, 10a. - 10c, REMAINDER OF ITEMS REPOPULATED FROM PROGRAM REGISTRATION.

1. Sponsor Program No.

2a Occupation (The work processes listed in the  |2p Occupation Code:

standards are part of this agreement).

Sponsor Name and Address (No. Street, City, County, State, Zip Code) 2b.1. Interim Credentials

Only applicable to Part B, 3.b.
and 3.c. (Mark one)
[dYes [No
5. Probationary Period
(Hrs., Mos., Yrs.)

4. Term
(Hrs., Mos., Yrs.)

3. Occupation Training
Approach (Mark one)

3a. [] Time-Based

3b. [] Competency-Based
3c. [ Hybrid

6. Credit for Previous
Experience (Hrs., Mos., Yrs.)

7. Term Remaining
(Hrs., Mos., Yrs.)

8. Date Apprenticeship
Begins

9a. Related Instruction
(Number of Hours Per Year)

9b. Apprentice Wages for Related Instruction
[J will Be Paid [] Will Not Be Paid

9c. Related Training Instruction Source

10. Wages: (Instructions on reverse)

10a. Prior Hourlv Wage $
Check Box

10d. Term

[ Hrs., [ Mos., or [1Yrs.

10b. Apoprentice’s Entrv Hourlv Waae $ 10c. Journevworker's Hourlv Wage $
Period 1 2 3 4 5 6 7 8 9 10

10e. Wage Rate
(Mark one) % [ or $ (]

11. Signature of Sponsor’s Representative(s)

Date Signed 13. Name and Address of Sponsor Designee to Receive Complaints

12. Signature of Sponsor’s Representative(s) Date Signed

PART C: TO BE COMPLETED BY REGISTRATION AGENCY
1. Registration Agency and Address

2. Signature (Registration Agency) 3. Date Registered

4. Apprentice Identification Number (Definition on reverse):
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Program Definitions and/or Instructions:

Part A
Item 4.a. Definition - Ethnic Group:

Hispanic or Latino. A person of Cuban, Mexican, Puerto Rican, South or Central American, or other Spanish culture or origin, regardless of race.
The term, “Spanish origin,” can be used in addition to “Hispanic or Latino.”

Item 4.b. Definitions - Race:

American Indian and Alaska Native. A person having origins in any of the original peoples of North and South America (including Central
America) and who maintains tribal affiliation or community attachment. This category includes people who indicate their race as "American Indian or
Alaska Native" or report entries such as Navajo, Blackfeet, Inupiat, Yup'ik, or Central American Indian groups or South American Indian groups.
Asian. A person having origins in any of the original peoples of the Far East, Southeast Asia, or the Indian subcontinent including, for example,
Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the Philippine Islands, Thailand, and Vietnam. This includes people who reported
detailed Asian responses such as: "Asian Indian," "Chinese," "Filipino," "Korean," "Japanese," "Vietnamese," and "Other Asian" or provide other
detailed Asian responses.

Black or African American. A person having origins in any of the Black racial groups of Africa. It includes people who indicate their race as "Black
or African American," or report entries such as African American, Kenyan, Nigerian, or Haitian.

Native Hawaiian and Other Pacific Islander. A person having origins in any of the original peoples of Hawaii, Guam, Samoa, or other Pacific
Islands. It includes people who reported their race as "Fijian," "Guamanian or Chamorro," "Marshallese," "Native Hawaiian," "Samoan," "Tongan,"
and "Other Pacific Islander" or provide other detailed Pacific Islander responses.

White. A person having origins in any of the original peoples of Europe, the Middle East, or North Africa. It includes people who indicate their race
as "White" or report entries such as Irish, German, Italian, Lebanese, Arab, Moroccan, or Caucasian.

Item 7b. Instructions:
Indicate any career connection (definitions follow). Enter “None” if no career connection applies.

Pre-Apprenticeship. A program or set of strategies designed to prepare individuals to enter and succeed in a Registered
Apprenticeship program which has or have a documented partnership(s) with a Registered Apprenticeship program(s).

Technical Training School. Graduates trained in an occupation from a technical training school related to an occupation

registered by the program sponsor and who meet the minimum qualifications for Registered Apprenticeship.

Military Veterans. Veterans that completed a military technical training school and/or elect to participate in the Building and
Construction Trades Helmets to Hardhats Program or trained in an occupation while in the military related to an occupation
registered by the program sponsor and who meet the minimum qualifications for Registered Apprenticeship.

Job Corps. Graduates trained in an occupation from a federally funded Job Corps center related to an occupation registered

by the program sponsor and who meet the minimum qualifications for Registered Apprenticeship.

YouthBuild. Graduates trained in an occupation from a federally funded YouthBuild program related to an occupation registered

by the sponsor and who meet the minimum qualifications for Registered Apprenticeship.

HUD/STEP-UP. Applicants who successfully participated in the U.S. Department of Housing and Urban Development Step-Up
program and received an apprenticeship experience which meets the minimum qualifications for Registered Apprenticeship.

Career Center Referral. Includes career center participants referred to the Registered Apprenticeship Program and/or apprentice(s)
that receive workforce system funded services that support their participation in a Registered Apprenticeship program. This may
Include the use of individual training accounts and/or on-the-job training reimbursements.

School-to-Registered Apprenticeship. Program designed to allow high school youth ages 16 - 17 to enter a Registered Apprenticeship
program and continue after graduation with full credit given for the high school portion.

Part B
Item 2.b.1. Interim Credentials. Based on program standards that utilize the competency-based or hybrid training approach, and, upon request of the

program sponsor, the credentials are issued as certificates by the Registration Agency. Interim credentials provide certification of
competency attainment by an apprentice.

Item 3. Occupation Training Approach. The program sponsor decides which of the three training methods to use in the program as follows:

3.a.

Time-Based Training Approach - apprentice required to complete a specific number of hours of on-the-job learning (OJL) and related training
instruction (RTI).

3.b. Competency-Based Training Approach - apprentice required to demonstrate competency in defined subject areas and does not require any
specific hours of OJL or RTI; or

3.c. Hybrid-Training Approach - apprentice required to complete a minimum number of OJL and RTI hours and demonstrate competency in the
defined subject areas.

Item 4. Term (Hrs., Mos., Yrs.). Based on the program sponsor’s training approach. See Part B, Item 4. Available in the terms of the
Apprenticeship Standards.

Item 5. Probationary Period (Hrs. Mos., Yrs.) Probation period cannot exceed 25 percent of the length of the program or one year, whichever is
shorter.

Item 7. Term Remaining (Hrs., Mos., Yrs.). Under Part B, Item 6., Credit for Previous Experience (Hrs., Mos., Yrs.) is determined by the program

sponsor. The Term Remaining (Hrs., Mos., Yrs.) in Part B, Item 7., for the apprentice to complete the apprenticeship is based on the
training approach indicated in Part B, Item 3. The term remaining is available in the terms of the Apprenticeship Standards.

Item 10. Wage Instructions:

10a.
10b.
10c.
10d.

10e.

Prior hourly wage: sponsor enters the individual’s hourly wage in the quarter prior to becoming an apprentice.

Apprentice’s entry hourly wage (hourly dollar amount paid): sponsor enters this apprentice’s entry hourly wage.

Journeyworker’'s wage: sponsor enters wage per hour.

Term: sponsor enters in each box the apprentice schedule of pay for each advancement period based on the program sponsor’s
training approach. See Part B, Item 3., and is available in the terms of the Apprenticeship Standards.

Percent or dollar amount: sponsor marks one.
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Note: 10c. If the employer is signatory to a collective bargaining agreement, the journeyworker’s wage rate in the applicable collective bargaining
agreement is identified. Apprenticeship program sponsors not covered by a collective bargaining agreement must identify a minimum
journeyworker’s hourly wage rate that will be the basis for the progressive wage schedule identified in Item 10e,0f this agreement.

10d. The employer agrees to pay the hourly wage rate identified in this section to the apprentice each period of the apprenticeship based on
the successful completion of the training approach and related instructions outlined in the Apprenticeship Standards. The period may
be expressed in hours, months, or years.

10e. The wage rates are expressed either as a percent or in dollars and cents of the journeyworker’'s wage depending on the industry.

Example (Time-based approach) - 3 YEAR APPRENTICESHIP PROGRAM

Term Period 1 Period 2 Period 3 Period 4 Period 5 Period 6
Hrs., Mos., Yrs. 1000 Hrs. 1000 Hrs. 1000 Hrs. 1000 Hrs. 1000 Hrs. 1000 Hrs.
% 55 60 65 70 80 90

Example (Time-based approach) - 4 YEAR APPRENTICESHIP PROGRAM

Term Period 1 Period 2 Period 3 Period 4 Period 5 Period 6 Period 7 Period 8
Hrs., Mos., Yrs. 6 Mos. 6 Mos. 6 Mos. 6 Mos. 6 Mos. 6 Mos. 6 Mos. 6 Mos.
50 55 60 65 70 75 80 90

Item 13. Identifies the individual or entity responsible for receiving complaints (Code of Federal Regulations, CFR, Title 29 part 29.7(k)).

Part C.
Item 4. Definition: The Registered Apprenticeship Partners Information Data System (RAPIDS) encrypts the apprentice’s social security number and
generates a unique identification number to identify the apprentice. It replaces the social security number to protect the apprentice’s privacy.

*The submission of your social security number is requested. The apprentice’s social security number will only be used to verify the apprentice’s periods of employment and wages
for purposes of complying with the Office of Management and Budget related to common measures of the Federal job training and employment programs for measuring performance
outcomes and for purposes of the Government Performance and Results Act. The Office of Apprenticeship will use wage records through the Wage Record Interchange System
and needs the apprentice’s social security number to match this number against the employers’ wage records. Also, the apprentice’s social security number will be used, if
appropriate, for purposes of the Davis Bacon Act of 1931, as amended, U.S. Code Title 40, Sections 276a to 276a-7, and Title 29 CFR Part 5, to verify and certify to the U.S.
Department of Labor, Wage and Hour Division, that you are a registered apprentice to ensure that the employer is complying with the geographic prevailing wage of your
occupational classification. Failure to disclose your social security number on this form will not affect your right to be registered as an apprentice. Civil and criminal provisions of
the Privacy Act apply to any unlawful disclosure of your social security number, which is prohibited.

The collection and maintenance of the data on ETA-671, Apprentice Registration — Section Il Form, is authorized under the National Apprenticeship Act, 29 U.S.C. 50, and 29
CFR Part 29. The data is used for apprenticeship program statistical purposes and is maintained, pursuant to the Privacy Act of 1974 (5 U.S.C. 552a), in a system of records
entitled, DOL/ETA-4, Registered Apprenticeship Partners Information Management Data System (RAPIDS) at the U.S. Department of Labor, Office of Apprenticeship. Data may
be disclosed to a State Apprenticeship Agency to determine an assessment of skill needs and program information, and in connection with federal litigation or when required by
law.

Persons are not required to respond to this collection of information unless it displays a currently valid OMB control number. Public reporting burden for this collection of
information is estimated to average five minutes per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data
needed, and completing and reviewing the collection of information. The obligation to respond is required to obtain or retain benefits under 29 U.S.C. 50. Send comments
regarding this burden or any other aspect of this collection of information including suggestions for reducing this burden to the U.S. Department of Labor, Office of
Apprenticeship, 200 Constitution Avenue, N.W., Room C-5321, Washington, D.C. 20210 (OMB Control Number 1205-0023)
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Program Registration and U.S. Department of Labor

Apprenticeship Agreement Employment and Training Administration
Office of Apprenticeship

Voluntary Disability Disclosure OMB No. 1205-0223 Expiration Date: 03/31/2023

Please check one of the boxes below:

O YES, IHAVE A DISABILITY (or previously had a disability)
O NO, I DON’T HAVE A DISABILITY
O I DON’T WISH TO ANSWER

Your name:

Date:

Why are you being asked to complete this form?

Because we are a sponsor of a registered apprenticeship program and participate in the National Registered
Apprenticeship System that is regulated by the U.S. Department of Labor, we must reach out to, enroll, and
provide equal opportunity in apprenticeship to qualified people with disabilities.[!! To help us learn how well we
are doing, we are asking you to tell us if you have a disability or if you ever had a disability. Completing this
form is voluntary, but we hope that you will choose to fill it out. If you are applying for apprenticeship, any
answer you give will be kept private and will not be used against you in any way.

If you already are an apprentice within our registered apprenticeship program, your answer will not be used
against you in any way. Because a person may become disabled at any time, we are required to ask all of our
apprentices at the time of enrollment, and then remind them yearly, that they may update their information. You
may voluntarily self-identify as having a disability on this form without fear of any punishment because you did
not identify as having a disability earlier.

How do I know if I have a disability?

You are considered to have a disability if you have a physical or mental impairment or medical condition that
substantially limits a major life activity, or if you have a history or record of such an impairment or medical
condition. Disabilities include, but are not limited to: blindness, deafness, cancer, diabetes, epilepsy, autism,
cerebral palsy, HIV/AIDS, schizophrenia, muscular dystrophy, bipolar disorder, major depression, multiple
sclerosis (MS), missing limbs or partially missing limbs, post-traumatic stress disorder (PTSD), obsessive
compulsive disorder, impairments requiring the use of a wheelchair, and intellectual disability (previously called
mental retardation).

(1] Part 30 — Equal Employment Opportunity in Apprenticeship. For more information about this form or the
equal employment obligations of Federal contractors, visit the U.S. Department of Labor’s Office of
Apprenticeship website at https://www.doleta.gov/OA/eeo/.
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U.S. DEPARTMENT OF LABOR
OFFICE OF APPRENTICESHIP

APPLICATION FOR CERTIFICATION OF COMPLETION OF APPRENTICESHIP
(If Required please type or print all information, attach additional apprentices on separate sheet)
(This Application is optional, for Sponsor utilizing Electronic Registration)

Sponsor Information

Sponsor: Program #:
Address: Contact Name:
City, State, Zip: Phone:

Apprentice Information

Full Name of

Apprentice: (Print the name as indicated on the ETA 671 or in RAPIDS)

Apprentice
Registration
Number:

Occupation: Occupation

Term: Hrs., Mos., Yrs.

Registration Date:

Date of Completion:

Completion Wage:

Related Instruction Certification

Related Instruction Hours completed:

Related Instruction Furnished By:

Teacher(s) or Director(s) of Related Instruction Certifying to above information:

Name: Name Address:

Request for Certificate

On behalf of the above-named sponsor, I hereby certify that the apprentice named in the
application has satisfactorily completed and is working at the Journeyworker Level of
his/her apprenticeship program as registered with the Office of Apprenticeship and hereby

recommend the issuance of the Certificate of Completion of Apprenticeship

Sponsor's Signature: Date:

Title:

Office of Apprentice use only:

Date Entered in RAPIDS (if required):

Date Certificate Sent:
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U.S. DEPARTMENT OF LABOR
OFFICE OF APPRENTICESHIP
APPLICATION FOR CERTIFICATION OF COMPLETION OF APPRENTICESHIP

(If Required please type or print all information, attach additional apprentices on separate sheet)
(This Application is optional, for Sponsor utilizing Electronic Registration)

Authentication of Requests for Certificate of Completion of Apprenticeship

Where the Office of Apprenticeship is the Registration Agency, issuance of a Certificate of Completion of
Apprenticeship to apprentices upon satisfactory completion of the requirements of the apprenticeship
program as established in these Standards, the sponsor certifies to the Registration Agency and requests the
awarding of a Certificate of Completion of Apprenticeship to the completing apprentice(s). Such requests are
completed either electronically using the Registered Apprenticeship Partner Information System (RAPIDS) or
in writing using this form from the sponsor to the appropriate field office.

General Guidance

The sponsor will verify that the apprentice has completed all requirements of apprenticeship including a
signed copy of transcripts from the sponsor, provider or sponsor of the related instruction. The field office
representative shall have in evidence an electronic or written Application for Certification of Completion of
Apprenticeship.

When a large number of apprentices are completing at the same time from the same occupation, one
application form from the sponsor can be used with an attached list of pertinent information for the
completing apprentices. When the sponsor has more than one occupation or more than one employer, the
sponsor should complete separate forms for each occupation and employer, following the procedure above.

The occupation identified, must be the occupation title as listed in the most current List of Officially
Recognized Apprenticeable Occupations. For sponsors who use a slightly different occupational title, OA staff
may use the sponsor’s title as long as the officially recognized occupational title is included in parenthesis
under the sponsor’s occupational title. Please see attached “sample” for reference.

The term “journeyman, journeyworker, journeyperson, etc.” should not be included in the occupational title.
These terms are used to describe a level of competency rather than an occupational title.

In rare instances where a program sponsor may utilize such a term above in their occupational title and that
terminology is consistently used within their organization and training materials, OA staff may use that
terminology on the sponsor’s occupational title as long as the officially recognized occupational title is listed
in parenthesis under the sponsor’s title. The practice of using a level of competency in the occupational title
should be discouraged when possible.

The sponsor’s name on the Certificate of Completion of Apprenticeship shall be as it is registered and
approved in their apprenticeship standards.

The date completed shall be the date of completion as indicated on the request form.

Issuance of Replacement OA Certificate of Completion of Apprenticeship

Replacement certificate requests shall be verified with undeniable proof that an original certificate was either
issued or requested by the sponsor. This shall be verified through OA’s records or the program sponsor’s
records. In the event a field office has no proof, yet a program sponsor does, or vice versa, a copy of that proof
shall be sent to the field office and included in the program folder. The term “Replacement Certificate” shall
be printed in 12 pt. font size on the replacement certificate in the space centered between the last line of type
and the U.S. Department of Labor seal.

The Certificate of Completion of Apprenticeship shall not be used for any other purpose than completion of a
Registered Apprenticeship program.
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		Sponsor: 

		Program: 

		Address: 

		Contact Name: 

		City State Zip: 

		Phone: 

		Apprentice Registration Number: 

		Registration Date: 

		Date of Completion: 

		Completion Wage: 

		Related Instruction Hours completed: 

		Related Instruction Furnished By: 

		Address_2: 

		Title: 

		Date Entered in RAPIDS if required 1: 

		Name: 

		Occupation: 

		Term: 

		Full Name of Apprentice: 

		Date Cetificate Sent: 

		Name Last First Middle: 

		NonVeteran: Off

		Veteran: Off

		Less than 9th grade: Off

		9th to 12th grade no diploma: Off

		High School graduate or GED: Off

		Some College or Associates: Off

		Bachelor: Off

		Masters degree: Off

		Doctorate or Prof degree: Off

		New Employee: Off

		Existing Employee: Off

		Job Corps: Off

		YouthBuild: Off

		HUDSTEPUP: Off

		Career Center Referral: Off

		SchooltoRegistered Apprenticeship: Off

		None: Off

		PreApprenticeship: Off

		Technical Training School: Off

		Military Veterans: Off

		1 Sponsor Program No Sponsor Name and Address No Street City County State Zip Code: 

		2a Occupation The work processes listed in the standards are part of this agreement: 

		and 3c Mark one: Off

		TimeBased: Off

		CompetencyBased: Off

		Hybrid: Off

		4 Term Hrs Mos Yrs: 

		5 Probationary Period Hrs Mos Yrs: 

		6 Credit for Previous Experience Hrs Mos Yrs: 

		7 Term Remaining Hrs Mos Yrs: 

		8 Date Apprenticeship Begins: 

		Will Be Paid: Off

		Will Not Be Paid: Off

		9c Related Training Instruction Source: 

		Hrs: Off

		Mos or: Off

		Yrs: Off

		or: Off

		undefined: Off

		13 Name and Address of Sponsor Designee to Receive Complaints: 

		1 Registration Agency and Address: 

		3 Date Registered: 

		Sex: Choice1

		Address Social Security Number No Street City State Zip Code: 

		Telephone: 

		Text6: 

		Text8: 

		Text9: 

		Date of Birth: 

		Check Box11: Off

		Check Box12: Off

		Check Box13: Off

		Check Box14: Off

		Check Box15: Off

		Check Box16: Off

		Check Box17: Off

		Date18_af_date: 

		Date19_af_date: 

		Apprentice Identification Number: 

		Date_af_date: 

		Date22_af_date: 

		Text23: 

		Text24: 

		Text25: 

		Text26: 

		Text27: 

		Text28: 

		Text29: 

		Text30: 

		Text31: 

		Text32: 

		Text33: 

		Text34: 

		Text35: 

		Text36: 

		Text37: 

		Text38: 

		Text39: 

		Text40: 

		Text41: 

		Text42: 

		Program Number: 

		Apprentice entry hourly wage: 

		Journeyworkers's Hourly Wage: 

		Prior Hourly Wage: 

		the Privacy Act apply to any unlawful disclosure of your social security number which is prohibited: 

		law: 

		Apprenticeship 200 Constitution Avenue NW Room C5321 Washington DC 20210 OMB Control Number 12050023: 

		Your name: 

		Check Box1: Off

		Date: 
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Requirements of  Sponsor


Requirements of Sponsor
Requirements for Apprenticeship Sponsors
Reference Guide

This document accompanies and supplements the “Apprenticeship Standards” developed by the U.S.
Department of Labor Office, Employment and Training Administration, Office of Apprenticeship.
Sponsors are required to comply with the requirements in Title 29 Code of Federal Regulations
(“CFR”) parts 29 and 30 at all times, and parts 29 and 30 shall control in the event of conflict or
ambiguity with this document. In addition to the requirements listed in the Apprenticeship Standards,
sponsors should be aware of and must comply with the additional requirements listed in this
document. There are two types of Boilerplate Standards, one for the programs jointly operated with
a union, and one for those programs operating without a union.

SECTION I - STANDARDS OF APPRENTICESHIP

Page 1 of the Boilerplate Standards should be left blank. National Guidelines for
Apprenticeship Standards are certified by the OA Administrator, and the National
Apprenticeship Standards are registered by the OA Administrator. Local standards are
registered by the Regional or State Director.

A. RESPONSIBILITIES OF THE SPONSOR:

Apprenticeship Agreement: Prior to signing the apprenticeship agreement, each selected
applicant must be given an opportunity to read and review the sponsor’s Apprenticeship Standards
approved by the Office of Apprenticeship, the sponsor’s written rules and policies, the
apprenticeship agreement, and the sections of any collective bargaining agreement (CBA) that
pertain to apprenticeship. After an applicant for apprenticeship has been selected, but before
employment as an apprentice or enrollment in related instruction, the apprentice must be covered
by a written apprenticeship agreement which must be submitted to the Office of Apprenticeship.
Such submission can be done electronically through the Registered Apprenticeship Partner
Information System (“RAPIDS”), using the Apprentice Electronic Registration process, or on ETA
Form 671. Sponsors will receive their username and login information for RAPIDS upon
registration. The Office of Apprenticeship must be advised within 45 days of the execution of each
new apprenticeship agreement. The sponsor also must provide a copy of the completed
apprenticeship agreement to the apprentice, the employer, and the union, if any. The sponsor must
provide the Office of Apprenticeship a signed copy of ETA Form 671 indicating that the employer (if
not the sponsor), the union (if applicable), and the apprentice have received the completed
apprenticeship agreement. An additional copy should be provided to a veteran’s state approving
agency for any veteran apprentice desiring access to benefits to which they are entitled.

Safety and Health Training: All apprentices must receive instruction in safe and healthful work

practices. Both on the job and in related instruction are to be in compliance with the Occupational
Safety and Health Administration standards promulgated by the Secretary of Labor under 29 U.S.C.
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651 et seq., or State standards that have been found to be at least as effective as the Federal
standards.

Maintenance of Records: Program sponsors are responsible for maintaining, at a minimum, the
following records: summary of the qualifications of each applicant; basis for evaluation and for
selection or rejection of each applicant, including applications, tests, and test results; records
pertaining to interviews; the invitation to self-identify as an individual with a disability; records of
each apprentice’s On-the-Job Learning (“OJL”); related instruction reviews and evaluations; progress
evaluations; record of job assignments, including job assignments in components of the occupation;
records pertaining to the promotion, demotion, transfer, layoff, termination, rates of pay, other
forms of compensation, conditions of work, hours of work, hours of training provided, and any
personnel records relevant to equal employment opportunity (“EE0”) complaints filed with the
Office of Apprenticeship or with other enforcement agencies. The sponsor must maintain all records
related to compliance with EEO standards required by 29 CFR § 30.3. Program sponsors must also
maintain all records relating to apprenticeship applications (whether selected or not), including, but
not limited to, the sponsor’s outreach, recruitment, interview, and selection process. Sponsors must
also retain records related to reasonable accommodations.

All records retained pursuant to part 30 must clearly identify the race, sex, ethnicity (Hispanic or
Latino/non-Hispanic or Latino), and when known, disability status of each apprentice, and where
possible, the race, sex, ethnicity, and disability status of each applicant for apprenticeship. Each
sponsor required under 29 CFR § 30.4 to develop and maintain an affirmative action program must
retain both the written affirmative action plan and documentation of its component elements set
forth in 29 CFR §§ 30.5, 30.6, 30.7, 30.8, 30.9, and 30.11. All such records are the property of the
sponsor and must be maintained for a period of five (5) years from the date of the making of the
record or the personnel action involved, whichever occurs later. Records must be made available to
the Office of Apprenticeship upon request in such form as the Office of Apprenticeship may
determine is necessary to ascertain whether the sponsor has complied or is complying with its
obligations.

Transfer: The transfer of an apprentice between apprenticeship programs and within an
apprenticeship program must be based on agreement between the apprentice and the affected
apprenticeship committees or program sponsors and must comply with the following requirements:
(1) The transferring apprentice must be provided a transcript of related instruction and OJL by the
committee or program sponsor; (2) Transfer must be to the same occupation; and (3) A new
apprenticeship agreement must be executed when the transfer occurs between the program sponsors.
The apprentice must receive credit from the new sponsor for the training already satisfactorily
completed.

Registration, Cancellation, Suspension, and Deregistration: The Office of Apprenticeship may
initiate deregistration of a sponsor’s standards upon request of the sponsor or for failure of the
sponsor to abide by the provisions herein and those contained in its Apprenticeship Standards. Such
deregistration actions will be in accordance with the Office of Apprenticeship’s applicable
regulations and procedures.
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The sponsor must notify each apprentice of the cancellation of the program and its effect on active
apprentices. If the Office of Apprenticeship requests the deregistration of the apprenticeship
program, the sponsor will notify active apprentice(s) within 15 days of the effective date of the
deregistration. The sponsor’s notification to its apprentices must specify (1) the effective date of
deregistration; (2) that such cancellation automatically deprives apprentices of individual
registration; (3) that the deregistration removes the apprentice from coverage for Federal purposes,
and; (4) that all apprentices may contact the Office of Apprenticeship for information regarding
potential transfer to other registered apprenticeship programs.

Where the Office of Apprenticeship, as a result of a compliance review, complaint investigation, or
other reason, determines that the sponsor is not operating its apprenticeship program in
accordance with part 30, the Office of Apprenticeship must notify the sponsor in writing of the
specific violation and offer technical assistance or suspend the sponsor’s right to register new
apprentices if the sponsor fails to implement a compliance action to correct the specific violation.

Amendments and Modifications: A sponsor must submit a request to its Office of Apprenticeship
to amend its Apprenticeship Standards or an apprenticeship agreement. Amendments may be
requested by contacting the Office of Apprenticeship using its preferred contact information as
listed in Section K of the Apprenticeship Standards and must be agreed upon by all parties to the
original Standards (i.e., the employer, committee, and union—note that individual apprentices are
not parties to the Standards). Amendments and modification may include notice of transfers,
suspensions, and cancellations of apprenticeship agreements and a statement of the reasons
therefore. A copy of each amendment or modification adopted must be furnished by the sponsor to
each apprentice, the Office of Apprenticeship, union (if applicable), and the apprentice to whom the
amendment or modification applies.

Compliance with Federal Law: The sponsor and all entities must comply with all applicable
Federal law and regulations in operating the apprenticeship program.

B. MINIMUM QUALIFICATIONS:

An apprentice must be atleast 16 years old unless a higher age is required by applicable law. Sponsors
may note additional minimum qualifications in Section B of their apprenticeship standards where
appropriate. Sponsors are prohibited from using discriminatory minimum qualifications.

C. APPRENTICESHIP APPROACH AND TERM:
The term of the occupation will be stated in Appendix A of the work process schedule and standards
as time-based, hybrid, or competency-based with an OJL attainment of either hours or years, as

applicable, supplemented by the required hours of related instruction. Sponsors that wish to register
multiple occupations should attach a completed Appendix A for each occupation.
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Requests for Certificate of Completion of Apprenticeship: The sponsor must certify the
completion to OA and request a Certificate of Completion of Apprenticeship for the completing
apprentice(s). Such requests are completed either electronically or in writing using the Application
for Certification of Completion of Apprenticeship Form in Appendix B.

Request for a Certificate of Training: A Certificate of Training (Interim Credential) may be
requested from OA, only for a registered apprentice who has been certified by the sponsor as having
successfully met the requirements to receive an interim credential as identified in the sponsor’s
standards. OA requires that a record of completed OJL and related instruction for the apprentice
accompany such requests. Insert interim credentials in Work Process Schedule and Related
Instruction Outline at Appendix A.

D. WORK PROCESS SCHEDULE AND RELATED INSTRUCTION OUTLINE:

1. Work Process Schedule. As part of Appendix A, all sponsors must include a statement setting
forth a schedule of the work processes in the occupation or industry divisions in which the apprentice
is to be trained and the approximate time to be spent at each process. Sponsor(s) with multiple
occupations must complete an Appendix A for each occupation. The sponsor may modify the work
processes to meet local needs prior to submitting these Standards to the Office of Apprenticeship for
approval. For free technical assistance in compiling a work process schedule, including numerous
templates and examples, visit: www.dol.gov/apprenticeship/employers.htm.

Related Instruction Outline. As part of Appendix A, all sponsors must include an outline of an
organized and systematic form of instruction designed to provide the apprentice with the knowledge
of the theoretical and technical subjects related to the apprentice’s occupation. A minimum of 144
hours for each year of apprenticeship is recommended. This instruction may be accomplished
through media such as classroom, occupational or industry courses, electronic media, or other
instruction. Generally, a Related Instruction Outline should include a list of the anticipated courses,
the learning objectives, and the estimated number of hours that each course will last... For free
technical assistance  with compiling a Related Instruction Outline visit:
www.dol.gov/apprenticeship/employers.htm.

In addition to the OJL, during the apprenticeship, the apprentice must receive related instruction
in all phases of the occupation necessary to develop the skill and proficiency of a journeyworker.
Every apprentice is required to participate in related instruction in technical subjects related to the
job as outlined as in Appendix A of the Apprenticeship Standards. Sponsors are not obligated to
compensate apprentices for time spent in related instruction. Sponsors must specify in Section D of
the Standards whether related technical instruction will be compensated. Sponsor's payment or
agreement to pay apprentices for time spent in related instruction must comply with all applicable
Federal, State, and local laws and regulations related to apprentice wages.

The sponsor must secure the instructional aids and equipment it deems necessary to provide quality
instruction. In cities, towns, or areas having no vocational schools or other schools that can furnish
related instruction, the sponsor may require apprentices to complete the related instruction
requirement through electronic media or other instruction approved by the Office of Apprenticeship.
The sponsor must inform each apprentice of the availability of college credit, if applicable.
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To the extent possible, related instruction should be closely correlated with the practical
experience and training received on the job. The sponsor must monitor and document the
apprentice’s progress in related instruction classes. The sponsor must ensure that related
instruction providers meet the State Department of Education’s requirements for a vocational-
technical instructor in the State of registration, or be a subject matter expert, such as a
journeyworker. All related instruction providers must have training in teaching techniques and adult
learning styles which may occur before or after the apprenticeship instructor has started to provide
the related technical instruction.

E. CREDIT FOR PREVIOUS EXPERIENCE:

Sponsors that provide apprentice applicants seeking credit for previous experience gained outside
the supervision of the sponsor must accept the request at the time of application and request
appropriate records and documentation to substantiate the claim. Prior to completion of the
probationary period, the amount of credit to be awarded will be determined after review of the
apprentice’s previous work and training/education record and evaluation of the apprentice’s
performance and demonstrated skill and knowledge during the probationary period. An apprentice
granted credit must be advanced to the wage rate designated for the period to which such credit
accrues. The sponsor may grant credit toward the term of apprenticeship to new apprentices. The
Office of Apprenticeship must be advised of any credit granted and the wage rate to which the
apprentice is advanced within 45 days. Such notifications can be made in RAPIDS. The granting of
advanced standing must apply to all applicants equally. If the sponsor plans to establish specific
requirements for an apprentice to receive advanced standing the sponsor should use the additional
lines in Section E of the Apprenticeship Standards.

F. PROBATIONARY PERIOD:

During the probationary period, either the apprentice or the sponsor may terminate the
apprenticeship agreement, without stated cause, by notifying the other party in writing. The records
for each probationary apprentice will be kept by the sponsor. Records may consist of periodic
reports regarding progression made in both the OJL and related instruction, and any disciplinary
action taken during the probationary period. Any probationary apprentice evaluated as satisfactory
after a review of the probationary period must be given full credit for the probationary period and
continue in the program.

When notified that an apprentice’s related instruction or on-the-job progress is found to be
unsatisfactory, the sponsor will determine whether the apprentice should continue in a probationary
status and may require the apprentice to repeat a process or series of processes before advancing to
the next wage classification.

After the probationary period, the apprenticeship agreement may be cancelled at the request of the
apprentice or may be suspended or cancelled by the sponsor for reasonable cause after documented
due notice to the apprentice and a reasonable opportunity for corrective action. For all
cancellations, the sponsor must provide written notice to the apprentice and, within 45 days, notice
to the Office of Apprenticeship of the action taken.

Page | 5





G. RATIO OF APPRENTICES TO JOURNEYWORKERS:

In Appendix A, the prospective sponsor must establish a ratio of apprentice(s) to one or more
journeyworker(s), except where such ratios are expressly prohibited by a CBA. The sponsor must
comply with the registered ratio at all times.

H. APPRENTICE WAGE SCHEDULE:

Apprentices must be paid a progressively increasing schedule of wages during their apprenticeship
based on the acquisition of increased skill and competence on the job and in related instruction. The
progressive wage schedule, which may include fringe benefits, will be an increasing percentage of the
fully proficient or journeyworker wage rate as provided for in Section H and Appendix A of the
Apprenticeship Standards. The journeyworker wage rate will serve as the terminal wage that an
apprentice will receive upon completion of the apprenticeship program. The entry wage must not be
less than the minimum wage set by the Fair Labor Standards Act (including overtime), where
applicable, unless a higher wage is required by other Federal or State law or regulation, or by
collective bargaining agreement. The number of steps in the progressive wage scale, as depicted in
Appendix A, may vary based on the length and complexity of the registered apprenticeship. The
schedule of wages must increase consistent with the skills acquired by the apprentice.

I. EQUAL EMPLOYMENT OPPORTUNITY AND AFFIRMATIVE ACTION PROGRAM:

Equal Employment Opportunity Affirmative Obligations. Sponsors are required to comply

with the equal opportunity pledge in Section 1.1 and 2 of the Apprenticeship Standards. Sponsors with
five or more registered apprentices must develop an affirmative action plan within two years of
registration as required by 29 CFR § 30.4 and update the plan upon the completion of workforce
analyses required by 29 CFR §§30.5(b) and 30.7(d)(2), unless it is exempt from doing so under §
30.4(d)(2). In particular, Federal agencies and Federal contractors should consult with OA to see if
they qualify for an exemption or if their current Affirmative Action Plans are applicable under the Part
30 requirements.

All sponsors have a duty to take affirmative steps to provide equal opportunity in apprenticeship
according to 29 CFR § 30.3(b). The sponsor will designate an individual or individuals responsible for
overseeing the sponsor’s commitment to equal opportunity in registered apprenticeship, for
monitoring apprenticeship activity to ensure compliance with EEO requirements, to maintain
required records, and to generate reports. In addition to providing apprentices with the Equal
Opportunity Pledge contained in Section 1., sponsors must: post the pledge so that it is accessible to
all apprentices and applicants, including posting through electronic media; conduct orientation and
periodic information sessions (including anti-harassment training) for individuals involved in the
apprenticeship program, including apprentices and journeyworkers who regularly work with
apprentices; and maintain records to demonstrate compliance. Sponsors must engage in universal
outreach and recruitment, including developing and updating an annual list of recruitment sources
that will generate referrals from all demographic groups within the relevant recruitment area, identify
a contact person, mailing address, telephone number and email address for each recruitment source,
and provide recruitment sources with advanced notice of apprenticeship openings. Sponsors must
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maintain apprenticeship programs free from harassment, intimidation and retaliation, including
providing required anti-harassment training and addresses the right of apprentices to file a
harassment complaint under 29 CFR § 30.14. Sponsors must make all facilities and apprenticeship
activities available without regard to race, color, religion, national origin, sex, sexual orientation, age
(40 or older), genetic information, or disability except that if the sponsor provides restrooms or
changing facilities, the sponsor must provide separate or single-user restrooms and changing facilities
to assure privacy between the sexes. Sponsors must establish and implement procedures for handling
and resolving complaints about harassment and intimidation. Sponsors must comply with Federal
and State EEO laws.

Discrimination/Retaliation Prohibited. It is unlawful for a sponsor of a registered apprenticeship
program to discriminate against an apprentice or applicant for apprenticeship on the basis of race,
color, religion, national origin, sex, sexual orientation, age (40 or older), genetic information, or
disability with regard to: recruitment, outreach and selection procedures, hiring and/or placement,
upgrading, periodic advancement, promotion, demotion, transfer, layoff, termination, right of return
from layoff, and rehiring. Additionally, sponsors are prohibited from discrimination in rotation among
work processes; imposition of penalties or other disciplinary action; rates of pay or any other form of
compensation and changes in compensation; conditions of work; hours of work and hours of training
provided; job assignments; leaves of absence, sick leave, or any other leave; and any other benefit,
term, condition, or privilege associated with apprenticeship. The Office of Apprenticeship will look to
the legal standards and defenses applied under the Federal laws listed at 29 CFR § 30.3(a)(2) in
determining whether a sponsor has engaged in an unlawful discriminatory practice.

It is also unlawful to intimidate, threaten, coerce, retaliate against, or discriminate against a
participant in an apprenticeship program because the individual has: (1) filed a complaint alleging a
violation of 29 CFR part 30; (2) opposed a practice prohibited by the provisions of 29 CFR part 30 or
any other Federal or State equal opportunity law; (3) furnished information to, or assisted or
participated in any manner, in any investigation, compliance review, proceeding, or hearing under 29
CFR part 30 or any Federal or State equal opportunity law; or (4) otherwise exercised any rights and
privileges under the provisions of 29 CFR part 30.

Selection Procedures. Sponsors are prohibited from using discriminatory selection procedures. The
Office of Apprenticeship will review the selection procedures provided in Section I to ensure
compliance with 29 CFR § 30.10. Selection Procedures are required no matter how many apprentices
are registered in the program. In sum, selection procedures must: (1) comply with the Uniform
Guidelines on Employee Selection Procedures, including the requirements to evaluate the impact of
the selection procedure on race, sex, and ethnic groups and, if any selection procedure results in an
adverse impact against one of those groups, demonstrating that the procedure is job related and
consistent with business necessity; (2) be uniformly and consistently applied to all applicants and
apprentices within each selection procedure utilized; (3) comply with title I of the ADA and the EEOC'’s
implementing regulations at part 1630, which includes that procedures must not screen out or tend
to screen out individual(s) with disabilities unless the selection criteria is job related and consistent
with business necessity; and (4) be facially neutral in terms of any protected category under part 30.
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J. COMPLAINT PROCEDURES:

Section ] of the Apprenticeship Standards addresses four types of complaints; complaints covered by
a CBA, complaints not covered by a CBA, complaints to the appropriate Office of Apprenticeship, and
complaints alleging discrimination. Space is provided for the sponsor to fill-in the appropriate
contact information for the contact person the sponsor wishes to designate to resolve disputes not
governed by a CBA. The Office of Apprenticeship is responsible for resolving complaints that allege
discrimination, or, that could not be resolved by the sponsor and do not involve a matter covered by
a CBA. Space is provided for the Office of Apprenticeship to fill-in its preferred contact information.
Nothing in these complaint procedures precludes an apprentice from pursuing any other remedy
authorized under another Federal, State, or local law.

EEO Complaint Procedures (29 CFR § 30.14). An apprentice, applicant for apprenticeship, or
authorized representative of an apprentice or applicant may file a complaint with the Registration
Agency if the apprentice if the apprentice or applicant believes that:

e The apprentice or applicant has been discriminated against or harassed on the basis of race,
color, religion, national origin, age (40 or older), genetic information, disability, sex or sexual
orientation with regard to apprenticeship

e The apprentice or applicant has been retaliated against for the following:

o Filing a complaint alleging a violation of 29 CFR § 30;

o Opposing a practice prohibited by 29 CFR § 30 or federal or state equal opportunity
law;

o Furnishing information to, or assisting or participating in, an investigation or
proceeding under 29 CFR § 30 or federal or state equal opportunity law;

o Exercising any rights and privileges under 29 CFR § 30; or

o Equal opportunity standards with respect to the apprentice’s selection or any other
benefit, term, condition, or privilege associated with apprenticeship have not been
followed in the operation of an apprenticeship program.

Complaints regarding discrimination. Sponsors must provide written notice to all applicants for
apprenticeship and all apprentices of their right to file a discrimination complaint and the procedures
for doing so. The notice must include the address, phone number, and other contact information for
the Registration Agency that will receive and investigate complaints filed under this part. The notice
must be provided in the application for apprenticeship and must also be displayed in a prominent,
publicly available location where all apprentices will see the notice. The notice must contain the
specific wording set forth at 29 CFR § 30.14(b).

Other general complaints. ].2 addresses complaints concerning issues covered by the
apprenticeship agreement or standards, but not covered by a CBA or concerning discrimination or
other equal opportunity matter. Either party to the apprenticeship agreement may consult with the
Registration Agency for an interpretation of any provision of these standards over which differences
occur.
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Such complaints must be in writing and signed by the complainant or the authorized representative
and must be submitted within 60 days of any final sponsor decision. The complaint must set forth the
specific matter(s) complained of and state the relevant facts and circumstances. Copies of any
pertinent documentation must accompany the complaint.

K. OFFICE OF APPRENTICESHIP GENERAL CONTACT INFORMATION:

The Registration Agency is either the National Office of Apprenticeship or the local OA representative
in which the standards are registered. General Contact information will be provided as part of the
registration process.

SECTION II - APPENDICES AND ATTACHMENTS

Appendix A - Work Process Schedule, Related Instruction Outline, Apprentice Wage Schedule, Ratio of
Apprentices to Journeyworkers, Type of Occupation, Term of Apprenticeship, Selection Procedures and
Probationary Period: See Sections D, F, G, H, and I of this Reference Guide. Sponsor(s) with multiple
occupations must complete an Appendix A for each occupation.

Appendix B (ETA Form 671 - Apprenticeship Agreement and Application for Certification of Completion
of Apprenticeship: May be completed in RAPIDS after program registration.

Appendix C (Affirmative Action Plan (AAP): Sponsors are required to develop an AAP within two
years of registration for programs with 5 or more registered apprentices. Information and technical
assistance materials relating to the creation and maintenance of an affirmative action plan will be
made available on the Office of Apprenticeship’s website.

Appendix D (Employer Acceptance Agreement): A sample agreement has been provided for
employers who choose to sign on under the sponsor’s approved standards. Please use Appendix D
when developing standards for multiple employers.

SECTION II PART 1 - COLLECTIVE BARGAINING PROVISIONS (IF APPLICABLE)

Section II Part 1 is for sponsors registering a program where the apprentices will be covered by a
CBA. Such sponsors must furnish to the appropriate union a copy of its completed Apprenticeship
Standards as well as all attachments. Normally, the appropriate union officials should sign in the
designated spaces. However, if the union elects not to participate in the registration process, the
Office of Apprenticeship will allow 45 days to receive union comments before registering the
program.

SECTION III - SIGNATURES

The Program Sponsor(s) may designate the appropriate person(s) to sign the Standards on their
behalf.

SECTION IV - DISCLOSURE AGREEMENT (optional)
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Program Sponsors may indicate their preference and authorization for OA staff to share the Work
Process Schedule and Related Instruction Outline in Appendix A with other entities seeking to
establish Apprenticeship Programs.

GLOSSARY OF TERMS

1.

2,

3.

APPRENTICE: Means a worker at least 16 years of age, except where a higher minimum age
standard is otherwise fixed by law, who is employed to learn an apprenticeable occupation as
provided in §29.4 under standards of apprenticeship fulfilling the requirements of §29.5.

APPRENTICESHIP AGREEMENT: Means a written agreement, complying with §29.7, between
an apprentice and either the apprentice’s program sponsor, or an apprenticeship committee
acting as agent for the program sponsor(s), which contains the terms and conditions of the
employment and training of the apprentice.

APPRENTICESHIP APPROACHES:

COMPETENCY-BASED APPROACH: Measures skill acquisition through the individual
apprentice’s successful demonstration of acquired skills and knowledge, as verified by the
program sponsor. Programs utilizing this approach must still require apprentices to complete
an on-the-job learning component of Registered Apprenticeship. The program standards must
address how on-the-job learning will be integrated into the program, describe competencies,
and identify an appropriate means of testing and evaluation for such competencies.

HYBRID APPROACH: Measures the individual apprentice’s skill acquisition through a
combination of specified minimum number of hours of on-the-job learning and the successful
demonstration of competency as described in a work process schedule.

TIME-BASED APPROACH: Measures skill acquisition through the individual apprentice’s
completion of at least 2,000 hours of on-the-job learning as described in a work process
schedule.

CERTIFICATE OF COMPLETION OF APPRENTICESHIP: The credential issued by the Office of
Apprenticeship to those registered apprentices certified and documented as having
successfully completed the apprentice training requirements outlined in these standards of
apprenticeship.

EMPLOYER: Means any person or organization employing an apprentice whether or not such
person or organization is a party to an Apprenticeship Agreement with the apprentice.

EMPLOYER ACCEPTANCE AGREEMENT: Means an agreement between the sponsor and an
undersigned participating employer which agrees to carry out the intent, purpose, rules and
decisions of the sponsor established under an approved set of Registered Apprenticeship
Standards.

JOURNEYWORKER: Means a worker who has attained a level of skill, abilities and
competencies recognized within an industry as having mastered the skills and competencies
required for the occupation. (Use of the term may also refer to a mentor, technician, specialist
or other skilled worker who has documented sufficient skills and knowledge of an occupation,
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either through formal apprenticeship or through practical on-the-job experience and formal
training.)

TRAINING REQUIREMENTS:

ON-THE-JOB LEARNING (OJL): Tasks learned on-the-job in which the apprentice must
become proficient before a completion certificate is awarded. The learning must be through
structured, supervised work experience.

RELATED INSTRUCTION: Means an organized and systematic form of instruction designed to
provide the apprentice with the knowledge of the theoretical and technical subjects related to
the apprentice’s occupation. Such instruction may be given in a classroom, through
occupational or industrial courses, or by correspondence courses of equivalent value,
electronic media, or other forms of self-study approved by the Office of Apprenticeship.

WORK PROCESS SCHEDULE: An outline of the tasks in which the apprentice will receive
supervised work experience and training on the job, and the allocation of the approximate
amount of time to be spent in each major process.

REGISTERED APPRENTICESHIP PARTNERS INFORMATION DATA SYSTEM (RAPIDS): A

Federal system that provides for the automated collection, retention, updating, retrieval, and
summarization of information related to apprentices and apprenticeship programs.

SPONSOR: Means any person, association, committee, or organization operating an
apprenticeship program and in whose name the program is (or is to be) registered or approved.
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